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Here you will find all the information you will need to use the Delphix Continuous Data Engine for data
virtualization. Learn how to deploy our application, use our features, or tune it for optimal performance. We have
organized this content into several categories that you can browse via the navigation bar.
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Release Notes 6.0.x.

Welcome to the 6.0.x release of the Delphix Engine database virtualization system.

+ New Features

« APl Changes

« Support Matrices

+ Migration and Compatibility

+ Fixed Issues (6.0.x)

+ Known Issues

» Deprecated and Removed Features
« Licenses and Notices

Release Notes- 7
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New Features

This section describes the new features and enhancements on the Delphix products.

Release 6.0.10.0

Virtualization

« SQL Server-Support for Azure Storage Backups
SQL native backups can now be read directly from Azure Cloud storage. For more information, see Restoring
SQL Backups Stored in Azure Cloud Storage.

« Support dSource Upgrades From Non-MT to MT in Oracle
Once a dSource is converted to a multitenant PDB, you will be able to share its storage blocks with its non-
multitenant predecessor. Delphix will only store the incremental changes to the database. For more
information, see Prepare and Upgrade a Non-MT Oracle dSource to MT.

« Oracle-Provision to the Latest Point-In-Time on RAC
Provision to the latest point-in-time is now supported.

+ Flexible ORACLE_HOME Permissions Configuration
Removed the need to set permissions of the "SORACLE_HOME/dbs" subdirectory using STARTUP SPFILE
syntax to simplify Oracle operations. For more information, see Requirements for Oracle Hosts and
Databases.

« Support for Manually Starting an Oracle VDB
An Oracle VDB can now be manually started. For more information, see Manually Starting a VDB.

« Attach and Detach Oracle CDB Containers
Detaching, attaching, and linking of the Oracle CDB containers is now supported via CLI. For more
information, see CLI Cookbook: Attaching, Detaching, or Linking a CDB.

+ Password Vaults and Remote Hooks for Ul
In the 6.0.9.0 release, we introduced the ability to use password vaults with hooks. This allows our
customers to ensure a high level of security with all operations with external systems. This can now be
configured via the user interface. For more information, see Passing Credentials Securely to Hook
Operations.

+ NFSv4
NFSv4 is now enabled by default. For more information, see NFSv4 Configuration.

« 12-month Support for Upgrades and Forward Compatible Replication (FCR)
To better align with the Delphix support program, Engine upgrades and FCR operations must be within
versions no more than 12 months apart. For example, upgrading to version 6.0.10.0 will require the previous
version to be at least 6.0.4.0. For more information, see Upgrade Matrix and Replication Overview.

« HANA Plugin Port Control
You can now keep the port numbers consistent throughout the HANA VDB life cycle so that the connections
made to the VDBs are not disrupted during their life cycle. For more information, see Provisioning HANA
VDBs: An Overview.

« User-Specified Mount Path For Db2 dSource
You can now specify a mount path of your choice to host the dSource dataset on the target host. For more
information, see Linking a Db2 dSource.

« Staging Push Automation for Db2 dSource
You can now use a set of scripts that can be used to automate the restore and rollforward operations on the
dSource. For more information, see Staging Push Automation.

Masking

« New Mapping Algorithm
A more powerful and faster mapping algorithm is now available. This allows running the same mapping

Release Notes- 8
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algorithm across multiple jobs and across multiple engines. Running the same mapping algorithm across
multiple engines requires a compatible external database. New APIs now support migrating mappings from
existing mapping algorithms to the new mapping algorithms.

+ Algorithm Replacement APIs
APIs are now being introduced to list and replace algorithms.

+ New Phone Masking Algorithm
A new masking algorithm for the phone number framework for US and international numbers is now
available. Migration from the old phone masking algorithm to the new one is required. For more information
on transition, see this Delphix Community Post.

+ Select Connector
The new Select Connector for Salesforce, sensitive data discovery, and Masking algorithm assignment are
now automatically handled for the Salesforce default schema. This connector provides a simpler
deployment option to manage and secure business-critical data. Furthermore, it facilitates data
orchestration, allowing customers to backup, version, and restore Salesforce data.

+ New Custom SQL API
This release extends the list of APl endpoints by adding a new table-metadata endpoint to generate custom
SQL for the given tableMetadatald. Custom SQL gives the ability to customize records being input into the
Masking Engine. The new API endpoint is as follows:

Group Endpoints Description
tableMetadata GET /table-metadata/{tableMetadatald}/ Generates a custom SQL
generateCustomSQL

Data Control Tower

« DCT Accessibility Improvements
This release meets the WCAG 2.1 Level AA accessibility compliance for Data Control Tower. It equalizes the
user experience of impaired users with that of non-impaired users and facilitates easier transition for heavily
regulated and government organizations.

« Updated DCT MC
The next version of Data Control Tower Multicloud is now available. It provides a single point of automation
for those who want to manage their own infrastructure. This next version includes APIs for virtual database
creation, control, and monitoring allowing for deeper and simpler enterprise automation.

« Environment APIs
In continuation of the APIs, a new SaaS APl endpoint on api.delphix.com is released to enumerate all
virtualization environments. It drives all orchestration from a single point - either on DCT Saa$ or DCT
Multicloud.

+ Data Version Control API
A new bookmark APl on api.delphix.com is now available that allows customers to version data across any
number of data sets and store this reference alongside their code or other artifacts.

Certifications

Virtualization

+ OCIVM.Standard.E4
« AWSr5n.24xlarge
Masking

« OCIVM.Standard.E4
« AWS r5n.24xlarge

Release Notes-9
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Release 6.0.9.0

Virtualization

Delphix Data Vault - Additions

In continuation to the Delphix Data Vault for ransomware protection released in 6.0.8.0, this release
enables you to manage this feature from the Delphix Engine user interface and also lets you monitor the
regular valid replication receives. For more information, see Delphix Data Vault.

TLS 1.3

The TLS 1.3 support is added as an available secure connection option at the Engine Admin Console to be
used between engines.

Phonehome Data Collection Frequency

The default collection period for the Phonehome users is now changed to daily. For more information, see
System Configurations - Enable Phone Home.

Password Vaults for Remote Hooks

With this release, the hooks running on environments can now obtain credentials from the engine and its
configured password vaults. These credentials can be used to perform custom authentication tasks in a
secure manner. Currently, this feature is supported via the command line interface only. For more
information, see Passing Credentials Securely to Hook Operations.

Delphix Integrations (dxi) Docker Image

A new dockerized version of the dxi library is now available. For more information, see Docker Image.

Masking

Secure Shuffle Algorithm

A new version of the Secure Shuffle algorithm is now available. This algorithm takes existing valuesin a
user's dataset and sorts them in order. This also provides robust performance and supports a large shuffle
set.

Email Masking Algorithm

A new algorithm framework that supports masking email addresses to unique values is now available. This
algorithm also provides the ability to independently choose how different parts of an email address such as
the name and domain are masked.

Masking Extensibility SDK

The name "Masking Algorithm SDK" is now changed to "Masking Extensibility SDK" to reflect the additional
functions that can be extended via the SDK.

Masking Custom Tasks

Extended connectors have been made more powerful by providing the ability to add custom tasks. These
custom tasks include commonly-requested steps such as disabling triggers or constraints which will be
executed in a masking job before and after the transformation step. In future releases, this functionality will
include additional connector types.

Batch Masking - Enhancements

Batch masking processing is now added to the Masking Extensibility SDK. This allows an algorithm to receive
multiple inputs, mask them, and then provide the set of results back to the masking job. This feature allows
an algorithm to implement logic that considers the values of multiple inputs at once.

Data Control Tower (Formerly, Central Management)

DCT Multi-Cloud APl Gateway

A new product, Data Control Tower Multi-Cloud has been offered with this release. This product brings an
API control point to our users who want to run their integrations either on-premises or in a cloud of their
choice.

Expansion of api.delphix.com

A set of endpoints has been added to list the virtualization data object sources (dSource and VDBs). These

Release Notes- 10
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new API endpoints enable Data Control Tower users to query dataset information, without regard to
individual engines, power reporting workflows, and monitor data set usage.

Certifications
« Virtualization

« EBS12.2 on Oracle 19¢
« Db211.1.4.6 Fix pack

« Hypervisors/Clouds

« ESXi7.0U2

Release 6.0.8.0

Virtualization

« Delphix Data Vault
The Delphix Data Vault for ransomware protection (accessible via CLI) enables organizations to recover
access to their application data much faster than traditional backup solutions after malicious attacks. It
relies on the new Data Vault Replication feature, which replicates critical business DB data stored on
Delphix engines to a new target engine called Data Vault. Once securely stored on the Data Vault, the
replicated DB data can be used to recover business applications upon a ransomware attack with very low
RTO and RPO.

« Dxi Executable and Support for Encrypted Credentials
We will be distributing the dxi CLI, a Delphix solution built to facilitate simpler and seamless integration of
Delphix Platform Operations into existing workflows, as Windows, macOS and RHEL binaries. This will
simplify adoption and remove the requirement on Python. Delphix has also adding encryption for the login
credentials.

« Expansion of Retention Period on Replicated Objects
At present, when snapshots on the replication source engine are deleted (either due to retention policies or
user action), the next replication job will delete those snapshots on the replication target engine. This
improvement will allow you to extend the retention period of replicated objects on target engines while
keeping the original retention at the source. Once the object in the target engine reaches its retention
period, it will be flagged and deleted by the policy agent based on a daily schedule.

« Db2 Staging Push
Delphix now supports Staging Push for non-DPF Db2 databases. The Staging Push architecture will allow
organizations to bring their data to Delphix, with their own tools and standard processes. This facilitates the
use of any backup tool, a major ongoing source of requests. This should dramatically increase the volume of
data that can be easily managed by Delphix.

+ HANA Plugin Staged Architecture
Delphix introduces a staging architecture for HANA virtualization. This will make it consistent with other
virtualized data sources. This new architecture will build a foundation for future staging push capabilities, as
Delphix has begun to introduce for other platforms. These changes, together, will allow us to support more
prospective organizations with various SAP-certified, 3rd-party backup applications for HANA. Delphix will
continue to support the pull ingestion method with HANA native backups and logs.

« ASE Native Encryption Support
SAP ASE version 16.0 introduces the ability to fully encrypt databases, provides protection for all the data,
indexes, and transaction logs in a database. This offers full database protection while allowing the user to
query and manage the data as usual, as the encryption is transparent to existing functions. In response to
customer demand, we have added a security enhancement to support encrypted ASE databases. This allows
customers to maintain the ASE encryption that is active on their sources and propagate that through to their
VDBs.

Release Notes- 11
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« System Tunable Interface
A new web service APl is introduced which allows you to set or receive the values of a system tunable via
Delphix CLI. A Support engineer can now provide context via Support case to modify these values.

« Oracle Customized Full Backups
There is a rarely-seen bug in Oracle that results in some blocks not being written to the datafiles during an
Oracle SnapSync operation. When this happens, the datafiles can become incomplete and provisioning/
refreshing from that snapshot might fail. We are providing a SnapSync option via CLI that you can customize
to accept all datafiles during an Oracle SnapSync operation to prevent this error.

Masking

+ Full Name Algorithms
Delphix Masking introduces a new FullName algorithm that masks full name strings into first names and last
names that are stored separately. This has traditionally been a major driver of custom algorithms.
+ Algorithm Chaining Framework
Delphix Masking will now support building algorithms from a combination of existing algorithms. For
example, the aforementioned full name algorithm is based on existing first name and last name algorithms.
This is a major driver of custom algorithms, which will allow you to move to supportable frameworks.
« Escape Character Support for Delimited File Masking
Delphix Masking will now support the configuration of escape characters for enclosure characters in file
masking with the following:
« Doubling the enclosure
« e.g. Test data using double ""enclosure
« Using custom character with enclosure
« e.g. Test data using a backslash \"enclosure\" for enclosure escaping.

for enclosure escaping.

Release 6.0.7.0

Virtualization

« Simplified Connection Management for Oracle databases
This feature streamlines the way that Delphix communicates and interacts with Oracle databases by
simplifying the connection management infrastructure. Prior to this release, connections were established
to Oracle databases using two different methods (remote connections from the Delphix Engine and local
connections from the Delphix toolkit) and communication was performed with Oracle databases using two
different users (a Delphix OS user and a Delphix DB user). Starting with this release, all communication with
Oracle databases will be performed locally on the Oracle host and all connections to Oracle databases will
be established using OS authentication. Existing Oracle dSources and VDBs will continue to function with no
user intervention required. This feature results in several key benefits for Oracle DB customers such as
elimination of the requirement for a Delphix DB user when linking, automated PDB discovery, elimination of
Delphix interaction with any network listener, and many more.

« Virtualization SDK Support for Password Vaults
Building off of the existing CyberArk and Hashicorp support for Oracle, SQL Server, and SAP ASE database
user credentials, Delphix Virtualization will extend password vault coverage to the virtualization SDK (vSDK).
This will enable data sources that are connected via a vSDK plugin to incorporate this more secure method
of authentication.

« SAP ASE Device Mapping Improvements
The Delphix Virtualization experience with SAP ASE heavily relies on and mirrors a database’s device
allocation from the initial load (creating the dSource) to provision (creating VDBs). As these source device
allocations shift over time, Delphix maps these changes and propagates them to their associated Delphix
objects. However, dramatic device layout changes can negatively impact performance. This enhancement
provides a quality-of-life (QoL) improvement to the overall SAP ASE experience by providing better error
handling and escape valves should a dSource get into a bad state due to a major device layout shift.
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Improved Storage Utilization for Large Pools

Up through the 6.0.6 release, Delphix Virtualization has enforced a storage usage limit of 85%. Once met, this
limit will cause certain API operations to be disabled to ensure engine data integrity. In the 6.0.7 release, this
threshold is relaxed significantly. The new thresholds are as follows:

“Warning”: when 85% of the total storage quota is reached or 1536GB of free storage is remaining
(whichever is less), which can be resolved/ignored, with no impact on system behavior.

“Critical”: when 90% of the total storage quota is reached or 1024GB of free storage is remaining(whichever
is less), which cannot be resolved/ignored, with some impact on system behavior.

“Minimum?”: when 95% of the total storage quota is reached or 512GB of free storage is remaining
(whichever is less). In this case, a critical fault is raised and cannot be resolved/ignored, with a substantial
impact on system behavior (stop policies, VDB operations, etc).

PVSCSI support

In addition to LSI Logic, with the 6.0.7 release, Delphix has added support for the VMware Paravirtual vSCSI
controller (aka PVSCSI). While VMware designed PVSCSI to support very high throughput with minimal
processing cost, the performance improvements on Delphix engines can vary from case to case. In 6.0.7, we
also support manual changes from LSI Logic to PVSCSI for currently deployed engines.

Masking

New Date Masking Frameworks

Delphix introduces new date masking frameworks including date replacement, date shift, and multi-
column dates. These new frameworks obviate the need for many of the custom date algorithms that were
required in the past. Delphix also introduces new default implementations of common date-masking
functionality. The new date masking frameworks are briefly described below.

Date Replacement: Selects a replacement value from a customer configurable date range.

Date Shift: Produces a replacement value by randomly shifting the input date by a customer configurable
increment range.

Multi-column Date: Masks date values that have a dependency, such as admission and discharge date using
the same algorithm as Date Shift. This allows masking of both the initial date and the difference between
the dates.

New Credit Card Masking Algorithms

Delphix introduces a robust payment-card masking framework as well as a default algorithm
implementation for credit card data. The legacy credit card algorithm, which produced random values, is
being replaced by the new default instance which provides consistent masking results, a unique output
for every valid input, always changes a valid input value, and preserves all non-digit portions of the
input value.

Masking Engine changes for Users and Groups

This enhancement adds stronger on-Masking Engine safeguards to the users and group's experience
delivered in Data Control Tower in which the access to a Masking Engine’s objects is determined by
assigning authorization via global access groups. Specifically, when an engine opts into the global model, it
relinquishes local control of object access. With this enhancement, the local enforcement of global (Data
Control Tower) settings is strengthened by deactivating local object access in the Ul, thus ensuring the local
values will not be overridden via frequent, periodic scans from Data Control Tower.

New Forgot and Reset password APIs

In this release, Delphix has extended the list of API-endpoints by adding two new APIs related to the existing
Forgot and Reset password feature for a user, which was available via GUI only till now.

The two new sets of APl endpoints are :

Group Endpoints Description

user POST /users/forgot-password Send reset password mail to the user.
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Group Endpoints Description

POST /users/reset-password Reset a new password for the user.

The forgot-password API will generate and send a password reset link to the registered email id of the user,
for which the password has to be reset.
The reset-password APl will use the token sent via the password reset link, to set the new password.

Release 6.0.6.0

Virtualization

+ Solaris x86 to Linux x86 Oracle DB Provisioning
This feature allows provisioning of Oracle Virtual Databases from Solaris x86 dSources to Linux x86 target
environments.

+ TDE for Oracle Multitenant
Oracle Advanced Security Transparent Data Encryption (TDE) provides the ability to encrypt sensitive
application data on storage. Delphix will now support TDE for Oracle 12cR2, 18c and 19¢c multitenant. This
release introduces support for single-instance linked container databases (CDBs) using software
keystores. Virtual Container Database (vCDBs), RAC and rekeying of the TDE encryption keys are not
supported in this release.

& Please note the following important restrictions for TDE for Oracle Multitenant feature:

« TDE-enabled vPDBs must be provisioned to a linked CDB, not a vCDB.

« RAC dSources and target CDBs are not supported.

« The Oracle version must be 12.2 or higher (12.1 is not supported).

« System tables or tablespaces either in the PDB or CDB must not be encrypted.

« Oracle Key Vault is not supported.

« Hardware keystores are not supported.

+ Keystores must not be on ASM storage.

« The dSource from which the initial provision is done must be encrypted when it is linked.
Existing dSources cannot be encrypted without unlinking and creating a new dSource.

+ Encrypting an already-provisioned unencrypted vPDB (with clear data) which is managed by
Delphix is not supported.

« Single to Multitenant VDBs
Oracle announced the end of support for single-tenant databases in their 20c release, and as such, Oracle DB
customers are planning their upgrade and migration programs. Delphix will now support provisioning a
virtual pluggable database from a single-tenant virtual database.

« Added support for HashiCorp namespaces.

Masking

« Multi-Column Algorithm
In this release, Delphix has introduced a Multi-Column Extended Algorithm mechanism, which allows
masking multiple columns of the same table conditional to their values (or using any other logic needed by
the customer). The Multi-Column Algorithm Framework is to be created via the Masking SDK and to be
installed to the Masking Engine via the Extended Algorithm Plugin.
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Data Control Tower (Formerly, Central Management)

Global Masking Users and Groups:
As part of the broader Users and Groups project, Data Control Tower will support the central administration
of masking users and permissions.

Certifications

Virtualization

ASE 15.7/16 on RHEL 7.9

Oracle 12.1 on RHEL 7.9 and SLES 12 SP5
Oracle 12.2 on RHEL 7.9 and SLES 12 SP5
Oracle 19c on RHEL 7.9 and SLES 12 SP5

Hypervisors/Clouds
ESXi 7.0 U1
Masking

DB2 oniSeries 7.4

GCP Cloud SQL Postgres (available now)
GCP Cloud MySQL (available now)

GCP Cloud SQL Server (available now)

Release 6.0.5.0

Virtualization

NFSv4 Support:

Support has been added for Oracle and ASE on AIX.

Expanded Replication: Replication of non-data objects

Our customers are increasingly using replication to facilitate moves of data across network boundaries, to
the cloud and for DR purposes. We've had long-standing requests to replicate more than just the data, and in
this release, we will support replication of users, roles, permissions, policies and configuration templates.
Upgraded Windows Connector:

The Windows Connector will now support newer versions of Microsoft’s .NET framework (4.x), which
encompasses myriad higher security standards, new functionality, etc. Previously, the connector relied

on .NET 3.5 due to two dependencies: SQL Server and Powershell, both have since been removed with SQL
Server 2016+ and Powershell update in 6.0.3.0.

Db2 Extensible Ingestion:

We will now support an extensible model for ingesting Db2 data. In this new, additive, model, we will
support customers manually performing a restore & roll forward of their staging database to Delphix from
native backups or arbitrary third-party backup tools which integrate directly with Db2. This will allow
customers to bring data from whatever system or backup they have and restore to an exact point in time, as
needed.

Masking

Character Mapping Algorithm: We are introducing a replacement for the Segment Mapping algorithm, the
Character Mapping algorithm. The new Character Mapping algorithm is built using the recently released
algorithm SDK, and in most common configurations this new algorithm will be faster and require less
memory than the existing segment mapping algorithm. In addition, this new version does not have a length
limitation for the input string and can handle non-ASCII characters.
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Data Control Tower (Formerly, Central Management)

« Data Control Tower Attributes/Groups Support:
We recently introduced the concept of user groups and data access groups in the Data Control Tower. These
provide the ability to manage data and users across engines, greatly simplifying data access. We are now
introducing the ability to control data access via Identity Provider attributes. A customer can create these
attributes directly in their identity provider or by federating Active Directory or LDAP with their identity
provider.

« Data Control Tower Upgrade Notification:
We will now directly notify our customers in Data Control Tower when new versions of appliance software
are available. This represents a continued integration between our SaaS and appliance offerings that
ensures our clients are aware of the latest offerings and paves the way for more direct communication with
our customers.

+ CM: Agent download proxy (Ul)

Certifications

« Virtualization
o ASE 16.0 on RHEL8.1 and RHELS8.2 on 6.0.4+
o ASE 16.0 on SLES12.4 on 6.0.4+
° Oracle 19.7 on RH7.8 and RH8.0 on 5.3.9+ and 6.0.3+
« ESXT7.0
* NFSv4 support on AIX
+ IBM Cloud Catalog. Delphix is now available in the IBM Cloud Catalog, a private marketplace for
trusted IBM Technology partners that is offered to large IBM enterprise customers. In 6.0.5 we will
start with a few certified instances for virtualization and masking and will grow our presence as more
the business justifies the cost and efforts. Specifically, we support the following instances:
° mx2-8x64
° mx2-16x128
° mx2-32x256
° mx2-48x384
+ Oracle Cloud: The following are newly supported instance types:

VM.Standard2.8
VM.Standard2.16
VM.Standard2.24

o

o

o

+ Masking
o MySQLS8
° Postgres SQL 12
° DB2LUW11.5
o Oracle Database Cloud Services on Virtual Machines
o Oracle Database Cloud Services on Bare Metal
> Google Cloud SQL for PostgreSQL
> Google Cloud SQL for MySQL
o Google Cloud SQL for SQL Server

Release 6.0.4.0

Virtualization

« HashiCorp and expanded CyberArk Support:
Delphix has extended both CyberArk and HashiCorp Vault support to Oracle Database Users in addition to
previously supported ASE and MSSQL domain users. GUI support for HashiCorp Vault has been added during
setup to authenticate host users and database users.
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& The HashiCorp namespace Enterprise feature is supported starting 6.0.6.0.

+ NFSv4 Support:
Support has been added for SUSE and Db2 on AIX.

Masking

+ Masking Job Memory Improvements:

Memory management has been dramatically improved. Not only can jobs run with less memory, but the
Masking Engine will also now ensure that jobs can only run if enough memory is available and that the
engine cannot run out of memory.

+ Extensible Connector Permissions Change: The first iteration of the Masking Extensible Connectors,
supporting the ability to upload and use JDBC drivers, required that the permissions for each driver be
enumerated at install time. Delphix has now replaced this mechanism with a fixed security policy blocking
only the most dangerous permissions (specifically those that could inflict harm to the Masking Engine),
removing the need for user management of permissions. It remains the case that the engine administrator
must ensure that only trusted JDBC driver software is installed.

+ New Secure Lookup Algorithm:

In 6.0.3, Delphix introduced the Masking Algorithm SDK. In addition to enabling our partners and customers
to write new algorithms, Delphix also intends to use this to introduce new variants of our built-in algorithms.
The first of these is a new Secure Lookup Algorithm.

The new Secure Lookup Algorithm framework provides improved masking performance, stronger
encryption, the ability to call this built-in algorithm from inside an extended algorithm, and options for case
sensitivity.

+ File Masking Performance:

The performance of file masking has been significantly improved.

« Builtin Extended Secure Lookup Framework:

Delphix has added a builtin, configurable Secure Lookup Algorithm Framework, based on the Extended
Algorithms

feature (introduced in 6.0.3.0 release).

This framework provides better performance and new features when compared with the Legacy Secure
Lookup Algorithms.

It allows configuring the case sensitivity of input values (true/false), and the case configuration of the output
values:

Preserve Lookup File Case // i.e. as found in Lookup File

Preserve Input Case // i.e. preserve case of input value - UpperCase / LowerCase / Mixed

Force all Lowercase // forces output to LowerCase

Force all Uppercase // forces output to UpperCase

The algorithm instance (based on the new Secure Lookup Algorithm Framework) might be managed via the
existing Algorithm API, similar to any other plugin algorithm.

The GUI has been changed for configuring/editing the Secure Lookup Algorithm. For details please

see Secure Lookup Algorithm Framework.

« Job Scheduler Removed:

As of this release, Delphix has removed the Job Scheduler feature. The introduction of Masking’s REST API
several releases ago allowed customers to schedule job executions using their preferred job scheduler. As a
result, the integrated scheduler is seldom used.

Data Control Tower (Formerly, Central Management)

« Users and Groups:
Delphix is introducing a new model of managing access to data. Rather than assigning each individual user
ownership on a per-engine, per-data set basis, customers can create data access groups, by defining access
for groups of datasets that can span multiple engines and the set of users that can then access these groups.
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Access to these groups may be set on a per-user basis or via attributes/groups defined in the customers’
identity providers (including LDAP/Active Directory via federation).

Connectivity Update:

To simplify the customer onboarding process, Delphix has made changes to how the engines connect to
Data Control Tower. First, an engine’s cloud agent will respect any configured proxy settings. Second, the
engine will automatically route all traffic through api.delphix.com if direct access to our certificate
management service (GoDaddy) is unavailable.

Certifications

Virtualization

« OCI Support

« NFSv4 support for Db2 on AIX and SuSE

» SQL Server Instances with a Managed Service Account
Masking

« SQL Server2017 and 2019

Release 6.0.3.0

Virtualization

CyberArk and Hashicorp Vault Support for Virtualization:

Delphix is introducing password vault support to authenticate environment and database linking and will
support both CyberArk with Oracle and Hashicorp with CLI only.

Capacity Management:

Understanding where and how storage is used on Virtualization Engines can be a challenge, in particular,
understanding how and where space is held and how to recover it. In this release, Delphix provides better
details of held space, particularly around locked objects, and provides clear instructions about what steps
are required to free up space.

Diagnosability:

Additional performance health-check analytics in phone-home have been added to better troubleshoot and
understand customer problems.

Powershell Upgrade:

Delphix is reducing our requirements for Windows hosts running PowerShell by allowing you to use any
PowerShell version from 2.0 to 5.1. Delphix will now use the default available PowerShell version on each
host. When specifying hooks (such as “configureClone”), users may specify whether to use 2.0 or whatever
PowerShell version is installed on the host.

Support for Oracle Read-only Homes:

Delphix is introducing support for Oracle read-only homes, which is a new Oracle feature starting with Oracle
18c. In a read-only Oracle home, all the configuration data and log files reside outside of the read-only
Oracle home. This feature allows you to use the read-only Oracle home as a software image that can be
distributed across multiple servers.

Replication Performance:

Delphix will continue to improve replication performance for replication specifications that include multiple
objects and single-object replication throughput.

SAP ASE Support for VDB Upgrade:

SAP ASE Customers will now be able to validate DBMS Upgrades with this feature that enables provisioning
VDBs to a higher version than the source DB (e.g. ASE 15.7 > ASE 16).

Shared NFS for Toolkits

With this release, Delphix introduces shared NFS for clustered environments. Customers wish to use a
common NFS mount point, in which the Delphix toolkit for each cluster node can be deployed. The product
today only creates a directory with appliance UUID and OS user in the folder name and uses this for
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detection to determine if a host is already managed by that Engine. As such, this prevents the customer from
utilizing common NFS storage due to name conflict.

When a new environment is created, upgraded or if the toolkit path is changed, a new toolkit is created with
naming convention Delphix_COMMON_<last 12 characters of engine ID>_<last 12 characters of host
ID>_<user ref>_<host or cluster> for common directory and Delphix_<last 12 characters of engine ID>_<last
12 characters of host ID>_<user ref>_<host or cluster> for user directory.

With this change, the customer can use mounts on shared file systems (like NFS) as a toolkit path for
clustered environments without any naming conflict.

& This change is not intended for windows environments.

Masking

+ Extended Algorithms
We introduced a new, radically simpler, method to create new masking algorithms. With the new framework,
Delphix partners and customers can create and share new algorithms. Extended algorithms and their related
algorithm plugins can be managed through the following APIs:

Group Endpoints Description
plugin GET /plugin Get all plugins
POST /plugin Install plugin
DELETE /plugin/{pluginld} Delete plugin
GET /plugin/{pluginid} Get plugin detail by pluginid
PUT /plugin/{pluginid} Update plugin

Existing algorithm API is extended with the following endpoints:

Group Endpoints Description

algorithm GET /algorithm/frameworks Get all algorithm frameworks
GET /algorithm/frameworks/id/ Get algorithm framework by
{frameworkld} frameworkld

+ Ul-based Environment Sync
Over the past several releases Delphix has introduced and refined the ability to synchronize objects between
Masking Engines via the API. In 6.0.3, Delphix now supports importing and exporting environments via the
ul.

& Inthisrelease, the deprecated XML import/export functionality has been removed. If you used the
XML import/export feature in previous releases, you'll find the new Sync Environment feature to be
a more robust and complete solution with complete API support in addition to being available in
the UI.

+ New SQL Server JDBC Driver
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The product switched from the jTDS JDBC driver to Microsoft's official open-source JDBC driver. This was
done to obtain improved support for recent versions of SQL Server.
All SQL Server basic connectors will be converted transparently. If you used a SQL Server Advanced
connector or a Generic connector using the jTDS driver, you will need to manually convert your JDBC URL to
the Microsoft JDBC driver's format. To perform this conversion, please see the references for the jTDS
parameters and the Microsoft JDBC parameters. Delphix Customer Support's upgrade validation checks will
detect any SQL Server Advanced connectors and Generic connectors using the jTDS driver in your
installation and they will notify you of the need to manually convert those connectors.
+ AzureSQL Managed Databases

This release is certified to be compatible with the following AuzreSQL Managed Databases:

+ Azure Database for PostgreSQL service

« Azure Database for MySQL service

+ Azure Database for MariaDB service

+ Azure Database for SQL

& You must enable support for non-TLS connections.

« File Masking Performance
This release contains significant performance improvements for delimited and XML file masking.

Certifications
« Masking

> AzureSQL

> Azure Database for PostgreSQL service
> Azure Database for MySQL service

> Azure Database for MariaDB service

« Virtualization

> EBS 12.2 with RHEL 7.6
> PostgreSQL 12.1 & 12.2 with RHEL 7.8
° Oracle 11g R2 and Oracle 19c with RHEL 7.8 on 5.3.9.0 and 6.0.2+

Release 6.0.2.0

Virtualization

« Support for Db2 Database Partition Feature (DPF):
Delphix has long supported distributed Db2 (running on Unix/Linux Systems). However, Db2 supports
partitioned databases as a means of scaling to larger, more complex systems. With this release, Delphix will
now support Db2 DPF allowing you to scale to an increasing number of your Db2 databases.

« Windows Authentication for SQL Server:
You will now be able to use Windows Authentication to link SQL Server databases. Rather than providing
both a database user and a Windows user to ingest data, you can leverage one set of credentials (a Windows
0S user) to perform all source operations. This capability will simplify SQL Server deployments and reduce
Delphix’s security requirements on source databases.

« Smart Failover:
Smart Failover allows the Delphix Administrator to simplify failover processes by automating object conflict
resolution. By selecting a new option “Automate Object Conflict Resolution” before the failover process
starts, the failover process will rename all conflicting objects and show a report of all object changes at the
end.

« NFSv4 Support: In 6.0.2 Delphix will start providing NFSv4 for data sources running on RedHat 7.0 or later.
NFSv4 can be enabled using the CLI. Support for additional host OS versions will be added in subsequent
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releases. Delphix will consider enabling NFSv4 by default for those supported configurations in a future
release.

« Support Bundles not Required for Upgrade: When upgrading from 6.0.0 or greater to a release 6.0.2 or
greater, we no longer require support bundles to be sent to Delphix. This allows you to execute more self-
service upgrades.

Masking

+ Mainframe Data Set Improvements for Masking
This release delivers multiple quality-of-experience enhancements around mainframe masking workflows:

« Mainframe Masking Performance: Anyone masking mainframe data sets may see a large
improvement in performance.

+ Engine Sync Support for Mainframe: The Sync APIs and workflows now support mainframe objects:
connectors, rule sets, jobs, and file formats.

« Mainframe Support for Record Type APIs: This enhancement builds upon the recent release of
Record Type APIs to include mainframe support. You will now be able to create and manage
Mainframe file record types via REST API, including redefine conditions.

- JDBC to Delimited Files Support
On-the-fly masking jobs with a JDBC source and delimited file target are now supported. This is targeted at
users with data lake applications. This is targeted at users with data lake applications who wish to extract
unmasked data using a JDBC connection and insert masked data back using a bulk file load mechanism.

« Environment Sync Support for Masking
With this release, an entire environment is now syncable with a single operation via the Sync REST APlIs.
Previously, Sync users would have to export/import objects on an individual basis, the process now is far
more streamlined. Note: Environment Sync APIs are the preferred way of handling environment export/
import versus XML-based transfer.

+ New APl version 5.1.2 in this release
To reflect the APl improvements mentioned above, the API version increased to 5.1.2 in this release. For a
complete listing of version 5.1.2, see the Masking API Client page.

Certifications

« ASE16.00nAIX7.1

« AWS r5n Instance Support: r5n.2xlarge, r5n.8xlarge, r5n.16xlarge
« Azure E Series Instance Support: E8s_v3, E16s_v3, E32s_v3

+ Masking support of Oracle 19c.

Release 6.0.1.0

« Masking Extended Connectors: A very common request for masking has been to support additional data
sources, outside of the currently supported list. Thus, the next step in the strategy is the release of Masking
Extended Connectors, which will allow our customers to add JDBC drivers to the masking engine to facilitate
the masking of additional data sources. This will allow masking to be used for other common databases that
can be accessed via JDBC, like SAP HANA, Informix, etc.

+ SQL Server CDC Support: We have expanded our support for SQL Server databases using Change Data
Capture (CDC), a SQL Server feature that captures all the change information that is applied to the databases
and stores it in change tables. Now, users will have the ability to preserve CDC data and enable CDC for SQL
Server VDBs.

Certifications

« Virtualization
« ASE 16 and 15.7 with Solaris SPARC 11U3 and SPARC 11U4
« ASE 16 and 15.7 with RHEL 7.7
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« SQL Server 2019 Support with Windows 2016 and Windows 2019
« Oracle 19c with SUSE SLES 15 SP1
« Oracle 19c with Solaris 11 U4 and U3 x86

Hypervisors: The following hypervisors have been certified in 6.0.1.
« VMware ESX6.5U1,U2,U3
+ VMware ESX 6.7 U3

Release 6.0.0.0

Google Cloud Support: Delphix now supports running in Google Cloud Platform for existing supported databases.

Enhanced Networking Adapter (ENA) Support: Delphix supports networking on AWS instances with the Elastic
Network Adapter (ENA). This offers our customers enhanced networking capabilities and more economical options.
Notably, this includes the AWS R4 instance types.

Masking NFS/CIFS Mount: Our customers increasingly are masking files alongside their databases. The
masking engine has classically supported this via FTP/SFTP but now to make things easier Delphix has
introduced the ability to directly mount and mask a file system - over NFS and CIFS. This should dramatically
simplify the process of file masking.

Oracle Quality: Continued focus on Oracle quality and have introduced several quality improvements with
our 6.0 release.

Masking APl Updates: 6.0 introduces a significant number of new endpoints, including mainframe control,
as well as updates for existing endpoints. This release also introduces versioning for the masking API,
allowing our customers to upgrade without risk of breaking their integrations.

AdoptOpenJDK 8 for the Delphix Toolkit: Delphix has changed the Java Development Kit (JDK) that is
included with the toolkit, and is sent to all Delphix connected environments. Customers who require using
Oracle Java may continue to do so with the feature to provide their own Java, which shipped in 5.3.5.
Removed Instance Check: When running in AWS or Azure, the product will no longer raise a fault when it
detects that it is running on an unsupported instance. This enables Delphix to certify previously released
software on new instances without having to modify the software.

The product will still detect what instance it is running on and include this information in the user interface
and phone home bundles. We will also continue to publish a matrix of supported instances for Azure, AWS,
and GCP in the product documentation. Delphix provides no guarantee of performance or support for
unsupported instance types.

Upgrade Process: The upgrade to 6.0 will be an in-place upgrade like other Delphix releases, there are a few
changes that will improve the process overall for 6.0:

We will require an upgrade to an interim release first (either 5.3.6). This can be done at the same time as the
customer upgrades to 6.0 or in the months prior.

We will be introducing new upgrade checks to ensure that customers are not using features that have been
removed. For a list of removed features see Deprecated and Removed Features.

We will provide an upgrade image specific for each platform we support with Virtualization (YMWare, AWS,
Azure, GCP). This will allow us to be more precise in customizing the images for each.
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API Changes

This section covers the following topics:

« APl Changes in Delphix 6.0.10.0
« APl Changes in Delphix 6.0.9.0
« APl Changes in Delphix 6.0.8.0
« APl Changes in Delphix 6.0.7.0
« APl Changes in Delphix 6.0.6.0
« APl Changes in Delphix 6.0.5.0
« APl Changes in Delphix 6.0.4.0
+ APl Changes in Delphix 6.0.3.0
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API Changes in Delphix 6.0.10.0

In Delphix 6.0.10.0, the new API version is 1.11.10. This section describes all APl changes since APl version 1.11.9,

which was released with Delphix 6.0.9.0.

All URL paths are relativeto /resources/json/delphix.

What's Changed?
API Object Path Type Name
CredentialsEnvva N/A(value type) API Credential
Type
rs sEnvVars
CredentialsEnvva N/A(value type) propert  pbaseVarNam
rs y e
credential
S
IscsiTarget /storage/ propert  state
iscsi/target y
KeyPairCredentia N/A(valuetype) propert  privateKey
1 y publicKey
NetworkRoute /network/route Propert  {jst
y
Operation N/A (value type) API Operation
Type

Change

Extends reference changed
from TypedObject

to
IdentifiableArrayElem

ent.

Optional for an update.

Optional for update.

Added enum value ERROR .

Required for create.
Optional for update.

Add enum value protocol

in" cliDisplay ".

Extends reference changed
from TypedObject

to
IdentifiableArrayElem

ent.
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API Object

OracleDatabaseCo

ntainer

OracleExportPara

meters

SystemInitializa

tionParameters

TimeZone

Path

N/A (value type)

N/A (value type)

N/A (value type)

/timezone

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Type

propert
y

propert
y

propert
y

propert
y

Name

racMaxInst

ancelag

filesystem

Layout

devices

id

Change

FeatureFlag

ORACLERACMAXINSTANCEL
AG 'is removed

default value changed to
3.

Extends reference changed
from

TimeFlowFilesystemlLay
out to
OracleExportTimeflowF

ilesystemLayout

Optional while creating.

Removed values for enum -
llACTII 5 IIAETII 5 IIAGTII 5
|IARTII , IIASTII 5 IISSTII 5
"US/Pacific -New",
"YST".
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What's New?

API Object

Identifiab
leArrayEle

ment

MSSqlSnaps
hot

NetworkRou

te

ObjectStor

€

OracleExpo
rtTimeflow
Filesystem

Layout

Path

N/A (value
type)

N/A (value
type)

/network/
route

N/A (value
type)

N/A (value
type)
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Typ Name

API Identifiable

T
yp ArrayElement

prop  backupSoftwa
erty

reType
backupLocatii

onType

Prop  protocol

ert
y create

return

API ObjectStore
Typ
e

API OracleExport

T
eyp TimeflowFile

systemlLayout

Description

A unique identifier is generated by the engine
when this object is in an array. If this value is
set and this object is in an update request, this
id identifies the element to update in the
existing array. In that case, this object can be
sparse (only the changed properties need to be
included). The resulting position of the element
in the array is its position in the update. If an
element with this id does not exist, this object
isignored. If the id is not set, a new object is
added to the array and a new id is assigned to it
by the engine. If an existing element id is
omitted from an update, the corresponding
element is deleted. To preserve an existing
array element unchanged, the API client must
include an element in the update with just this
id.

The backup software was used to restore the
source database backup for this snapshot.
The type of backup location where the source
database backup was present.

The protocol is used to manage the route.
Create a new NetworkRoute object.
Return the NetworkRoute object reference.

An object store.

A filesystem layout that matches the filesystem
of a Delphix Oracle TimeFlow for use in
database export.
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API Object

S30bjectSt
oreAccessI
nstancePro
file

S30bjectSt

oreAccessK

ey

S30bjectSt

oreAccess

S30bjectSt
oreTestRes

ult

S30bjectSt

oreTest

S30bjectSt

ore

SystemInit
jalization

Parameters

Path

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

Typ

AP
Typ

AP
Typ

AP
Typ

AP
Typ

API
Typ

AP
Typ

prop
erty
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Name

S30bjectStor
eAccessInsta

nceProfile

S30bjectStor

eAccessKey

S30bjectStor

eAccess

S30bjectStor
eTestResult

S30bjectStor

eTest

S30bjectStor

€

objectStore

Description

S3 object store access through instance profile.

S3 object store access key.

S3 Object-store access.

An Amazon S3 object store connectivity test
result.

An Amazon S3 object store connectivity test
object.

An Amazon Simple Storage Service (Amazon
S3) object store.

Object storage.
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API Changes in Delphix 6.0.9.0

In Delphix 6.0.9.0, the new API version is 1.11.9. This section describes all the APl changes since API version 1.11.8,
which was released with Delphix 6.0.8.0.
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All URL paths are relativeto /resources/json/delphix.

What Changed

API Object

AppDataProv
isionParamet

ElRS)

BaseSupport
BundleParame

ters

CipherSuite

HttpConnect

orConfig

Namespace

OracleClust

@[

Path

N/A (value type)

N/A (value type)

/service/tls/

cipherSuite

/service/

httpConnector

/namespace

/environment

Ty
pe

pr
op
ert

pr
op
ert

pr
op
ert

pr
op
ert

pr
op
ert

pr
op
ert

Name

sourceConfi

g

bundleType

name

tlsVersions

locked

name

version

Change

Type changed
from AppDataSourceConfig

to AppDataDirectSourceConfig.

Added enum value DOCKER_LOG .

Added enum
values

TLS_AES_128_CCM_8_SHA256 ,
TLS_AES_128_CCM_SHA256,
TLS_AES_128_GCM_SHA256,
TLS_AES_256_GCM_SHA384, and
TLS_CHACHA20_POLY1305_SHA256

Added enum value TLSv1_3.

No longer behind a feature flag.

No longer read-only.
Deleted.
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API Object

Replication

Spec

WindowsClus

ter

What Is New

API Object

AlertProfile

CredentialsEn

vVars

IscsiTargetDi
scoverParamete

rs

Path

N/A (value type)

/environment

Path

/alert/
profile

N/A (value
type)

N/A (value
type)

Ty
pe

pr
op
ert

pr
op
ert

Typ

pro
pert

API
type

pro
pert
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Name

lockedProfi

le

name

Name

user

Credentials

EnvVars

chapUsernam
e

chapPasswor
d

chapUsernam
eln

chapPasswor
dIn

Change

No longer behind a feature flag.

No longer read-only.

Description

User to which the alert profile is assigned.
Defaults to the logged-in user.

Credentials to be placed in environment
variables for an operation.

CHAP username to be used for iSCSI
Discovery.

CHAP password to be used for iSCSI
Discovery.

Target/Mutual CHAP username to be used
for iSCSI Discovery (bidirectional
authentication).

Target/Mutual CHAP password to be used
for iSCSI Discovery (bidirectional
authentication).
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API Object

IscsiTarget

SourceOperati

on

SystemVersion

Path

/storage/
iscsi/

target

N/A (value
type)

/system/

version

Typ

pro
pert

pro
pert

pro
pert
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Name

chapUsernam
e

chapPasswor
d

chapUsernam
eln

chapPasswor
dIn

credentials

EnvVarsList

hotfixVersi

on

Description

CHAP username to be used for iSCSI
Target authentication.

CHAP password to be used for iSCSI
Target authentication.
Target/Mutual CHAP username
(bidirectional authentication).
Target/Mutual CHAP password
(bidirectional authentication).

List of environment variables that will
contain credentials for this operation.

The hotfix version.
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API Changes in Delphix 6.0.8.0
In Delphix 6.0.8.0, the new API version is 1.11.8. This section describes all APl changes since API version 1.11.7,

which was released with Delphix 6.0.7.0.
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All URL paths are relativeto /resources/json/delphix.

What Changed

API Object

AttachData

Container

LinkData

MSSglAttachData

Path

N/A (value
type)

/

database

N/A (value
type)

N/A (value
type)

Typ

prop
erty

oper
atio

prop
erty

prop
erty

Name

config

undo

config

backupLocationC
redentials
backupLocationU
ser/source
config
externalFilePat
h
ingestionStrate
gy
mssqlCommvaultC
onfig
mssqlNetbackupC
onfig
mssqlUser
sharedBackuplLoc

ations

Change

Deleted.

HTTP method changed from GET to
POST .

Deleted.

Deleted.

(Seethenew syncStrategy
property in the table below.)
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API Object

MSSqglLinkData

MSSqlLinkedSour

ce

NamespaceFailov

erParameters

OracleSyncFromE
xternalParamete

rs

SourceIngestion

Data

Path

N/A (value
type)

/source

N/A (value
type)

N/A (value
type)

N/A (value
type)

Typ

prop
erty

prop
erty

prop
erty

prop
erty

prop
erty
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Name

backupLocationC
redentials
backupLocationU
ser

config
externalFilePat
h
ingestionStrate
gy
mssqlCommvaultC
onfig
mssqlNetbackupC
onfig

mssqlUser
sharedBackuplLoc

ations

backupLocationC
redentials

backupLocationU
ser
externalFilePat
h

smartFailover

filesForFullBac
kup

containerType

Change

Deleted.

(Seethenew syncStrategy
property in the table below.)

Deleted.

Default changed to true.

No longer behind a feature flag.

Removed obsolete value
VMWARE_CONTAINER fromenum.
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API Object

Path

SourceRepositor /

y reposito
ry
SourceTypeAggre N/A (value
. type)
gateIngestedSiz
e
Source /source
VMwarex
What Is New
API Object Path Typ
e
AdvancedSett / API
. type
ingsInfo system/
advance
dSettin
gs
ASESnapshot / prop
erty
snapsho
t
IscsiInitiat / API
type
or storage
/iscsi/
initiat
or

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Typ Name

Change

Prop  linkingEnabled  Deleted.

erty
Prop  containerType Removed obsolete value
erty VMWARE_CONTAINER from enum.

Prop  status
erty

API VMwarex
type

Name

AdvancedSett

ingsInfo

dbEncryption

Key

Iscsilnitiat

or

Removed value DETACHED from
enum.

Deleted all types whose names start
with VMware (obsolete).

Description

Set advanced virtualization, OS, network, and
service tunables.

Name of database encryption key present for
this snapshot.

Endpoint for iSCSl initiator information.
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API Object

MSSglAttachD

ata

MSSqlDelphix
ManagedSyncS
trategy

MSSglExterna
1ManagedSour

ceSyncStrate

gy

MSSqlLinkDat

a

MSSqglSourceS
yncStrategy

MSSqlSyncStr
ategy

Namespace

OracleDataba

seContainer

ReplicationS

pec

Path

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

/
namespa

cE@

/

contain

Elin

N/A (value
type)

Typ

prop
erty

API
type

API
type

prop
erty

API
type

API
type

prop
erty

prop
erty

prop
erty
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Name

syncStrategy

MSSqlDelphiix
ManagedSyncS
trategy

MSSglExterna
IManagedSour

ceSyncStrate

gy

syncStrategy

MSSqglSourceS

yncStrategy

MSSglSyncStr
ategy

locked

racMaxInstan

celag

lockedProfil

Description

Configuration that determines what sync
strategy the source will use.

MSSQL specific parameters for delphix
managed source based sync strategy

MSSQL specific parameters for externally
managed source based sync strategy

Configuration that determines what sync
strategy the source will use for linking.

MSSQL specific parameters for source based
sync strategy.

Base type for mssql specific parameters for
sync strategy.

Indicates the namespace is locked.
(Behind the DATA_VAULT feature flag.)

Maximum number of log sequences that a node
can lag behind on RAC before considering
instance offline.

(Behind the ORACLERACMAXINSTANCELAG
feature flag.)

Indicates the replication profile is locked.
(Behind the DATA_VAULT feature flag.)
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API Object

SyncStrategy

Tunable

Tunableldent

ifier

Path

N/A (value
type)

N/A (value
type)

N/A (value
type)

Typ

API
type

API
type

API
type
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Name

SyncStrategy

Tunable

Tunableldent

ifier

Description
Base type for specific parameters for sync
strategy.

The name of the tunable and its value.

The subsystem and name for a tunable.
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API Changes in Delphix 6.0.7.0

In Delphix 6.0.7.0, the new APl version is 1.11.7. This section describes all APl changes since API version 1.11.6,

which was released with Delphix 6.0.6.0.
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All URL paths are relativeto /resources/json/delphix.

What Changed

API Object

PgSQLDBClusterC

onfigConnectivi
ty
OracleBaseDBCon

fig

OracleLinkFromE

xternal

ReplicationSecu

reList

SNMPV3Manager

Source

Path

N/A (value
type)

/

sourceco

nfig

N/A (value
type)

N/A (value
type)

/

service/
snmp/v3/

manager

/source

Typ

API
type

prop
erty

prop
erty

API
type

prop
erty

prop
erty

Name

PgSQLDBClusterC

onfigConnectivi

ty

nonSysCredentia
s

nonSysCredentia
s

ReplicationSecu

reList

username

status

Change

Deleted.

Changed type from
PasswordCredential to

Credential.

Changed type from
PasswordCredential to

Credential.

No longer behind feature flag MDD .

Introduced a minimum length of 1.

Added DETACHED to the list of
possible values.
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What Is New

API
Object

Abstr
actToo
kit

ASESy
ncPara

meters

Named
KeyPai
rCrede

ntial

Named
Passwo
rdCred

ential

Oracl
eSyncF
romext
ernalP
aramet

ers
SsoCo

nfig

SsoCo

nfig

Path

/
toolkit

N/A (value
type)

N/A (value
type)

N/A (value
type)

N/A (value
type)

/

service

/sso

/

service

/sso

Type

root
oper
ation

prop
erty

API
type

API
type

prop
erty

prop
erty

prop

Name

schemaDef

initions

dropAndRe
createDevi

ces

NamedKeyPair
Credential

NamedPasswo
rdCredential

filesForFullBac
kup

entityId

responsesS

kewTime
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Description

Get the platform's JSON schema definitions that plugin
schemas can reference.

If this parameter is set to true, it will drop the older devices
and create new devices during manual sync operations
instead of trying to remap the devices. This might
increasethe space utilization on Delphix Engine.

Username and key-pair credential.

Pair of username and password credential.

List of datafiles to take a full backup of. This would be
useful in situations where certain datafiles could not be
backed up during previous SnapSync due to corruption or
because they went offline.

Audience Restriction (SP entity ID, Partner's Entity ID) of
this engine as an SSO service provider.

Maximum time difference allowed between a SAML
response and the engine's current time, in seconds. If not
set, it defaults to 86,400 seconds (one day).
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API
Object

SsoCo

nfig

Suppo
rtBund
leConf
igurat

jon

Suppo
rtBund
leConf
igurat

jon

Suppo
rtBund
leConf
igurat

ion

Path

/

service

/sso

/

service

/
support

/bundle

/

service

/
support

/bundle

/

service

/
support

/bundle

Type

prop
erty

prop
erty

oper
ation

oper
ation

Name

maxAuthen
ticationAg

€

maxAction

read

update

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Description

How far in the past to accept authentications to the
identity provider, in seconds. If not set, it defaults to 120
seconds.

Maximum number of actions not referenced anywhere else
to include from the metadata store. The most recent such
actions are included.

Retrieve the specified SupportBundleConfiguration object.

Update the specified SupportBundleConfiguration object.
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API Changes in Delphix 6.0.6.0

In Delphix 6.0.6.0, the new API version is 1.11.6. This section describes all APl changes since API version 1.11.5,
which was released with Delphix 6.0.5.0.

All URL paths are relativeto /resources/json/delphix.

What Changed
API Object Path Type Name Change
OracleMultitenantPr ~ N/A (value object timeflowPointPar  The source timeflow point can
ovisionParameters object) property ameters now reference an Oracle single

tenant database. In which case
the single tenant database will
be provisioned from the
timeflow point to a virtual
pluggable database.
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API Changes in Delphix 6.0.5.0
In Delphix 6.0.5.0, the new API version is 1.11.5. This section describes all APl changes since APl version 1.11.4,

which was released with Delphix 6.0.4.0.

All URL paths are relativeto /resources/json/delphix.

What Changed

API Object

CloudStatus

CloudStatus

CloudStatus

OracleDBConf
ig

OracleInstan

ce

OracleSnapsh
ot

OracleStartP

arameters

Path

/service/

cloud

/service/

cloud

/service/

cloud

/

sourceconfig

N/A (value object)

/snapshot

N/A (value object)

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Type

property

property

root operation

property

property

property

property

Name

delphixDataServ
icesComponentSt

atus

delphixDataServ
icesComponentIn
fo

enable

tdeKeystorePass

word

instanceNumber

redoLogSizeInBy

tes

instances

Change

Made read-only for
update.

Made read-only for
update.

Added optional
payload
CloudEnablePara

meters.

Impose a maximum
length of 256.

Change type from
number to

integer .

Change type from
number to

integer .

Change type from
number to

integer .
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API Object

OracleStopPa

rameters

TimeZone

What Is New

API Object

CloudEnablePa

rameters

CloudStatus

CloudStatus

CloudStatus

HostConfigura

tion

OracleSTConve
rtedToPDBAtta
chData

Path

N/A (value object)

/timezone

Path

N/A (value
object)

/service/

cloud

/service/

cloud

/service/

cloud

N/A (value
object)

N/A (value
object)

Type

property

property

Type

value type

property

property

operation

property

value type
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Name

instances

id

Name

CloudEnablePa

rameters

proxyMode

proxyConfigur

ation

update

powerShellVer

sion

OracleSTConve
rtedToPDBAtta
chData

Change

Change type from
number to

integer .

Added enum values
Amer-ica/Nuuk

and Asia/

Qostanay .

Description

Parameters to the Cloud
Enable operation

Whether an HTTP proxy must
be used to connect to Data
Control Tower (Formerly,
Central Management).

Proxy configuration for
communication with Delphix
Data Control Tower. This
property is ignored unless the
'proxyMode' property is set to
CLOUD_SPECIFIC_SETTING.

Update the specified
CloudStatus object. Payload is

a CloudStatus.

The PowerShell version
installed on the windows
target host.

Sub-type of
OraclePDBAttachData.
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API Object

OracleTimeflo

w

OracleVirtual
PdbSource

OracleVirtual
PdbSource

OracleVirtual

PdbSource

StaticHostAdd

RESS

WindowsHost

WindowsHost

Path

/timeflow

/source

/source

/source

/service/
host/

address

/host

/host

Type

property

property

property

property

new API

property

property

Name

tdeUUID

parentTdeKeys

torePassword

tdeExportedKe
yFileSecret

tdeUUID

StaticHostAdd

RESIS

connectorVers

jon

connectorDotN
etFrameworkVe

rsion
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Description

Unique identifier for
TimeFlow-specific TDE objects
that reside outside of Delphix
storage.

The password of the keystore
specified in
parentTdeKeystorePath.

Secret to be used while
exporting and importing vPDB
encryption keys if Transparent
Data Encryption is enabled on
the vPDB.

Unique identifier for PDB-
specific TDE objects that
reside outside of Delphix
storage.

Static mapping of hostname
to IP address.

The Windows Connector
version that is installed on the
provided host.

The .NET Framework version
used for Windows Connector
Service.
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API Changes in Delphix 6.0.4.0

In Delphix 6.0.4.0, the new API version is 1.11.4. This section describes all APl changes since API version 1.11.3,
which was released with Delphix 6.0.3.0.
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All URL paths are relativeto /resources/json/delphix.

What Changed

API Object

OracleDBConfig

Connectivity

OracleBaseAtta
chData

OracleBaseDBCo
nfig

OracleBaselink

Data

OracleDatabase

Container

OracleManagedS

ource

OracleVirtualP

dbSource

UnixRuntimeMou

ntInformation

Path

N/A (value object)

N/A (value object)

/

sourceconfig

N/A (value object)

/database

/source

/source

N/A (value object)

Type

object property

object property

object property

object property

object property

object property

object property

object property

Name

password

oracleFallback

Credentials

credentials

oracleFallback

Credentials

tdeProvisionin

gEnabled

mountBase

parentTdeKeyst

orePath

nfsVersionReas

on

Change

Name changed to
credentials

Type changed to
Credential

Type changed to
Credential

Type changed to
Credential

Type changed to
Credential

Deleted

Format is now
unixrestricted

path

Format is now
unixrestricted

path

Added enum value
INCOMPLETE_V4_

CONFIG
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API Object Path Type Name Change
X500Distinguis N/A (value object)  object property dname Minimum length is
now 1

hedNameComposit
e

What Is New
API Object Path Type Name Description
X509Certifica /service/ new API X509Certifica X509 Certificate.
te certificate te
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API Changes in Delphix 6.0.3.0

In Delphix 6.0.3.0, the new API version is 1.11.3. This section describes all APl changes since APl version 1.11.2,
which was released with Delphix 6.0.2.0.

All URL paths are relativeto /resources/json/delphix.

What Changed

API Object Path Type Name Change

ApplyVersionPara  N/A (value object property  verify Default changed from true to
meters object) false.

OracleBaseAttach ~ N/A (value object property  dbUser Name changed to

Data object) dbCredentials  oracleFallbackUser. The database
user. Optional if bequeath
connections are enabled (to be
used in case of bequeath
connection failures).
Name changed to
oracleFallbackCredentials. The
password for the database user.
Optional if bequeath connections
are enabled (to be used in case of
bequeath connection failures).

OracleBaseLinkD N/A (value object property  dbUser Name changed to

ata object) dbCredentials  oracleFallbackUser. The database
user. Optional if bequeath
connections are enabled (to be
used in case of bequeath
connection failures).
Name changed to
oracleFallbackCredentials. The
password for the database user.
Optional if bequeath connections
are enabled (to be used in case of
bequeath connection failures).

Plugin [toolkit object property  status Deleted.
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What Is New

API Object

AbstractToolkit

Certificate

ConfiguredStorag
eDevice

CyberArkVaultCre
dential

DNSConfig

HashiCorpVaultCr
edential

Licenselnfo

NetworkDSPTestP
arameters

Oraclelnstall

Path

/toolkit

/service/tls/
caCertificate
/service/tls/
endEntityCertific
ate

/storage/device

N/A (value
object)

/service/dns

N/A (value
object)

/license

N/A (value
object)

/repository
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Type

object property

object property

object property
subclass of

Credential

object property

subclass of

Credential

object

object property

object property

Name

status

isCertificateAutho
rity

fragmentation

CyberArkVaultCre
dential

source

HashiCorpVaultCr
edential

Licenselnfo

xportScheduler

oracleBaseConfig
oracleBaseHome

Description

The status of the toolkit.
ACTIVE indicates toolkit is
actively referenced and in
use. INACTIVE means toolkit
needs to go through a
manual upgrade operation
before it can be used.

Whether this certificate is a
Certificate Authority (CA).

Percent fragmentation for
this device.

CyberArk vault based
security credential.

The source of the DNS
configuration (STATIC or
DHCP).

HashiCorp vault based
security credential.

Retrieve all external
licenses.

The transport scheduler to
use.

The Oracle Base Config
directory.
The Oracle Base Home
directory.
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API Object

OracleVirtualPdbS
ource

PasswordVault

Plugin

RunDefaultPower
ShellOnSourceOp
eration

SnapshotCapacity
Data

Path

/source

/service/
passwordVault

/toolkit

N/A (value
object)

[capacity/
snapshot
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Type

object property

new API

object property

subclass of
SourceOperatio
n

object property

list parameter

Name

parentTdeKeystor
ePath

PasswordVault

luaName
minimumLuaVersi
on

RunDefaultPower
ShellOnSourceOp
eration

namespace
snapshotTimezon
e
snapshotLatestCh
ange

namespace

Description

Path to a copy of the
parent's Oracle transparent
data encryption keystore on
the target host. Required to
provision from snapshots
containing encrypted
database files.

Password vault
configuration.

The name of the LUA toolkit
that this plugin can
upgrade.

The minimum version (in
major.minor format) of a
LUA toolkit that this plugin
can upgrade.

A user-specifiable operation
that runs a PowerShell
command (using default
version) on the target host.

Reference to the
namespace to which this
snapshot belongs.

Time zone of the source
database at the time the
snapshot was taken.
The timestamp of the
latestChangePoint of the
associated snapshot.
The namespace to list
snapshot data for. If null,
will limit returned
snapshots to the default
namespace.
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API Object

StatisticSlice

SystemInfo
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Path Type Name
/analytics getData count
parameter
/system object property poolFragmentatio
n

Description

The number of data points
to return. Mds data points
will be combined in order to
to meet this requirement.
When count is specified at
least two of the other
getData parameters must
be specified.

Percent fragmentation for
the domain0 pool.
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Support Matrices
This section covers the following topics:

« Oracle Matrix

« SQL Server Matrix

» SAP ASE Matrix

+ Db2 Matrix

« PostgreSQL Matrix

« HANA Matrix

« EBS Matrix

» Kerberos Support Matrix

« Data Source Certifications
« Virtualization Platform Matrix
« VFiles Matrix

« Windows Connector Matrix
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Oracle Matrix

Disclaimers and Support Notes

Due to some specific ExaCC platform characteristics, Delphix provides controlled support for the ExaCC platform,
which requires additional verification. Please contact your Delphix representative to start your qualification
process.

Delphix Support Policies specifically list major and minor release coverage. If a minor release is listed as covered,
all patch releases under that minor release are certified. Support applies to corresponding versions of Community
Enterprise Operating System (CentQS) / Oracle Linux (OL), 64-bit OS support only.

The Oracle version in the support matrix applies to both Oracle DB and Oracle Grid. Delphix supports the same set
of features and functionality for supported non-multitenant database versions. Delphix does not currently support
the Oracle 12c feature of THREADED_EXECUTION being set to TRUE, because this disables OS authentication.

Summary of Delphix features that are unsupported for the Oracle12c and higher Multi-tenant configuration:

« Existing Virtual Container Database (vCDB) as target for provisioning an additional vPDB
« Customize VDB settings/initialization parameters. Includes the following:
« Customize init.ora database parameter during provisioning
« Configtemplates
+ Online redo log size
+ Number of RAC VDB instances
+ Online redo log groups
« Archive log mode
+ Setting new DBID
+ Customize local listeners
« Virtual to Physical (V2P) Support
« ForvPDBs in non-virtual CDBs, automatic restart on target server reboot
« Resumable initial SnapSync
« Validated Sync
« Source continuity for dSource upgraded from Oracle 12¢ non-multitenant to multitenant database
« Cross-platform provisioning (XPP) to the virtual database
+ Oracle LiveSources

Color Supported?

O Yes
ﬂ No

() Not Applicable
Oracle Database Editions

Delphix supports the following Oracle database editions:

« Enterprise
+ Standard
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Red Hat Enterprise Linux (RHEL)
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a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please refer to KBA

5622 for the required steps.

Supported OS Version

RHEL 5.5

RHEL 5.6

RHEL 5.7

RHEL 5.8

RHEL 5.9

RHEL 5.10

RHEL 5.11

RHEL 6.0

RHEL 6.1

RHEL 6.2

RHEL 6.3

RHEL 6.4

RHEL 6.5

Supported DBMS Version

10g

o

O & & & o o

E
\F

E
\=

z z
\= \=

E
\=

11gR1

£
=

£
\=

£
\Z

11gR2

o

O 0 O O 0 O OO0 o0 O o o »

12¢cR1

N-‘:)

@ 0 O O 0 O O o0 O o o »

12cR2 18c
N-'f)

Nlj
Nlﬂ', N.fj’,
Nlj N.fjJ
Nlj N-'f)
N/A N/A
Nlﬂ', N.fj’,

O O
e O

£
\>

H
=

£
\>

£
=

H
=
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Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c 19¢

RHEL 6.6 @ @ (v (v (v (v D

RHEL 6.7 (@) @ (v] (v] (v] (v] )

RHEL 6.8 ) D (v) (v) (v) (v) D

RHEL 6.9 ) ) (v) (v) (v (v a)

RHEL 6.10 (@) @ (v) (v) (v (v D

RHEL 7.0 (@) @ (v] (v] (v] (v] )

RHEL 7.1 () ) (v] (v] (v] (v] D

RHEL 7.2 ) ) (v) (v) (v (v a)

RHEL 7.3 (@) @ (v) (v) (v) (v) D

RHEL 7.4 ) ) (v) (v) (v) (v) (v

RHEL 7.5 ) D (v) (v) (v) (v) (v

RHEL 7.6 ) ) (v (v (v (v (v

RHEL 7.7 @) @ v o o o o

RHEL7.8 ) ) Q602+ Ds02+ Voo O Q6.0+
6.0.2+

RHEL 7.9 ia) ia) Qo4+ Doos+ Dsosr O Dco4+
6.0.5+
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Supported OS Version

RHEL 8.0

RHEL 8.1

RHEL 8.2

RHEL 8.3

RHEL 8.4

SUSE Linux Enterprise Server (SLES)
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Supported DBMS Version

10g

11gR1

11gR2

12¢cR1

12cR2

18c

19¢

v IT

@603+

0 6.0.3+

06.0.7+

6.0.10+

a Support for SLES 15 requires installing the libncurses.5 library onto the host. Please reference KBA

5622 for actionable steps.

Supported OS Version

SLES 11

SLES 11 SP1

SLES 11 SP2

SLES 11 SP3

SLES 11 SP4

SLES 12

Supported DBMS Version

10g

O 0 0 o o

11gR1

11gR2

o

O & & o o

12cR1

@ & & o

12cR2

18c

19¢
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Supported OS Version

SLES 12 SP1

SLES 12 SP2

SLES 12 SP3

SLES 12 SP4

SLES 12 SP5

SLES 15

SLES 15 SP1

Solaris SPARC

Supported OS Version

Solaris 10 U9?

Solaris 10 U10?

Solaris 10 U11

Solaris 11

Solaris 11 U1
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Supported DBMS Version

10g

Supported DBMS Version

10g

O O O

11gR1

11gR1

o

11gR2

o

O O O

11gR2

o

O & o o

12cR1

20 o o

0O ©

12cR1

O & o o

12cR2

12cR2

18c

O 0 0 o o

o

19¢

6.0.4+
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Supported OS Version

Solaris 11 U2

Solaris 11 U3

Solaris 11 U4
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Supported DBMS Version

11gR1

11gR2

o

()

Q

12cR1

o

o

Q

12cR2

o

o

o

18c

19¢
(V]

o

@ 1_solaris 10 U9 and U10 require libc.so.1 version 1.22.7 or newer. This version of libc.so.1 can be found in
Solaris 10 SPARC kernel patch 144500, or a newer kernel patch.

Solaris x86

Supported OS Version

Solaris 10 U9?

Solaris 10 U10?

Solaris 10 U11

Solaris 11

Solaris 11 U1

Solaris 11 U2

Solaris 11 U3

Solaris 11 U4

Supported DBMS Version

10g

O O O

11gR1

o

o

o

11gR2

o

O 0 0 0 & o o

12cR1

12cR2

O o o

18c 19c¢

O O O
(<)
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@ 1-solaris 10 U9 and U10 require libc.so.1 version 1.22.7 or newer. This version of libc.so.1 can be found in
Solaris 10 SPARC kernel patch 144500, or a newer kernel patch.

Hewlett Packard Unix (HP-UX)

Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c 19c

HP-UX 11.31 (v] (] o o o o Q

Advanced Interactive eXecutive (AIX)

Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c 19¢
AIX 6.1 O O o o o i Q)
AIXT.1 @ T o (V] o O O
AIX 7.2 @ @ (V] v o O O
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SQL Server Matrix

a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Delphix only supports 64-bit operating systems.

Key:

Color Supported?

o Yes

’_ Not Applicable

Windows Server

Supported DBMS Version

Supported OS SQL Server SQL Server SQL Server SQL Server SQL Server
Version 2012 2014 2016 2017 2019

Windows Server 2012 0 0 o 0 I_

Windows Server 2012 O 0 o 0

R2

Windows Server 2016 0 o o 0

@ 0

Windows Server 2019 |_ r o 0
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SAP ASE Matrix

a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.

. 64-bit OS support only

Key:

Color Supported?

o Yes
ﬂ No

(ua) Not Applicable

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Supported DBMS Version

Supported OS Version 15.0.3 15.5 15.7 16

RHEL5.5 (V] o v )
RHEL5.6 o o o )
RHELS5.7 o o o )
RHEL 5.8 o (V] o @
RHEL 5.9 (V] o v )
RHEL 5.10 o o o )
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RHEL 5.11

®

RHEL 6.0

®

RHEL 6.1

RHEL 6.2

RHEL 6.3

RHEL 6.4

RHEL 6.5

RHEL 6.6

RHEL 6.7

RHEL 6.8

RHEL 6.9

RHEL 6.10

® O O O O O 0 0 1 9 0 o

RHEL 7.0

RHEL7.1

® 6

RHEL 7.2

RHEL 7.3

®

RHEL 7.4

®

RHEL 7.5

® ® ® ® ® ©® 0 O 0 0 0 0 0 0 0 o o
Q O O O O O O O O O OO O O 09O 0 »o
@ O O O O O O O O 0 0 © ©6 0 0

®
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RHEL 7.6

RHEL 7.7

RHEL 7.8

RHEL 7.9

RHEL 8.0

RHEL 8.1

RHEL 8.2

RHEL 8.3

SUSE Linux Enterprise Server (SLES)
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o

o

Qo3+

06.0.4+

o

v IET

0 6.0.4+

o

0 6.0.4+

0 6.0.4+

0 6.0.7+

a Support for SLES 15 requires installing the libncurses.5 library onto the host. Please reference KBA

5622 for actionable steps.

Supported OS Version

SLES 11

SLES 11 SP1

SLES 11 SP2

SLES 11 SP3

SLES 11 SP4

Supported DBMS Version

15.0.3

o

O & & o

O © 0 0 ©

15.7

©O 0 0 0 ©
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SLES 12

SLES 12 SP1

SLES 12 SP2

SLES 12 SP3

SLES 12 SP4

Solaris SPARC

Supported OS Version

Solaris 10 U9

Solaris 10 U10

Solaris 10 U11

Solaris 11

Solaris 11 U1

Solaris 11 U2

Solaris 11 U3

Solaris 11 U4

Solaris x86

Supported OS Version

Solaris 10 U9

Supported DBMS Version

15.0.3

O © 0 © © 0 o

Supported DBMS Version

15.0.3

o
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15.5

©O 0 ©0 0 © 0 0 o

15.5

(V]

15.7 16

O 0 0 6 0 0 o
O © 0 ©6 0 0 ©

@co10+ @010+

15.7 16

o L]

6.0.4+
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Solaris 10 U10 (v] (v] (v] [ x ]
Solaris 10 U11 |_ r (v [ x )
Solaris 11 |_ ‘_ (v) (V)
Solaris 11 U1 Ii ’7 o o
Solaris 11 U2 |— r o 0
Solaris 11 U3 |_ r 0 0
Solaris 11 U4 |_ ‘_ [ x ) [ x )
Hewlett Packard Unix (HP-UX)
Supported DBMS Version
Supported OS Version 15.0.3 15.5 15.7 16
HP-UX 11.31 [ x ] [ x ] [ x ] [ x ]
Advanced Interactive eXecutive (AlX)
Supported DBMS Version
Supported OS Version 15.0.3 15.5 15.7 16
AIX 6.1 (v [ x ] o ]
AIX 7.1 (] (] (V] D6o1.0+
AIX 7.2 [ x ] [ x] (v (v
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Db2 Matrix

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
+ Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬂ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
RHEL 6.9 (V] o [ %
RHEL 7.0 o (V] (]
RHEL 7.1 (V] o [ %
RHEL 7.2 (V] (V] (]
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RHEL 7.3 V] o [
RHEL 7.4 V] o (]
RHEL7.5 V] o [
RHEL 7.6 o o (]
RHEL 7.7 (] o [
RHEL 7.8 [ o v I
RHEL 8.2 [x o o
Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions
Supported DBMS Version
Supported OS Version 10.5 11.1 11.5
AIX 7.1 (V] o v
AIXT.2 o v o

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.

Plugin Version

Delphix Engine 3.0.0 3.0.1 3.0.2 3.1.0 3.1.1 4.0.0 4.0.1 4.1.0

6.0.0.x o o o o O © o o
6.0.1.x o o o o O ©o () o
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6.02.x o o o o O ©o () o
6.03.x o o o o O © o o
6.0.4.x o o o o O ©o () o
6.0.5.x o o o o O © o o
6.0.6. o o o o O ©o () o
6.0.7.x o o o o O © o o
6.0.8.x o o o o o 0 o o
6.0.9.x o o o o o 0 o o
6.0.10.x o o o o o 0 o o
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& Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is listed as
covered, then all patch releases under that minor release are certified.

Supported DBMS Version

Key:
Color

RHEL/CentOS/SUSE
Supported 9.4.x
OS Version (Open

Source &
EDB)

RHEL/ (v)
Cent0S 7.3
RHEL/ (v)
Cent0S 7.4
RHEL/ (v)
Cent0S 7.5
RHEL/ (v)
Cent0S 7.6
RHEL/ (v)
CentOS 7.7
RHEL/ [ x ]
Cent0S 7.8
RHEL/ [ x ]
Cent0S 7.9

9.5.x
(Open
Source &
EDB)

o

o

Supported?

Yes

No
9.6.x 10.x
(Open- (Open-
source & source &
EDB) EDB)
o v
o v
o v
o v
o O
o o
o o

11.x
(Open-
source &
EDB)

o

o

12.x
(Open-
source &
EDB)

o

o

13.x
(Open-
source &
EDB)

Q

Q
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Supported DBMS Version

Supported 9.4.x 9.5.x 9.6.X 10.x 11.x 12.x 13.x

0S Version (Open (Open (Open- (Open- (Open- (Open- (Open-
Source & Source & source & source & source & source & source &
EDB) EDB) EDB) EDB) EDB) EDB) EDB)

RHEL/ () o () o o o o

Cent0S 8.3

SUSE 11 (] [ [ x] [ x) [ [ x [
SUSE 12 (V) () (/) (v] (] [ x [

where x represents the minor version.

a + All the available PostgreSQL Database minor versions will be supported for the above-mentioned
major versions.
+ Make sure to install libncurses.5 or libncurses.6 in the host, for supporting RHEL and SUSE. You can
refer KBA 5622 for actionable steps.

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions from 1.0.1 till 1.3.2 are currently in extended support. Please reach out to Delphix
customer support for any queries.

Plugin Version

Delphix Engine Version 1.4.0 1.4.1 1.4.2 1.4.3
6.0.0.x o o o o
6.0.1x O o o o
6.0.2.x o o o o
6.0.3.x O o o o
6.0.4.x o o o o
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Plugin Version
Delphix Engine Version 1.4.0 1.4.1 1.4.2 1.4.3

6.0.5.x

6.0.6.x

6.0.8.x

o
o
6.0.7.x o
o
o

6.0.9.x

O 0 O & & o
O & O & & o
O O & & & °

6.0.10.x (V)

0S and Database Version Compatibility Details:
Below are some of the major points that need to be considered for this plugin :

« There must be an installation of PostgreSQL on the Staging/Target environment that is compatible with the
installation of PostgreSQL on the source environment. Two installations of PostgreSQL are compatible if and
only if:

a. They share the same vendor (for example, PostgreSQL is incompatible with EnterpriseDB Postgres Plus
Advanced Server).

b. They share the same major version number (for example, 9.5.4 is compatible with 9.5, 9.5.3; however, it is
incompatible with 9.3,9.3.24, 0r 9.2).

c. They are compiled against the same architecture (in other words, 32-bit and 64-bit installations of Postgres
are incompatible).

d. They are compiled with the same WAL segment size. The default WAL segment size of 16 MB is rarely
changed in practice, so almost all installations of PostgreSQL are compatible with each other in terms of
WAL segment size.

+ wal_keep_segments parameterin postgresql.conf file on Source environment should be large enough
to support the WAL sync process once the dSource is building up.
« Any parameterin postgresql.conf whichis related to file location if mentioned on Source Database

(forexample data_directory, hba_file, ident_file, external_pid_file,etc)

then during dSource creation these parameters must also be provided using the custom configuration icon
on the Ul and the corresponding location should also exist on Staging. The same process applies during the
creation of VDB.

& Currently, PostgreSQL Plugin 1.4.1 is not supported on SUSE 12.x.

Unsupported PostgreSQL Versions and Features

+ PostgreSQL versions below 9.4 i.e (9.2, 9.3) are NOT supported by the plugin.
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« Itis not possible to access the staging server with PostgreSQL 9.4 and PostgreSQL 9.5 versions.
+ Broadly there are two features that are not supported by the plugin:
a. Unlogged Tables: All the tables which are not logged (unlogged) will not be supported by the Plugin.
b. Point In Time recovery: Currently, the Plugin doesn’t support Point in Time recovery of the
PostgreSQL database.

Release Notes- 69



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

HANA Matrix

This section describes the HANA (DBMS) versions that are supported by the HANA 2.0 Plugin, as well as the
compatible operating systems (0S), for use on the source and target environments.

& Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is listed as
covered, then all patch releases under that minor release are certified.

Supported DBMS Versions

HANA Version Support Package Stack
(Standard and Enterprise Editions) (SPS)

2.0 04

2.0 05

© Important: Atarget may have a higher SPS release than a source; the reverse is not supported.

Key:

Color Supported?

0 Yes
ﬁ No

Supported Operating System

Supported DBMS Version

Supported OS Version HANA 2.0 SPS 04
(Standard and Enterprise Editions)

RHEL 8.1 (v)
RHEL 7.3/7.4/7.5 (v)
Cent0S 7.3/7.4/1.5 (v]

v

RHEL 7.6

HANA 2.0 SPS 05
(Standard and Enterprise Editions)

o

Q
o
o
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Cent0S 7.6 (v]
SUSE 12 SP 03 (v)
SUSE 15 SP 02 [ ]

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below:

Lua-based plugin

Delphix Engine 4.1.1

Sy
[y
N
Sy
N
o
o
&
(=}
Sy
w
[y

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

6.0.4.x

6.0.5.x

6.0.6.x

6.0.7.x

6.0.8.x

6.0.9.x

O O 0 0 O 0 & &0 & o o
O O O 0 O 0 0 0 & 0 o
O O O 0 O 0 0 0 & 0 o
O O 0 0 O 0 & &0 &0 & o
O O O 0 O 0 0 0 &0 & o

6.0.10.x

Unsupported Features

+ Multiple duplicate services are not supported in this release.
+ Point-in-Time recovery of the HANA database is not possible.
+ HANA 1.0 MDC and SDC configurations are not supported.

o
o
[¥)

O O O O 0 0 O & & & 0o

vSDK-based Plugin

2
S
=}

O 0 0 0 6 6 © 0 6 © ©O

(2]
o
[
o
.
o

O 0 0 © 0 0 0 0 0 0 ©
O 0 0 09 0 0 0 0 0 0 ©
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Scale-out source and target environments are not supported.
High isolation mode is not supported with this release.
Partitioning is not supported with this release.

V2P is not supported with this release.
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EBS Matrix

& Important Notes

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

« Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Support applies to corresponding versions of Community Enterprise Operating System (CentOS) /

Oracle Linux (OL)
+ 64-bit OS support only

(@ For specific plugin version release notes, see EBS Release Notes.

Key:

Color

o
o

Red Hat Enterprise Linux (RHEL)

Supported OS Version

RHEL 6.4

RHEL 6.9

RHEL 7.2

RHEL 7.7
RHEL 7.9

RHEL 8.3

Supported?

Yes

No

Not Applicable

Supported EBS 12.2.x Apps version

Oracle 11g/12c Oracle 19c

0104 (w)
(v IV (w)
0106 ()

Q126 [ x
[x] ®12.2.10
[ ®122.10
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() Reference

Oracle E-Business Suite Installation and Upgrade Notes Release 12 (12.2) for Linux x86-64 (Doc ID
1330701.1)

SUSE Linux Enterprise Server (SLES)

Supported EBS 12.2.x Apps version

Supported OS Version Oracle 11g/12c Oracle 19¢
SLES 11 ) D
SLES 11 SP1 (fon) ()
SLES 11 SP2 ) D
SLES 11 SP3 () D
SLES 11 SP4 wa) )
SLES 12 () ()
SLES 12 SP1 [ x] )
SLES 12 SP2 [ x ] )
SLES 12 SP3 (] ]

() Reference

Oracle E-Business Suite Installation and Upgrade Notes Release 12 (12.2) for Linux x86-64 (Doc ID
1330701.1)

Solaris SPARC (x86 and SPARC)

Supported DBMS Version

Supported OS Version Oracle 11g/12c Oracle 19c¢
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Solaris 10 U9 (A) ()
Solaris 10 U10 (R) ()
Solaris10 U11 () ()
Solaris 10 U12 () ()
Solaris 10 U13 () ()
Solaris 11.1 SRU 14 ()

o
o

Solaris 11.3 SRU 31

©O © ©

Solaris 11.4 SRU 2

() Reference

Oracle E-Business Suite Installation and Upgrade Notes Release 12 (12.2) for Oracle Solaris on SPARC (64-
bit) (Doc ID 1330702.1)

Advanced Interactive eXecutive (AlX)

Supported 12.2.x EBS Apps version
Supported OS Version Oracle 11g/12c Oracle 19c¢
AIX 7.1 TL5 SP1 [ ] [ ]

AIX 7.2 TL2 SP1 [ x ] [ x ]

() Reference

Oracle E-Business Suite Installation and Upgrade Notes Release 12 (12.2) for IBM AIX on Power Systems
(64-bit) (Doc ID 1330703.1)

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Dephix Engines per the tables below:
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For EBS 12.2 customers

Supported 12.2.x EBS Apps version for Oracle 11g/12c

=
<]
N
k=
£
w

Supported Delphix Engine

6.0.0.0

6.0.1.0

6.0.2.0

6.0.3.0

6.0.4.0

6.0.5.0

6.0.6.0

6.0.7.0

6.0.8.0

6.0.9.0

Q O O 0 O O O O 0 0 9
Q O O 0 O O O 0 0 9

6.0.10.0

Plugin Upgrade Path for EBS 12.2 Customers
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k=
3
»

Q O O 0 O O O O 0 0 9

b
=
o

O O O O O 1 O 0 0 O

e
=
[

O O O 0 O O O O 0 0 @O

o
S
=3

< T < TR < T < I < I < N < TR < < U < M <

=
&
=

Q O O 0 O O O O 0 0 9O

(@ The plugin versions for AppsTier and DB Tech Stack need to be the same, at installation and through the
upgrade. Installation and usage of different versions of these plugins are not supported and may

encounter operational issues.

New plugin installation for EBS customers

Upload 3.0.0/3.0.1 plugin for EBS 12.2 customers.
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Existing EBS customers with different plugin version

Your Version Recommended Upgrade Path to 3.0.0/3.0.1

1.8.2 Upgrade to 2.0.0 or 2.0.1 and follow the upgrade path below.
1.8.3

1.8.4

2.0.0 Upgrade to 3.0.0 or 3.0.1, the latest plugin version.

2.0.1

For example, upgrade path for EBS 12.2 customer with existing plugin version 1.8.2 who wants to upgrade
t0 3.0.0/3.0.1 plugin version : 1.8.2 or 1.8.3 0or 1.8.4 — 2.0.0 0r2.0.1 - 3.0.0 or 3.0.1.

+ Customers should skip a minor plugin 1.8.2/1.8.3/1.8.4 version upgrade.
« If EBS 12.2 customers are on plugin version 1.8.2, the plugin upgrade path will be:1.8.2 - 2.0.00r2.0.1 —
3.0.00r3.0.1.
Unsupported EBS Versions and Features

« Support SSL enabled Environment
« V2P
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Kerberos Support Matrix

Color Supported?

0 Yes
ﬂ No
() Not Applicable

& Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is listed as
covered, then all patch releases under that minor release are certified.

Oracle - Red Hat Enterprise Linux (RHEL)

Supported DBMS Version Oracle 10g Oracle 11gR1 Oracle 11gR2 Oracle 12cR1 Ora

Supported OS Version

RHEL 5.5 o o o @ Q)
RHEL 5.6 o v o o )
RHEL5.7 o o o o @
RHEL5.8 o o o o )
RHEL 5.9 o o o o @)
RHEL 5.10 o o o o @
RHEL 5.1 o o o o @
RHEL 6.0 @ @ o o @
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RHEL 6.1

RHEL 6.2

RHEL 6.3

RHEL 6.4

RHEL 6.5

RHEL 6.6

RHEL 6.7

RHEL 6.8

RHEL 6.9

RHEL 6.10

RHEL 7.0

RHEL 7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

®

®

® 6 6

®

® 6 6

®

® ® ®& 6 6

®
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®
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®
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SAP ASE - Red Hat Enterprise Linux (RHEL)

ASE 15.0.3 ASE 15.5 ASE 15.7 ASE 16
Supported DBMS Version

Supported OS Version

RHEL5.5 (V] (V] o ()
RHEL 5.6 (V] o o 2)
RHELS5.7 (V] (V] o 2
RHEL 5.8 o o o D)
RHEL 5.9 (V] (V] o ()
RHEL 5.10 (V] (V] v 2)
RHEL 5.11 (V] o o @)
RHEL 6.0 (] (] (] D)
RHEL6.1 (] [ x] ] o
RHEL 6.2 (v] (V] (V] o
RHEL 6.3 (V] (V] o [ ]
RHEL 6.4 (v] (V] (V] o
RHEL 6.5 (V] (V] o v
RHEL 6.6 (v] (V] o o
RHEL 6.7 (v] (V] o o

Release Notes- 80



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

RHEL 6.8 (V] (v o o
RHEL 6.9 (V] (V] o o
RHEL 6.10 (v (v (v (v
RHEL 7.0 () () (v (v
RHEL 7.1 w A (v] (v]
RHEL7.2 ) () (V] (v]
RHEL 7.3 ) ) o o
RHEL 7.4 () () (v (v
RHEL 7.5 ) @ (v] (v]
DB2 Support Matrix

a 1. ESE: Enterprise Server Edition

AESE: Advanced Enterprise Server Edition

3. Forthe supported DB2 versions, Delphix supports the corresponding DB2 Developer edition where
the vendor, IBM, supports it

4. 64-bit OS support only

N

Red Hat Enterprise Linux (RHEL)

Supported DBMS Version ESE 10.5 AESE 10.5 ESE 11.1 AESE 11.1

Supported OS Version

RHEL 6.0 [x] [ [ x [x]
RHEL 6.1 [x ) [ x ) [ x ] [}
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RHEL 6.2 [ x ] [ ] [ x ] [ x )

RHEL 6.3 [ x] [ [ x] [ x]

RHEL 6.4 (V] (V] ] o

RHEL 6.5 (V] (v o o

RHEL 6.6 o o ] ]

RHEL6.7 (] (V] o v

RHEL 6.8 (V] (V] (V] (v

RHEL6.9 (] (V] o v

RHEL 7.0 (V] (V] (V] o

RHEL7.1 (] (V] o v

RHEL 7.2 (V] (V] (V] (v

RHEL7.3 (] (V] o v

RHEL7.4 (V] (V] o O

& DB211.1 Developer Edition has been certified on RHEL 6.7.
DB2 on Advanced Interactive eXecutive (AlX)
ESE 10.5 AESE 10.5 ESE 11.1 AESE 11.1
Supported DBMS Version

Supported OS Version

AIX 6.1 [ x ] [ x ] ) @)
AIX7.1 (V] (V] (V] o
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AIX7.2 (V) (v] o o
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Data Source Certifications

+ Legal Notice

+ Goals
« Certification Expectations:

» Data Sources

» Cadence for Data Source Database Version Changes

» Cadence for Operating System Version Changes

« Appendix
» Product Lifecycle of Oracle Related DB/OS Vendors:
« Product Lifecycle of SQL Server related DB/OS vendors:
» Product Lifecycle of SAP ASE related DB/OS vendors:
» Footnote 1: Update Version Terminology

Legal Notice

IMPORTANT: The policies outlined in this document are subject to change. The policies and timelines are provided
as rough estimates when certifications of interoperability/connectivity with third-party products may be completed
and are subject to whether such interoperability/connectivity is part of the Delphix product roadmap and support
policy and should not be regarded as a commitment.

Speak with Delphix Product Management if you need more specific information or are unsure of these policies.

Goals
The goal of this certification cadence is to maintain a cadence for certifications of new software releases.
The objectives are:

1. Tosetreasonable expectations for our organization and customers regarding how and when we will address
certifications

2. Todefine an intended timeframe for certification of new data sources versions and operating systems
versions to maintain an up-to-date support matrix

Certification Expectations:

Please note that certification only covers previously supported functionality of the Delphix Engine. Any new
features and functionality introduced in the database or operating system (DB/OS) will be tracked through the
regular release planning and roadmap process and considered as features/functionality/fixes.

Specifically, the following paths exist with varying delivery timeline commitments, in the following priority order:

1. Security Response Policy: In case security issues are discovered in a certain DB and/or OS version, we will
follow our security response policy, which supersedes the goals described in this document.

2. Certifications: As described in the document.

3. Roadmap Features: No policies outlined. This follows the regular roadmap planning process.

Data Sources

This documentation currently applies only to the following data source integrations:

« Oracle
« SQL Server
o SAP ASE

Release Notes- 84


https://support.delphix.com/Support_Policies/KBA1504_Delphix_Support_Policies

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Cadence for Data Source Database Version Changes

Release Type Certification Details Goal
A new version of a database with all Certification with all supported 8 months from new version GA
currently supported operating systems  operating systems date

Cadence for Operating System Version Changes

Release Type Certification Details Goal

A new major operating system version  Certification with all supported 6 months from new version GA
with all currently supported databases  versions of the database date

A new update* operating system Certification with all supported 4 months from new version GA
version with all currently supported versions of the database date

databases

*Terminology for an ‘update’ version varies across operating systems. See the Appendix for more information.
Appendix

Product Lifecycle of Oracle Related DB/OS Vendors:

Software Product Lifecycle Notes

Oracle Database Link 12.1is Oracle Enterprise Edition (EE)
Red Hat Enterprise Linux Link

Solaris (x86 and SPARC) Link

SUSE Linux (SLES) Link

IBM AIX Link

HP-UX Link

Product Lifecycle of SQL Server related DB/OS vendors:

Software Product Lifecycle Notes

Microsoft SQL Server Link
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Microsoft Windows

Link

Product Lifecycle of SAP ASE related DB/OS vendors:

Software

SAP ASE

Red Hat Enterprise Linux

Solaris (x86 and SPARC)

SUSE Linux (SLES)

IBM AIX
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Product Lifecycle Notes

Link

Link

Link

Link

Link

Footnote 1: Update Version Terminology

Operating System releases typically include updated versions, the terminology for which varies depending on the
vendor. Below are the various operating systems which we support, as well as the terminology for updates to use

with the document above.

Vendor

Red Hat Enterprise Linux

Solaris (x86 and SPARC)

SUSE Linux (SLES)

Update Version Terminology

Update version

Update release

Service Pack (SP) release

Definition

Installed on top of major releases to provide
larger-scale point-release updates via Red Hat
Network, after initial installation via traditional
methods (PXE, DVD, etc.).

Update release number. The update release
number for this Oracle Solaris release. The
update value is 0 for the first customer
shipment of an Oracle Solaris release, 1 for the
first update of that release, 2 for the second
update of that release, and so forth.

Service Packs are minor updates and
enhancements, usually with security fixes, that
are applied to the major version of the OS.
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IBM AIX

HP-UX

Windows

Service Pack (SP) release

Patch release

New Release (R) version or
Service Pack (SP) release
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ATechnology Level (TL) gives new features,
while an SP contains fixes for problems that are
critical and can't wait until the next TL. Service
Packs are limited to minimal corrections that
don't change the way things work or add any
new functionality.

Patch sets are groups of patches that should be
installed to support common HPE products
and sub-systems.

A service pack (SP) is a collection of updates
and fixes, called patches, for an operating
system or a software program. Many of these
patches are often released before a larger
service pack, but the service pack allows for an
easy, single installation.
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Virtualization Platform Matrix

Legend
Color Supported?
0 Yes
0 No
() Not Applicable

Delphix Features with Data Platforms

This section describes the Delphix features we support for each data platform.

Delphix Feature Oracle SQL Server SAP ASE
10 1 1 1 1 P 20 20 20 20 20 15 15 15 16
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Databas O O O 0 0 O 0 0 ©0 O O © 0 o
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ble V2P

Data Platform Features
This section describes the data platform-specific features we support for each use case within Delphix.
*Non-multitenant TDE support does not apply to vPDBs.

*Oracle databases can have some tables that are HCC-enabled and some that are not; Delphix can ingest a
database with HCC-enabled tables and can successfully provision a VDB. The caveat to this is that attempts to read
data from the HCC-enabled tables on a provisioned VDB will fail. This happens because Oracle requires the backing
storage to be fully supported for HCC, but uncompressed tables can be used as expected with non-HCC tables.
Please note that Oracle only recommends HCC for tables or partitions with little to no DML operations. Another
possible solution is creating hook operations to uncompress the HCC-enabled tables/partitions to access the data,
this method is outlined in a Delphix Community post.

Oracle

Platform Feature Oracle

10g 1l1g 12c 18c 19c¢

dSource Linking  Single Instance o o 0 0 0
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dSource
SnapSync

dSource
LogSync

VDB

CDB with PDB Multi-Tenant

Read-Only Oracle Home

CDB with Application Container

PDB

Level based backups

SCN based backups

Physical Standby

Active Dataguard

ASM

RAC

TDE (non-multitenant)*

HCC*

Exadata

RAC

ASM FS

Native FS

Physical Standby

Single Instance

RAC

o ©
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Read-Only Oracle Home

Application Container

SQL Server
Delphix Feature2019
Linking and Linking from clustered sources
Syncing
Full and bulk-logged mode
support
Simple mode support
Filestreams
Full textcatalogs
Availability groups
Backup Software  Native backups

Provisioning

Litespeed SQL Server backups

Red Gate SQL Backup Pro

NetBackup

Commvault

Clustered VDBs

Availability Groups

Change Data Capture
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SAP ASE

Delphix Feature

Linking and
Syncing

Provisioning

Linking from clustered sources

Linking from ASE replication
server

Full mode support

Truncate log on checkpoint
support

Native backups

NetBackup

Clustered VDBs

VDB LogSync
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vFiles Matrix

Unix Environments

& Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is listed as
covered, then all patch releases under that minor release are certified.

Red Hat Enterprise Linux (RHEL)

Delphix AppData Version (x86_64) 6.0+
Supported OS Version

RHEL 5.5

RHEL 5.6

RHEL 5.7

RHEL 5.8

RHEL 5.9

RHEL 5.10

RHEL 5.11

RHEL 6.0

RHELG6.1

RHEL 6.2

RHEL 6.3

RHEL 6.4

O O O O 0 O O 0 0 & 0o o
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RHEL 6.5

RHEL 6.6

RHEL 6.7

RHEL 6.8

RHEL 6.9

RHEL 6.10

RHEL 7.0

RHEL7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

RHEL 7.7

RHEL 7.8

RHEL 7.9

6.0.7+

RHEL 8.0

RHEL 8.1

O O O O 0 O O 0 0 0 0 0 0 0 9 & & & 0o

RHEL 8.2
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RHEL 8.3 @05+

Oracle Enterprise Linux

Delphix AppData Version (x86_64) 6.0+
Supported OS Version

Oracle Enterprise Linux 5.5
Oracle Enterprise Linux 5.6
Oracle Enterprise Linux 5.7
Oracle Enterprise Linux 5.8
Oracle Enterprise Linux 5.9
Oracle Enterprise Linux 5.10
Oracle Enterprise Linux 5.11
Oracle Enterprise Linux 6.0
Oracle Enterprise Linux 6.1
Oracle Enterprise Linux 6.2
Oracle Enterprise Linux 6.3
Oracle Enterprise Linux 6.4
Oracle Enterprise Linux 6.5

Oracle Enterprise Linux 6.6

O O O O 0 0 0O 0 0 0 &0 0 & o o

Oracle Enterprise Linux 6.7
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Oracle Enterprise Linux 6.8

Oracle Enterprise Linux 6.9

Oracle Enterprise Linux 6.10

Oracle Enterprise Linux 7.0

Oracle Enterprise Linux 7.1

Oracle Enterprise Linux 7.2

Oracle Enterprise Linux 7.3

Oracle Enterprise Linux 7.4

Oracle Enterprise Linux 7.5

Oracle Enterprise Linux 7.6

Oracle Enterprise Linux 7.7

Oracle Enterprise Linux 7.8

Oracle Enterprise Linux 7.9

6.0.7+

Oracle Enterprise Linux 8.0

O O 0 O O 0 O 0 0 0 0 0 & o o

Oracle Enterprise Linux 8.1

Oracle Enterprise Linux 8.2 0 6.0.5+

SUSE Linux Enterprise Server (SLES)

Delphix AppData Version 6.0+

Supported OS Version (x86_64)
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SLES 11 (v)
SLES 11 SP1 (v
Solaris
Delphix AppData Version 6.0.+

Supported OS Version (SPARC x86_64)

Solaris 10 0
Solaris 11 (v
AIX
Solaris
Delphix AppData Version 6.0.+
Supported OS Version (Power)
AIX 6.1 (v]
AIX 7.1 (v
AIX 7.2 (v]
HP-UX
Solaris
Delphix AppData Version 6.0+
Supported OS Version (1A64)
HP-UX 11i v3 (11.31) (v]
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Windows Environments

Delphix AppData Version 6.0+

Supported OS Version

Window Server 2012

Window Server 2012 R2

Window Server 2016

Window Server 2019

O & & o
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Windows Connector Matrix

You can always download the current Windows connector version from the Delphix Engine from the following
locations:

Delphix Dynamic Data Platform versions before 6.0.5.0:

http://<name of your Delphix Engine>/connector/DelphixConnectorInstaller.msi

Delphix Dynamic Data Platform versions 6.0.5.0 onwards:

http://<name of your Delphix Engine>/connector/DelphixConnectorInstaller.exe

A Note

The Delphix Connector and Engine are generally backward-compatible.
Delphix connector version 1.18.0 and beyond is compatible with Delphix Engine 6.0.5.0 and later releases.
Delphix connector version 1.17.0 or earlier is compatible with Delphix Engine 6.0.4.0 and earlier releases.

Checking the Windows Connector Version
After installing the connector, you can perform the following steps to determine the Windows connector version.

1. Navigate to the Windows Environment.

2. Inthe search box on the taskbar, type Add or Remove Programs or launch Start > Control Panel > Programs
> Programs and Features.

3. Onthe Add or Remove Programs screen, locate Delphix Connector and then click on the software to check
the version installed.

Windows Connector Matrix

The following table details the supported Windows Connector and JRE versions for the corresponding Delphix
Dynamic Data Platform versions.

Delphix Dynamic Data Platform Windows Connector Version JRE Version
Version

4.2 1.2.0 1.7.0_71(4.2.5.1)
43 1.3.0 1.8.0_40(4.3.5.1)
5.1.0.0-5.1.4.0 1.4.0 1.8.0_40
5.1.5.0-5.1.9.0 1.5.0 1.8.0_112
5.2.0.0-5.2.2.0 1.9.0 1.8.0_131(5.2.2.1)
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Delphix Dynamic Data Platform
Version

5.2.3.0-5.2.4.0

5.2.5.0-5.3.3.0

5.3.4.0

5.3.5.0

5.3.6.0-5.3.7.0

5.3.8.0

6.0.1.0-6.0.4.0

6.0.5.0-6.0.8.0

6.0.9.0-6.0.10.0

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Windows Connector Version JRE Version

1.10.0 1.8.0_162

1.12.0 1.8.0_202

1.13.0 1.8.0_202

1.14.0 1.8.0_202

1.15.0 1.8.0_202

1.16.0 1.8.0_202

1.17.0 OpenJDK 8u242
1.18.0 OpenJDK 8u262-b10

1.20.0

OpenJDK 8u282-b08

The following table details the .Net connector version compatibility for the corresponding Windows Connector

versions.

.Net Connector Version

3.5

3.5and 4.0+

File Checksum / Hashes

Windows Connector Version

1.17.0 and earlier

1.18.0 and higher

The following table provides the MD5 and SHA256 file hash for recent Delphix versions, in the instance that a
security policy requires an exception for software installation.

Delphix Dynam Connec MDS5 Hash SHA256 Hash

ic Data tor

Platform Versio

Version n

6.0.0.0 1.16.0 84616c4f86c0d871127feb  bc2e5e4b26¢33d739f7bel2f53637979481e1371325¢
26b9b8bd52 0b5c7645462f6cf5f4f3
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Delphix Dynam

ic Data

Platform

Version

6.0.1.0

6.0.1.1

6.0.2.0

6.0.2.1

6.0.3.0

6.0.3.1

6.0.4.0

6.0.4.1

6.0.4.2

6.0.5.0

6.0.6.0

6.0.6.1

6.0.7.0

Connec

tor

Versio

1.17.0

1.17.0

1.17.0

1.17.0

1.17.0

1.17.0

1.17.0

1.17.0

1.17.0

1.18.0

1.18.0

1.18.0

1.18.0
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MDS5 Hash

bb6544dcff3f22d6bf9e20
429b1cdbOc

dd3ea3bedf92a1f8d7e89
228315ee315

4770f8clad46430ale4b8
764ad687ff5

97ec3d13db50ad843625b
7757c1a2360

3154c7a5fd7bcb4f0e2c66
d328290e6a

2f73be2cf8ceefo7cf519c7
16237462d

6a4b7f0a5d180438ff199b
2b464506cd

ea%a564d0cael066cd960
7824292fbd7

c5f855c1fa26f5cd3d84d7
0a94fc0480

a3ac768989a6cldae4lad
9452548236

acb09cbd754e9c25d1afa
17b35321cd4

32202760adb743a62851f
8b698a31bf3

2fed8da4b986b95a7efb9
a9a148239ba

SHA256 Hash

8d914b77d2c5aa0695c3fdbe7d7394e8ae051c091f6f5
ee59185¢ch1d9d157542

75ed8aa2cf2689916e0b92de6c2aa2fa7660003d62ff0
7€99978f95dcc9f6abce

a98f1c1f90d5053f62d74cla74bc27b3b48f68a3e067d
ce04ce9ab2ccfa84241

7c2ab497ae4ac27b907611e976d7068ed8eaf54e52h8
36591c082bbe01079512

efb69b2df884705e488d3405a3958c3bb5457142cbfc7
1990559bb549c2e8c37

Tfa7bc269bbc944568231f93ac17ba919b494aa43009
967245b75f4abe576a73

971b88456574e8e11906b5e6850€a46f012490dcb789
a5af73f37d71158ffebf

674f9896360a351b314d6aa6e624f9270ef9e3e8d113b
addf028581f1ddddec9

07d71acafd559e15782e7145225734adf5e50356d2f8a
be5a52bbd9o0f3a44cbe

71525c31edcf321d2c0220f4edf8932e249e2cd14b261
054af1859574dc9e5eb

3a51bd3b05148dc3563c5b36d83d44ac725295¢c23c4
b7e9c28f54263058fe2b4

acl6e8a5c37807c2fa775ecc18f9e0387f5bd9d235c9e
8854275c99d5bf865a1

2c2a83bad568617bf5dd36b84ad0de22b811fl13acac
45124ed0effbebbaefl?
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Delphix Dynam
ic Data
Platform
Version

6.0.8.0

6.0.8.1

6.0.9.0

6.0.10.0

Connec
tor
Versio
n

1.18.0

1.18.0

1.20.0

1.20.0
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MDS5 Hash

5bf0b950cdcad8c39db60
ela7406d985

a3ac768989a6cldaedlad
9452548236

127af1d95372f84feb373a
b4f7b280b2

e8a39a57e5a77d106d804
0a4537bd8sfo

SHA256 Hash

€ae5958878a22b4f4f0456210c031efoc11d064a05ca6
cb85535f0e7dec9c0al

71525c31edcf321d2c0220f4edf8932e249e2cd14b261
054af1859574dc9e5eb

b7c7aaceb2b04aebfbd0ba2521dd15520159d54877b
0543567b892ee2584cTce

7d4501bf5f1cf22a7039e8f7429d4b42c0d11b1360434
380b174830f1155646e
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Migration and Compatibility

This section covers the following topics:
+ Upgrade Matrix
» Supported Oracle DBMS Versions and Operating Systems for Source and Target Environments
» Supported SAP ASE Versions and Operating Systems

« Supported SQL Server Versions, Operating Systems, and Backup Software
» Tested Browser and Operating Systems
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Upgrade Matrix

6.0.x Upgrade Matrix

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

This section lists all the Delphix Engine versions that a user can upgrade to the required or the latest version.

(@ Self-service upgrades to the Delphix Engine 6.0.* from 5.3.* are not supported. 6.0.6.1 is the last version
that can be directly upgraded to, from 5.3.6.0-5.3.9.0.

& Starting with 6.0.10.0, the policy of supporting direct upgrades from software released in the last 12
months will be enforced. Only 6.0.4.0 and above can upgrade directly to 6.0.10.0. If 6.0 engines exist that
are older than 6.0.4.0, they can be upgraded to 6.0.9.0 first.

Please refer to the documentation on How to Upgrade or check with Delphix Support to perform

the upgrade.

Upgrade From

5.3.5.0 and prior

5.3.6.0
5.3.7.0
5.3.7.1
5.3.8.0
5.3.8.1
5.3.9.0

6.0.0.0

6.0.1.0

6.0.1.1

Upgrade To

6.0.0.0

o

O © 0 © 06 0 0 o

6.0.1.0

o

© 0 @ ©

6.0.1.1

Q

O 0 @ ©

Q

(< < <

6.0.2.0

6.0.2.1

O & O

6.0.3.0 6.0.3.1

Q %]

O & O
O & O

Release Notes- 106

6.0.4.0

(< < <



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

6.0.2.0

6.0.2.1

6.0.3.0

6.0.3.1

6.0.4.0

6.0.4.1

6.0.4.2

6.0.5.0

6.0.6.0

6.0.6.1

6.0.7.0

6.0.8.0

6.0.8.1

6.0.9.0

6.0.10.0

©O ©O 0O 0O O O O ©O O © 0 © 0 © © ©
© ©O 0O O O O O O O ©O 0O 0O O © O O
© © ©O O O O O O O 0O 0O 0O O © © ©
© ©O 0O 0O 0O O O O O © © © © © O Q
© ©O 0O O 0O O O O O © © © © 0 @ O
© © 0O 0O 0O O O ©O O © O © 0 O O O
© ©O 0O 0O O O O O 0O 0 0O OO O O O

6.0.10.1

2 0 0 0 0 0 0o 0 0 0 © 0 0o o 0 o0 o

Upgrade From 6.0.1.0 6.0.1.1 6.0.2.0 6.0.2.1 6.0.3.0 6.0.3.1 6.0.4.0

Upgrade To
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Key:
Color Supported? VDB Downtime Required? !
[ x ) No N/A
Yes Required
0 Yes Optional 2

1. VDB Downtime is caused by a reboot of the Delphix Engine when DelphixOS is modified by an upgrade.

2. VDB Downtime may be optional for an upgrade when a release contains DelphixOS changes that are also
optional.
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Supported Oracle DBMS Versions and Operating Systems for Source and Target Environments

@ Ssource and Target 0S and DBMS Compatibility

+ Source and Target must have the same major Oracle version and Edition (Enterprise/Standard). It is
recommended to also have the same minor versions and patches.
« If the minor version (specified with the second digit with Oracle version 18+, or the dated
patch level with Oracle version 12.2) or patches differ between the source and target, then a
plug-in violation will be received when opening the vPDB on the target, and will need to run
datapatch manually or via a hook to resolve it.
+ Source and Target operating systems must be compatible. E.g., AIX -> AIX, Solaris SPARC -> Solaris
SPARC, x86_64 Linux -> x86_64 Linux.
« In addition, x86_64 Solaris -> x86_64 Linux and x86_64 Linux -> x86_64 Solaris is supported.

& Oracle10.2.0.4

The Delphix Engine does not support Oracle 10.2.0.4 databases using Automatic Storage Management
(ASM) that do not have the patch set for Oracle Bug 7207932. This bug is fixed in patch set 10.2.0.4.2
onward.

Disclaimers and Support Notes

Due to some specific ExaCC platform characteristics, Delphix provides controlled support for the ExaCC platform,
which requires additional verification. Please contact your Delphix representative to start your qualification
process.

Delphix Support Policies specifically list major and minor release coverage. If a minor release is listed as covered,
all patch releases under that minor release are certified. Support applies to corresponding versions of Community
Enterprise Operating System (CentOS) / Oracle Linux (OL), 64-bit OS support only.

The Oracle version in the support matrix applies to both Oracle DB and Oracle Grid. Delphix supports the same set
of features and functionality for supported non-multitenant database versions. Delphix does not currently support
the Oracle 12c feature of THREADED_EXECUTION being set to TRUE, because this disables OS authentication.

Summary of Delphix features that are unsupported for the Oracle1l2c and higher Multi-tenant configuration:

« Existing Virtual Container Database (vCDB) as target for provisioning an additional vPDB
« Customize VDB settings/initialization parameters. Includes the following:
« Customize init.ora database parameter during provisioning
+ Configtemplates
+ Onlineredo log size
« Number of RAC VDB instances
+ Onlineredo log groups
+ Archive log mode
« Setting new DBID
+ Customize local listeners
« Virtual to Physical (V2P) Support
« ForvPDBs in non-virtual CDBs, automatic restart on target server reboot
+ Resumable initial SnapSync
« Validated Sync
« Source continuity for dSource upgraded from Oracle 12c non-multitenant to multitenant database
+ Cross-platform provisioning (XPP) to the virtual database
+ Oracle LiveSources
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Color Supported?

0 Yes
ﬂ No

() Not Applicable

Oracle Database Editions
Delphix supports the following Oracle database editions:

+ Enterprise
« Standard

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please refer to KBA
5622 for the required steps.

Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12¢cR1 12cR2 18c 19¢
RHEL5.5 (V] (V] o @ @) )
RHEL 5.6 (V] (V] o o @) 2 @)
RHEL5.7 (v] o o (V] () ) Q)
RHEL 5.8 (V] (V] o o () D) @)
RHEL 5.9 (V] (V] o o () @) )
RHEL 5.10 (V] (V] o o @) 2 @)
RHEL 5.11 (V] o o (V] () ) Q)
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Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c
RHEL 6.0 (@) @ (v (v @ )
RHEL 6.1 (@) @ (v] (v] (o) )
RHEL 6.2 () ) (v] (v] () ()
RHEL 6.3 ) ) (v (v () ()
RHEL 6.4 @ @ o o o o
RHEL 6.5 @ @) v o o o
RHEL 6.6 @ D o o o o
RHEL 6.7 @ @ (V] (V] o o
RHEL 6.8 @ @ o o o o
RHEL 6.9 @ @) v o o o
RHEL 6.10 @ D o o o o
RHEL 7.0 @ @ (V] (V] o o
RHEL 7.1 @) @ v o o o
RHEL 7.2 @ D o o o o
RHEL 7.3 @ D (V] o o o

=
O
(o}

=
\

=
\

=
\
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Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c 19c
RHEL 7.4 @ @ o o o o

RHEL 7.5 @ ) (v] (v] (v]

@
@

RHEL 75 s © © © o o o
T s @ O© O o o
@

06.0.2+

RHEL 7.8 @ ) Qo2+ Qoo+ D02+

RHEL 7.9 ) ) Qo4+ Dcosr Deosr O @604+

6.0.5+
RHEL 8.0 @ @ @) @ @) ) Q603+
RHEL 8.1 @ ) @ ) () ) @so3+
RHEL 8.2 ) ) ) ) ) ) v IET
RHEL 8.3 ) ) ) ) ) ) @Dso+
RHEL 8.4 ) ) ) () () ) o

6.0.10+

SUSE Linux Enterprise Server (SLES)

a Support for SLES 15 requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.
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Supported OS Version

SLES 11

SLES11SP1

SLES 11 SP2

SLES 11 SP3

SLES 11 SP4

SLES 12

SLES 12 SP1

SLES 12 SP2

SLES 12 SP3

SLES 12 SP4

SLES 12 SP5

SLES 15

SLES 15SP1
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Supported DBMS Version

10g

O 0 0 o o

/s

®

=
=

\3

11gR1

o

© 0 o o

11gR2

o

O 0 O O 0 o & o o

o

12cR1

O O O O O O O o o v

(9]
o
D
+

12cR2

O & o o

06.0.4+

(<

18c

O 0 0 0 0 o

(<

[
O
(2]

=
\Z

§60®

e O
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Solaris SPARC

Supported OS Version

Solaris 10 U9?

Solaris 10 U10?

Solaris 10 U11

Solaris 11

Solaris 11 U1

Solaris 11 U2

Solaris 11 U3

Solaris 11 U4

Supported DBMS Version
10g 11gR1

o

O O O

o

o
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11gR2

o

O 0 0 0 & o o

12cR1

© 0 0 0 & o o

12cR2

18c

19¢

® 1_solaris 10 U9 and U10 require libc.so.1 version 1.22.7 or newer. This version of libc.so.1 can be found in
Solaris 10 SPARC kernel patch 144500, or a newer kernel patch.

Solaris x86

Supported OS Version

Solaris 10 U9t

Solaris 10 U10?

Solaris 10 U11

Supported DBMS Version

10g

o

o

11gR1

o

o

o

11gR2

o

o

o

12cR1
o

o

12cR2

18c 19¢
N!& ijo,
O @
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Supported DBMS Version

Supported OS Version  10g 11gR1 11gR2 12cR1 12cR2 18c 19c
Solaris 11 ) ) (V] (v] ) ) )
Solaris 11 U1 () @ o 0 D () D
Solaris 11 U2 () wia) o 0 o 0 wa)
Solaris 11 U3 () () ﬁ o 0 0 0
Solaris 11 U4 ) @ [ x ) [ x ) (v) (V) (v)

@® 1_solaris 10 U9 and U10 require libc.so.1 version 1.22.7 or newer. This version of libc.so.1 can be found in
Solaris 10 SPARC kernel patch 144500, or a newer kernel patch.

Hewlett Packard Unix (HP-UX)

Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c 19¢

HP-UX 11.31 (V] O o (v o [ [

Advanced Interactive eXecutive (AlX)

Supported DBMS Version

Supported OS Version 10g 11gR1 11gR2 12cR1 12cR2 18c 19¢
AIX 6.1 O O o o [x] o @
AIX 7.1 D @ v v o o V]
AIX 7.2 ) @ (v o o o o

Delphix supports all x86/x64 CPU environments for source and target.
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& Required HP-UX patch for Target Servers
PHNE_37851 - resolves a known bug in HP-UX NFS client prior to HP-UX 11.31.
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Supported SAP ASE Versions and Operating Systems

This topic describes supported operating systems and database versions for SAP ASE.

Supported DBMS Versions

« ASE15.0.3
+ ASE155
« ASE15.7
+ ASE16.0

Supported Operating Systems

@ Ssource and Target 0S and DBMS Compatibility

The source and target must be running the same DBMS/Operating System combination, (although users
can run different patch/sp levels) in order to successfully provision a VDB to the target. For example, if the
source is running SAP ASE 16, the target can be running ASE 16SP1. However, for ASE 15.7 the versions of
the source and target should both be in the 15.7 SP100 to 15.7 SP140 or 15.7 ESD#1 to 15.7 SP64 ranges.
There can be no mixing of versions between these two ranges. If the target is used as a staging server, the
same rule applies (prior to Delphix 5.2.5.0, the staging server had to match the source server's version
down to the SP level). The Operating System platform must be the same between the source and target,
even when the operating system version may differ. For example, if the source is running Red Hat
Enterprise Linux 6.2 x86_64 then the target could be running Red Hat Enterprise Linux 6.4 x86_64, but not
Solaris 10 SPARC.

ASE itself may or may not allow the MOUNT command to work between versions. Be sure to check that the
UNMOUNT and MOUNT commands work between your desired ASE versions.

So for example, if we upgraded the ASE staging instance to ASE 15.7 SP140 but we keep the ASE instance
hosting the VDBs at ASE 15.7 SP135, we would want to make sure that we can UNMOUNT a database from
ASE 15.7 SP140 and then MOUNT it on ASE 15.7 SP135:

isql -Usa -Psybase -SASE157SP140
1> UNMOUNT DATABASE testdb to "/tmp/manifest"
2> GO

isql -Usa -Psybase -S ASE157SP135

1> MOUNT DATABASE testdb from "/tmp/manifest"

2> go

Msg 14580, Level 16, State 1:

Server 'ASE157SP135', Line 1:

You cannot mount the database(s) because at least one database contains
functionality that is available only on the server on which it originated.

In the above example, ASE would not allow the database "testdb" to be mounted on the older release of
ASE.

Delphix supports all 64-bit OS environments for source and target.

& Required HP-UX patch for Target Servers

PHNE_37851 - resolves a known bug in HP-UX NFS client prior to HP-UX 11.31.
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Support Matrix

a + Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.

. 64-bit OS support only

Key:

Color Supported?

0 Yes
[ x ] No

() Not Applicable

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the 1ibncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Supported DBMS Version

Supported OS Version 15.0.3 15.5 15.7 16

RHEL5.5 o o o )
RHEL5.6 o o o )
RHEL 5.7 o (V] o )
RHEL5.8 (V] o o @)
RHEL5.9 o o o )
RHEL 5.10 o o o )
RHEL5.11 o (V] o )
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RHEL 6.0

®

RHEL 6.1

RHEL 6.2

RHEL 6.3

RHEL 6.4

RHEL 6.5

RHEL 6.6

RHEL 6.7

RHEL 6.8

RHEL 6.9

RHEL 6.10

® O 0 0 0 0 0 0 0 9 0

RHEL 7.0

RHEL7.1

®

RHEL 7.2

® 6

RHEL 7.3

RHEL 7.4

®

RHEL 7.5

®

RHEL 7.6

® ® ® ® 6 ® ® O 0 0 0 0 0 d 0 0 o0 o
Q O O O O O 0 0 0 0 0 0 0 © © v 9 0o
@ O O O O O 0 0 0 0 0 0 &0 © ©6 o 0

®
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RHEL 7.7

RHEL 7.8

RHEL 7.9

RHEL 8.0

RHEL 8.1

RHEL 8.2

RHEL 8.3

SUSE Linux Enterprise Server (SLES)

£
\E

z
\Z

Iy

®

z
\Z
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N

®

N

®

z
\2

o

06.0.3+

06.0.4+

N!_A/

®

®

£
\=

o

0 6.0.3+

0 6.0.4+

o

@604+

0 6.0.4+

0 6.0.7+

a Support for SLES 15 requires installing the libncurses.5 library onto the host. Please reference KBA

5622 for actionable steps.

Supported OS Version

SLES 11

SLES 11 SP1

SLES 11 SP2

SLES 11 SP3

SLES 11 SP4

SLES 12

SLES 12 SP1

Supported DBMS Version

15.0.3

o

O © 0 0 @ o

©O © 0 © 6 0 ©

15.7
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SLES 12 SP2

SLES 12 SP3

SLES 12 SP4

Solaris SPARC

Supported OS Version

Solaris 10 U9

Solaris 10 U10

Solaris 10 U11

Solaris 11

Solaris 11 U1

Solaris 11 U2

Solaris 11 U3

Solaris 11 U4

Solaris x86

Supported OS Version

Solaris 10 U9

Solaris 10 U10

Solaris 10 U11

Supported DBMS Version

15.0.3

o

©O © 0 © © 0 o

Supported DBMS Version

15.0.3
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15.5

O 0 © 0 0 0 0 0©

15.5

15.7

O 0 © 06 0 0 o

@co10+

15.7

6.0.4+

@D6.o010+

16
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Solaris 11

Solaris 11 U1

Solaris 11 U2

Solaris 11 U3

Solaris 11 U4

Hewlett Packard Unix (HP-UX)

Supported OS Version

HP-UX11.31

Advanced Interactive eXecutive (AlX)

Supported OS Version

AlX 6.1

AIXT7.1

AIX7.2
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0 O e o
Supported DBMS Version

(] (] (] (]

o [ (V] [ ]

[ ] [ o @6.0.1.0+
[ ] [ (V] o
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Supported SQL Server Versions, Operating Systems, and Backup Software

& Delphix only supports 64-bit operating systems.

Windows Server

a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Delphix only supports 64-bit operating systems.

Key:

Color Supported?

o Yes

’_ Not Applicable

Windows Server

Supported DBMS Version

Supported OS SQL Server SQL Server SQL Server SQL Server SQL Server
Version 2012 2014 2016 2017 2019

Windows Server 2012 0 0 o 0 I_

Windows Server 2012 0 0 o O

R2

Windows Server 2016 0 o o 0

@ 0

Windows Server 2019 |_ r o 0
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Tested Browser and Operating Systems

This topic describes the Web browsers and operating systems that have been tested for use with the Delphix
Management application.

The following table lists the supported browsers and operating systems.

(01 Browsers

Windows 10 Internet Explorer 11.x, Firefox, Chrome
Windows 8.1 Internet Explorer 11.x, Firefox, Chrome
Windows 7 Internet Explorer 11.x, Firefox, Chrome
Mac OS X Firefox, Chrome

& Delphix supports the latest version of Firefox and Chrome as well as the immediate prior version.

© Compatibility view settings are not supported in Internet Explorer, as this feature is intended to be
compatible with legacy Web applications.
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Fixed Issues (6.0.x)

Release 6.0.10.1 Changes

Management Server Fixes

Bug
Number

DLPX-77
467

Description

Loading the setup app dashboard (as sysadmin) was rendering a server error popup with instruction
to contact Delphix Support. This 6.0.10.0 error has been known to impair the ability to configure web
proxy, PhoneHome, SMTP servers, and other connectivity settings via the GUI. It has now been
resolved.

Release 6.0.10.0 Changes

Management Server Fixes

Bug
Number

DLPX-18
438

DLPX-35
480

DLPX-57
516

DLPX-58
133

DLPX-58
675

DLPX-63
003

DLPX-63
347

Description

The issue with provisioning to the latest available time that resulted in generating
the exception.oracle.target.point.not_provisionable exception has now been
resolved.

Previously, static routes were being added using the add command. Now, the same can be added
using the create command.

The issue with the failure of management service to start after configuring some abbreviated
timezones from a picklist in server setup or sysadmin CLI has now been resolved.

Previously, the Oracle SnapSync operation was resulting in a warning for BCT usage on editions that
do not provide it. This issue has now been resolved.

The issue with the deletion of the last snapshot on timeflow by Retention during a failed Oracle
DB_SYNC operation has now been resolved.

The issue with memory being exhausted while reading too many snapshots from MDS has now been
resolved.

If the staging source has the "Use as Staging" flag set as off, the user was seeing a specific exception
while trying to enable a linked dSource to point in the direction of what needs to be done. Any
compatibility failure will now have a specific exception.
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Bug
Number

DLPX-63
601

DLPX-64
369

DLPX-65
949

DLPX-69
831

DLPX-70
317

DLPX-71
018

DLPX-71
292

DLPX-71
639

DLPX-71
769

DLPX-72
011

DLPX-72
186

DLPX-72
432
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Description

Previously, querying the following operation "backupset table" and "whether a database is part of
AG or not" was resulting in deadlocks and lock timeouts errors. We have now added retries to
resolve the issue.

Theissue with throwing fault.oracle. linkedsource.incomplete.tempfile for
physical standby has now been resolved.

The issue with misleading status in the progress bar while taking a copy-only backup has now been
resolved.

Previously, the Oracle dSource SnapSync operation was not displaying a clear failure message if a
dSource db_unique_name ischanged. This issue has now been resolved.

The issue with the restarting of the NFS-server by the reaper thread while deleting a vPDB from a
linked CDB with Talaria turned on has now been resolved.

The issue with Ul displaying only the suffix of the device name used by Hyper-V has now been
resolved. Ul now displays a unique device name for storage in Hyper-V.

The issue with the allowance of incremental SnapSync
after LogSync throws fault.oracle. linkedsource.log.conflict hasnow been
resolved.

The NFSv4 is now set as the default option when mounting datasets from OS platforms that support
it.

The need to set permissions of SORACLE_HOME /dbs subdirectories using STARTUP SPFILE syntax
is now removed.

The issue with the CLI network setup not configuring the first network interface when multiple
interfaces exist has now been resolved.

The issue with CDB log file retention working incorrectly if a PDB has multiple time flows pointing to
the same CDB timeflow has now been resolved.

The format of zpool_iostat_60.log has been enhanced in this release. A timestamp is
recorded for each sample in the log, making it easier to determine the time for each sample.
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Bug
Number

DLPX-72
956

DLPX-73
575

DLPX-73
590

DLPX-73
800

DLPX-74
504

DLPX-74
945

DLPX-74
992

DLPX-75
389

DLPX-75
517

DLPX-75
721

DLPX-75
737

DLPX-75
897

DLPX-75
951
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Description

The issue with disabling the Oracle LogSync after running the validated sync job has now been
resolved.

The timezone monitoring is now added for the Windows hosts.

You can now refresh a VDB whose parent dataset is in a different group without needing
authorization on the parent or its group.

The issue with the failure of olsnodes when run as a non-Oracle user has now been resolved.

The issue with throwing a new DUE and NotFoundException when ojdbc libs cannot be read has now
been resolved.

Ul now displays a detailed error message for transaction log-chain break fault.

The issue with the failure of SnapSync operation when Database incarnation reset-logs end time is
changed from "2021-03-13 22:03:07.0" to "2021-03-13 21:03:07.0" for virtual pluggable database
“<database>" has now been resolved.

The issue with the recording of the insufficient details by Logsync when dbid change was detected
has now been resolved.

The issue with the failure of the Oracle vPDB provisioning with the "ORA-00959: tablespace 'TEMP'
does not exist" error has now been resolved.

The issue with the failure of an Environment discovery with the "DelphixFatalException: Unknown
Oracle Database status: REFRESHING" error has now been resolved.

The issue with saving unnecessary logs by Retention if bookmark falls exactly on a snapshot end SCN
or snapshot end timestamp has now been resolved.

Previously, failure to start /O services after the upgrade operation was resulting in a stack restart
loop. This issue has now been resolved.

The internal error being signaled during VDB SnapSync by removeUnneededZFSF-iles whena
data file is physically removed during processing by an external cause has now been resolved.
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Bug
Number

DLPX-76
288

DLPX-76
388

DLPX-76
406

DLPX-76
447

DLPX-76
613

DLPX-76
690

DLPX-76
692

DLPX-76
718

DLPX-76
760

DLPX-76
802

DLPX-76
891
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Description

The NFS latency for workloads involving a lot of parallel /O (e.g. Oracle VDBs with concurrent
accesses to many data files) is now improved.

Previously, entering key pairs directly into hook environment variables, as opposed to via a vault or
as passwords were resulting in an internal error. This issue has now been resolved.

The issue with NFS-based VDBs becoming unresponsive has now been resolved.

The issue with the V2P Functionality to customize target directory structure for exporting database
files to separate file systems not working as documented has now been resolved.

The issue with the unnecessary accumulation of heap when validated sync is active for dSources
using an environment user that eventually can cause out of memory issues has now been resolved.

The issue with the removal of extraneous Oracle data files while creating snapshots has now been
resolved. The extraneous Oracle data files are now removed during the provisioning operation.

For V2P operation, we now use the unbuffered copy method for better performance.

The issue with the creation of the extraneous Self-Service branch segments during the replication
operation has now been resolved.

Environment clusters will now show faults from their child nodes.

Previously, the engines that are in the DEFERRED upgrade state were resulting in the "Large Receive
Offload" option turned off which was leading to performance degradation in network transfers. This
issue has now been resolved. Upgrading the engines that are in the DEFERRED state will also resolve
the issue.

Screen reader support is now enabled.

CRON expression labels now ask for Quartz format on the user interface.
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Delphix OS Fixes (Activated after optional Reboot)

Bug Number

DLPX-76619

DLPX-76203

DLPX-76119

DLPX-76991

Masking Fixes

Bug Number

DLPX-59886

DLPX-70680

DLPX-71259

DLPX-71993

DLPX-73059

DLPX-74740

DLPX-74760

DLPX-75441

Description

The NFS reliance on DNS to prevent VDB unresponsiveness related to DNS
unreliability is now reduced.

The NFS latency for engines with many Oracle dNFS clients is now
improved.

The issue with the Delphix Engine crashing or becoming unresponsive
when canceling a replication job has now been resolved.

Optimized in-memory cache eviction by making minor improvements to
1/0 performance.

Description

You can now set a timeout for the FTP connections.

The issue with the increasing of the JobLogs without bounds has now been
resolved.

Masking Oracle LONG RAW length is now set to 0 characters.

The need for the 'Repository' on the Masking Monitor page is now removed.

The issue with the Masking Engine throwing the 'Unsupported Property
Error' in application logs for properties that differ in the case from the actual
properties' has now been resolved.

Masking File Format Import error now shows the list of invalid special
characters present in the file name.

The issue with the failure of the POST /import with "Unknown document
version UNRECOGNIZED" when the source engine version is newer than the
destination engine version has now been resolved.

The issue with maskedObjectName not populating the execution events
when masking files have now been resolved.
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Bug Number

DLPX-75487

DLPX-75712

DLPX-75868

DLPX-76009

DLPX-76063

DLPX-76068

DLPX-76134

DLPX-76352

DLPX-76405

DLPX-76428

DLPX-76450

DLPX-76493

DLPX-76541

DLPX-76566
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Description

The issue with DMS_ROW_ID as a column name in the Masking Rule Set
causing jobs to fail has now been fixed.

The "About" page now lists the correct patent number.

The issue with the DatalLevel Profiling resulting in an abort with "TypeError:
Cannot find function getinteger in object false" has now been resolved.

The issue with the failure of the 'File format id greater than a specific
number' when trying to update the file format ruleset via the APl only has
now been resolved.

The issue with the failure of the DateShift Algorithm when masking the
VSAM (Mainframe) numeric data type has now been resolved.

Masking now allows passwords that are longer than 12 characters.

The issue with the Welcome screen displaying "User can launch 'Create Job'
wizard" when they are not able to have now been resolved.

Delimited File masking no longer truncates white-space only fields.

Multi-column algorithms now display a better error message when logical
fields are missing.

For masking operation, the Advanced Oracle Connector now rounds
decimal numbers to integers.

The Payment Card framework Ul now permits configuring
minimumMaskedPositions to 0.

The issue with the MSSQL instance name property not being passed by
default when connecting has now been resolved.

The issue with the file masking job failure using a pattern with a Windows-
based FTP server has now been resolved.

The issue with the profiling Job failure with the 'Couldn't get row from result
set' error due to conversion unsupported has now been resolved.
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Bug Number Description

DLPX-76608 The plugin's authorization to delete files in the temp directory is now
granted.

DLPX-76610 The issue with the IP SFTP Masking failure to delete the file has now been
resolved.

DLPX-76670 The issue with the masking Job failure with the 'Conversion failed from

string to uniqueidentifier data type' error has now been resolved.

DLPX-76821 The issue with the throwing of JSchException for pattern-based SFTP

masking with file count > 10 has now been resolved.

Release 6.0.9.0 Changes

Management Server Fixes

Bug
Numb
er

DLPX-
28435

DLPX-
40005

DLPX-
48080

DLPX-
55951

DLPX-
59613

DLPX-
64307

DLPX-
66191

Description

MS SQL instances PatchLevel will be displayed in preference to the version on the Ul.

Improved the error message that is displayed when a JDBC connection cannot be established or the
Oracle database Instance is unavailable.

Oracle Home Check may generate spurious faults if Oracle Home entry does not exist in /etc/oratab.

Attempting to provision a plugin-based VDB onto an incompatible OS (windows to Linux or vice versa)
is possible in the Ul, and would fail with a crash requiring a restart. Now an informative error message
is shown after the attempt is made.

Fixed creation of retention policies workers on replica objects after failover.

Environment refresh should ignore cluster discovery for Oracle VDBs.

Fixed the side-effects of the native Windows "Recent Files" behavior, when large numbers of
PowerShell operations are being run concurrently.
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Bug
Numb
er

DLPX-
67537

DLPX-
69605

DLPX-
70502

DLPX-
71002

DLPX-
71908

DLPX-
72012

DLPX-
72411

DLPX-
72609

DLPX-
72695

DLPX-
73409

DLPX-
73586

DLPX-
73720

DLPX-
74050
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Description

Domain administrators can now create, view, and edit the alert profiles of other domain users.

Poor error message when selecting Timeflow range.

On detaching a dSource, delete backup server entry from MDS and related ones if the backup server is
unused.

In case we have null values coming for recovery_model from msdb.dbo.backupset table, the user will
see a generic exception for manual sync and a fault for validated sync.

Users will now see a warning when they remove any object from the replication specification list.

Prevents the same IP address from being configured on more than one network interface.

Environment names for Windows and Oracle Clusters are once again editable by users.

When we do MSSQL standalone environment discovery, the user will see a warning for databases
attached to AG that are present and will not be discovered unless cluster environment discovery is
selected.

Improved Oracle SnapSync performance by eliminating unnecessary calls to getTotalHoleBlocks.

Duplicate listener entry gets generated in MDS if Oracle listener is manually started with a non-
uppercase name.

Fixed a display error of some snapshot names in the command line interface which showed references
instead of actual names.

Provisioning an Oracle vPDB fails with "ORA-65149: PDB name conflicts with existing service name in
the CDB or the PDB" if the PDB and CDB names are the same.

Environment names for Windows and Oracle Clusters are once again editable by users.
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Bug Description
Numb
er

DLPX-  The Target Directory path is combined with other directories such as Data Directory, Archive Directory,
74078  Temp Directory, etc to build the full path for data files, archive logs, temp files, etc. As long as the
combined paths are valid the V2P job proceeds.

DLPX-  Fixes a misleading warning about insufficient space on a replication target.
74197

DLPX-  Snapshots created as a result of refresh or rewind operations will now be labeled as just "Snapshot" to
74201  avoid confusion. Users are advised to look at the Timeflow markers to know when the Timeflow
operation was performed.

DLPX-  Delphix Engine repeatedly reports "Failed to parse logfile".

74367
DLPX-  Improved diagnostics information for the case when Delphix Engine fails to connect to the windows
74377  host.

DLPX-  fixanissue that causes the management service to crash under heavy CPU load.
74387

DLPX-  Added handling of dangling nodes during windows cluster environment add and refresh operations.
74398

DLPX-  Delphix OS users cannot provision 12.2 TDE vPDB due to directory permissions in the default wallet
74486  location.

DLPX-  Enabled more logging in Delphix connector logs for timeouts.
74495

DLPX-  During RAC vPDB provision, Oracle 19.9 target CDB crashes with ORA-00600 [krccfl_chunk] when BCT is
74681  enabled.

DLPX-  Improved error message displayed when the storage device initialization fails unexpectedly.
74806

DLPX-  Provisioning the 2nd generation VDB fails if the dSource has imported read-only transportable
74860  tablespaces fails.

DLPX-  Allow adding invalid or unreachable paths as a shared backup location for dSources.
74975
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Bug Description
Numb
er

DLPX-  Invalid JDBC connections are not purged from the connection pool when the home is changed.
75026

DLPX-  Improved performance for the Environment Databases pages when there are a lot of databases.
75134

DLPX-  Update exception description is seen when the SnapSync fails for ASE encrypted database.
75363

DLPX- local listener set to null if oracle.lsnr.protocol_registration_order is quoted.
75401

DLPX-  Fix abugthat can cause Oracle RAC VDBs to fail with stale NFSv3 mounts if NFSv4 is also enabled.
75506

DLPX- Insufficient heap memory settings on AlX cause connector and SnapSync to hang or crash.
75532

DLPX-  FIPS compliant algorithms will be used while merging the old and new toolkit directories during
75663  environment refresh.

DLPX-  Delphix may remove Oracle VDB temp tablespaces during Snapsync.
75716

DLPX-  Fixed creation of retention policies workers on replica objects after failover.
75735

DLPX-  Rearranged Syslog configuration dialog inputs to avoid confusion and have a more consistent user
75834  experience.

DLPX-  BEQ processes can hold on to file descriptors leading to hook scripts hanging after upgrading to
75858  6.0.7.0.

DLPX-  Remove hardcoded 5-minute timeout for doDropPDBKeepDatafiles.sh.
76018

DLPX-  TDE SnapSync should ignore WARNING plugin violations.
76140
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Delphix OS Fixes (Activated after optional Reboot)

Bug Number

DLPX-71980

Masking Fixes

Bug
Number

DLPX-57961

DLPX-64329

DLPX-68807

DLPX-69728

DLPX-72383

DLPX-73344

DLPX-74409

DLPX-74415

DLPX-74882

DLPX-74913

DLPX-74941

DLPX-75005

DLPX-75202

DLPX-75235

DLPX-75244

Description

Fix a bug that was causing the Delphix Engine storage pool to fail to import on boot under
certain circumstances.

Description

Inventory export fails silently when a dataFile has fileFormats = NULL.

v5 API: Create an endpoint to copy environment objects in the same/different environment.

DateShift algorithm example should exclude invalid entries in the Ul pop-up.

The active CIFS/NFS mount is getting disconnected after the upgrade.

Masking job hangs due to "Unable to acquire lock for job removal before timeout.".

Internal server error when importing invalid delimited or fixed-width file format.

Masking Engine: Upgrade slf4j-ext-1.7.25.jar to slf4j-ext-1.7.30.jar.

Masking Engine: Upgrade Guava version to 30.1-jre.

Masking's SFTP client no longer compatible with SolarWinds and Goanyware SFTP servers.

Inventory exports do not include the notes field.

Create a sync state on export for syncable objects that have null sync states.

Importing the COMPONENT type algorithm does not change the sync state object type.

Batch Masking and Failed kettle jobs may fail to terminate.

Secure lookup GUI: Add support to specify remote file URI.

Extensible driver test fails "Parameter 'directory' is not a directory" for the removed driver.
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Bug
Number

DLPX-75296

DLPX-75307

DLPX-75308

DLPX-75311

DLPX-75437

DLPX-75440

DLPX-75468

DLPX-75516

DLPX-75520

DLPX-75644

DLPX-75768

DLPX-76267
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Description

Sync import fails for an object having files with space in the filename.

Multi-column algorithm assignment details are missing from CSV inventory export.

SQLFeatureNotSupportException method not supported ...getSchema().

Debug message with %s logged when using Regex Decomposition Algorithm.

LastNameSeparator text box is not disabled for default dlpx-core:FullName algorithm.

XML masking job fails with "Sequencer step still had unwritten rows!".

Upgrade MySQL driver org.mariadb.jdbc:mariadb-java-client from 2.4.1 to latest available
version 2.7.2.

Updated Masking Web API version to 5.1.9.

Fixed an issue that could cause XML masking jobs to stall or fail with the error "Sequencer step
still had unwritten rows!".

Added new "UserDirlsRoot"flag to the SFTP type connector.

Row limiter can still deadlock jobs in some failure cases.

Sync export fails with insufficient memory available in JVM error.

Release 6.0.8.1 Changes

Management Server Fixes

Bug
Numb
er

DLPX-
75804

Description

Some Delphix operations may fail if mount and umount commands, on staging or target hosts, are
setup to run as sudo and if sudo rules prohibit these commands from running with unrecognized

options. The issue is fixed now after removing "-v" added in 6.0.8.0.
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Release 6.0.8.0 Changes

Management Server Fixes

Bug
Numbe
r

DLPX-4
9694

DLPX-6
8764

DLPX-7
0793

DLPX-7
1300

DLPX-7
1471

DLPX-7
1687

DLPX-7
1875

DLPX-7
2046

DLPX-7
2209

DLPX-7
2319

DLPX-7
2705

DLPX-7
2757

Description

Skip parsing of DBCC when code 0 is not present in the DBCC page output. In case the DBCC page has
code 0 but not dbid, use bdbid (present in the buffer section).

VDB SnapShot does not progress if ASE database devices are not on Delphix storage, environment
monitoring raises a fault. Subsequent VDB operations like enable, disable, start, stop, delete,
snapshot, or refresh will fail.

Delphix Engine should not allow linking Oracle DB with null db_unique_name .

For newer ASE versions (>=15.7 SP138 and 16.0 SP02 PLO5 and ASE 16.0 SP03), do not run DBCC PAGE
anymore, as it was an identifier for DBCC CHECKALLOC that is already not run.

Error message asking user to manually perform disable/enable operation or correctly rename the
target database back will be displayed during Start VDB, if VDB does not exist.

Provide a mechanism to enable VDBs up to filesystem mount point.

Fixed a bug that results in a memory reservation not being represented correctly in the Delphix API.

Deletion of vPDB in a vCDB shows this warning, "Encountered an error while shutting down and

cleaning up Oracle files."

Downloading a support bundle is not supported at the same time that an upload of an upgrade image
has been initiated by the same Delphix user.
Fixed an issue where some error dialogs would freeze in Internet Explorer 11.

Connection timeout when deleting remote shipper script can cause a timeout in LogSync client.

ASE sync using Dump History fails for large dump history files.
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Bug
Numbe

DLPX-7
2780

DLPX-7
2904

DLPX-7
3143

DLPX-7
3354

DLPX-7
3489

DLPX-7
3602

DLPX-7
3607

DLPX-7
3623

DLPX-7
3627

DLPX-7
3668

DLPX-7
3669

DLPX-7
3727

DLPX-7
3797
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Description

Timezone is set incorrectly for snapshots of Solaris 10 dSources and VDBs.

Storage capacity now includes usage from all file system objects, not just snapshots.

Fixed an issue where the support bundle dialog showed a loading spinner intermittently while jobs
were running.

Traverse all shared backup locations while syncing, even if some of the paths are invalid or not
reachable.

Fixed bug where adding or editing a parameter using the Ul VDB Config Template "Text" tab was
truncating the parameter's value.

Incorrect mount options used when a single instance RAC is linked as a standalone single instance.
Added paging for days with large numbers of snapshots to prevent slowdown.

Fixed an out-of-memory condition that occurs in SSH tunneling for encrypted log-syncs when storage

latencies are high.

The help text on upgrade replication warnings have been updated to avoid confusion between

Ignored and Resolved.

Fixed Missing security headers.

Cross-site request forgery (CSRF) issue in management Ul.

Fixed an issue where the faults table was unable to navigate to other pages.

Fixed VDB refresh failures due to SQL Server Error 924 after setting VDB to single user mode.
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Bug
Numbe

DLPX-7
4025

DLPX-7
4029

DLPX-7
4057

DLPX-7
4254

DLPX-7
4298

DLPX-7
4362

DLPX-7
4442

DLPX-7
4457

DLPX-7
4529

DLPX-7
4542

DLPX-7
4645

DLPX-7
4656

DLPX-7
4704

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Description

Implemented logic to retry offline database along with a drop database to overcome deadlocks while

off-lining or dropping the database.

VMware Hot-Add memory is not immediately reflected in the system API.

Fixed a typo in "Download Support Bundle" Ul component where the word "suport" was missing a

I’p”-

Ownership of files inside VDB now matches new owner when VDB owner is changed.

Fixed an issue where the user could not upload a keystore with a blank keystore passcode.

Fixes an issue with namespace deletion when the replication receive jobs have been cleaned up.

VDB Enable with attemptStart=false will now mount the datasets so that VDB can be started.

Cluster discovery for Oracle RAC clusters are partially failing on Solaris 10.

Fixed a bug so that an upgrade completes even when jobs fail.

Fixed a bug so that upgrade completion is properly handled after kernel upgrades.

Delphix Engine uses the uptime command to keep track of a target host reboot and auto start VDBs
on the host. In some cases, the output of this command is not what is expected and causes
unintended restart of a stopped VDB. This issue is now fixed.

Oracle errors during doCreateSPFile.sh are not captured.

Fixed a bug where the Dataset scroll does not extend to the bottom of a dataset list, thus truncating
the status of the last dataset in the expanded group.
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Bug Description
Numbe

DLPX-7  Prevent support bundle collection from cancelling replication.
4883

DLPX-7  Talaria TCP fallback fault may be misconstrued if an Oracle RAC node is down.
4911

DLPX-7  Prevent granting replicated roles to users.
4997

DLPX-7  Post upgrade cleanup task may become unresponsive while attempting a migration from 5.3.x to
5083 6.0.x due to several threads stuck in WAITING state.

DLPX-7  Provisioning an Oracle VDB fails if change-archivelog-mode.sh takes longer than 5 minutes.
5095

DLPX-7  Improved performance of the Environment Databases page under certain conditions.
5134

DLPX-7  Fixed "out of memory" issue when processing a large number of objects on the Target engine.
5188

DLPX-7  Addressed a performance issue on the Target engine when receiving large number of replicated
5204 objects.

DLPX-7  Snapshot names are incorrectly redacted in the MDS dlpx_action table in support bundles.
5208

DLPX-7  Fixed areplication issue when there are sources with TLS enabled.
5416

Delphix OS Fixes (Activated after optional Reboot)

Bug Number Description
DLPX-72065 Fixed a bug that can cause a Windows iSCSl initiator to fail connect to the Delphix Engine.
DLPX-72681 Console Delphix status screen shows a Python stack trace if the system is configured with a

static IP address.
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Bug Number

DLPX-73423

DLPX-74216

DLPX-74622

DLPX-75089

DLPX-75524

Masking Fixes

Bug Number

DLPX-66147

DLPX-71318

DLPX-71489

DLPX-72581

DLPX-72653

DLPX-73207

DLPX-73328

DLPX-74152

DLPX-74190

DLPX-74426

DLPX-74612
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Description

Console Delphix status screen shows a Python stack trace if the system has no default route.

Fixed an issue that causes management service failures in low memory situations.

Fixed a bug that can cause a replication job to fail with an internal error.

Fixed a bug that can cause NFSv3 clients to lose locks during upgrade verification.

Fixed a bug that can lead to Oracle data corruption when running VDBs on Oracle 19c with
dNFS.

Description

Environment errors occur after deleting a referenced Mainframe connector.

Transformation - SQL check for CREATE and DROP IDENTITY Column is not using Schema.

Masking plugin APl does not include the plugin author from Jar metadata.

Masking usernames and emails not redacted in support bundles.

Masking Job "Row Limit" Ul shows 20 to be the lowest limit - This has been fixed to reflect 100
as the lowest.

Table name for MSSQL with single quote appears incorrectly on inventory page.

Incorrect tooltip text displayed for Admin link in footer.

Unable to edit ruleset from Ul after adding tab (4 space) as an "End Of Record" in file ruleset.

Sync import of global settings fails with NullPointerException in an extended algorithms
tearDown method.

PostgreSQL driver got updated from 42.2.10 to 42.2.19 version.

Oracle Masking Job fail with FanManager - unable to create ONS subscriber.
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Bug Number

DLPX-74638

DLPX-74844

DLPX-74849

DLPX-74875

DLPX-74881

DLPX-74967

DLPX-74974

DLPX-74990

DLPX-75246

DLPX-75290
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Description

Bad example format in Date Algorithm GUI.

Algorithm Ul breaks with JSON special characters in the algorithm extension JSON.

Adding a new field to a record type via the GUI incorrectly always sets the field to be masked.

Importing pre/post script into the same environment with the same file name and job name
deletes thefile.

Certain algorithm plugins causes minor breakage in Algorithm Settings Screen.

New Date Shift algorithms do not allow for any time zone specifiers in the date format.

InvalidKeyException "No installed provider supports this key: (null)".

Specifying Backspace character("\b") as enclosure for delimited files via APl does not throw an
error, but crashes Ul.

Mask Value Range for Segment Mapping (legacy) not getting saved from GUI.

Cannot use MSSQL or JTDS driver in SDK as extensible framework.

Release 6.0.7.0 Changes

Management Server Fixes

Bug Description

Number

DLPX-39  LogSync failed with "Cannot read archived log due to failure of log shipping script".

006

DLPX-39  Fixed a bug that caused the management service to become inaccessible if the storage pool ran out
245 of space.

DLPX-59  Provisioning a VDB or vPDB failed with unclear error message 'A database with the name "xxx"
155 already exists'.

DLPX-60  Fixed Out of Memory issue when replicating a large number of objects.

317
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Bug
Number

DLPX-60
947

DLPX-62
805

DLPX-62
969

DLPX-64
600

DLPX-67
363

DLPX-67
607

DLPX-67
767

DLPX-70
821

DLPX-71
783

DLPX-72
010

DLPX-72
075

DLPX-72
191

DLPX-72
351

DLPX-72
545
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Description

Replica VDBs will be updated when performing a point-in-time restore.

vPDB provision did not raise an error when a non-provisionable target point-in-time was provided.

Fixed Out of Memory issue when receiving large number of replicated objects.

Skipped connecting to ASE dSources during SnapSync policy runs as it is not applicable for them,

hence prevent recurrent faults that the policy throws for connectivity issues.

Maximum identify provider authentication time age can be customized for single sign-on.

Fix to make Snapsync throw exception if manifest file is missing or of 0 bytes instead of internal error

with null pointer exception.

Fixed a bug that caused the upgrade to hang, while waiting for running jobs to finish.

Allow the entity id for SAML single sign-on to be a URL for compatibility with Azure AD.

doRenameDatafiles cleanup of extra files fails due to file permissions mismatch.

Fixed an issue that prevents changing the default gateway using the network setup CLI.

Maximum SAML response time skew can be customized for single sign-on.

Oracle privilege discovery not performed for all homes if an invalid home exists.

When a user tries to change credentials for a dSource, validating the credentials before updating

them. In case of invalid credentials, showing user an error message about it.

Initial ORA-65294 error not reported to user when vPDB provision fails due to compatible parameter
mismatch.
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Bug Description
Number

DLPX-72  Fix and issue that prevents use of the NFSv4 on some versions of SUSE Linux targets.
652

DLPX-72  Patching Oracle 19C vCDB leads to ORA-25153 as described in 2285159.1.
698

DLPX-72  Fixed issue with SQL Server 2014 dSources with filestreams where sync failed in merging filestream
807 directories due to long path names.

DLPX-72  Datasets hooks script editor properly displays multiline scripts instead of as one long line on non-
882 Chrome browsers.

DLPX-72  Empty string in SNMPv3 USM username creation no longer throws fatal error.
916

DLPX-73  Non-sys user credentials for Oracle sources cannot use password vault.
048

DLPX-73  Fix a bug that prevents the API from displaying the correct number of CPUs or amount of memory
108 assigned to a Delphix Engine after a hot-add operation.

DLPX-73  Fix an issue that prevents the configuration of additional NICs on Azure Delphix Engines.
201

DLPX-73  Fix a bugthat can cause a VDB to fail to mount while other VDBs are being stopped.
202

DLPX-73  Fix a bug that prevents the sysadmin from deleting a default route.
424

DLPX-73  SnapSync job fails with 'internal error during execution' due to ONS/FanManager errors.
527

DLPX-73  Fixed a bug that prevented accessing SDD specs from CLI.
528

DLPX-73  Kerberos ticket expiration date parsing is incorrect after migration from Illumos to Linux.
611

DLPX-73  Provisioning an Oracle TDE-enabled vPDB fails with the error "ORA-28367: wallet does not exist" if
742 the TDE wallet for the target linked CDB is stored on ASM storage.
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Bug
Number

DLPX-73
765

DLPX-73
789

DLPX-74
030

DLPX-74
043

DLPX-74
044

DLPX-74
119

DLPX-74
164

DLPX-74
233
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Description

Fix a file descriptor leak that causes the management service to crash over time.

Auxiliary CDB instance uses dSource keystore location if WALLET_ROOT is configured in dSource.

CDB database password may be leaked as part of environment monitor checks that launch sqlplus
command on the source or target host.

Delphix OS user cannot provision TDE-enabled vPDB due to directory permissions in the default
wallet location.

Delphix OS user cannot provision TDE-enabled vPDB in Delphix-writable keystore location due to
directory permissions.

Drop database fails if default database is set to any other than master.

Sync fails with db.aseldb.source.dump_history.incomplete_stripes after dump history file is purged
and Use dump history is enabled for the dSource.

During failover of a namespace, if there is a collision between an environment in the namespace with
one on the target engine, the namespace environment will get renamed if its host does not match
that of the environment on the target.

Delphix OS Fixes (Activated after optional Reboot)

Bug Number Description

DLPX-73390 Improve replication receive throughput.

DLPX-73393 Improve write performance under extreme disk fragmentation.
DLPX-73280 Improve write performance under extreme disk fragmentation.
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Masking Fixes

Bug
Number

DLPX-45399

DLPX-57910

DLPX-67246

DLPX-70837

DLPX-70844

DLPX-70885

DLPX-71125

DLPX-72036

DLPX-72121

DLPX-72424

DLPX-72501

DLPX-72509

DLPX-72551

DLPX-72731

DLPX-72734

DLPX-72878

DLPX-72879
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Description

Improve masking test connector errors.

Control character field delimiters are replaced incorrectly in delimited file masking.

The Ul and the API should have the possibility to LOCK a user account.

Update MDS "All Privileges" role to have correct privileges.

End of Record options for file masking is misleading.

Masking APl to submit update password request with forgot password token.

Masking Bundle generation is very slow.

Ul sync operations initiate but fail; no evidence in MDS or logs.

Algorithm description field limit on Ul should be same as new API limit i.e 8192.

String masking algorithm results in null values when masking oracle LONG(0) columns.

Regression in delimited file allowed Delimiters.

DateShift cast of DATE to DATETIME is not range cognizant.

FreeTextRedactionExtension translator does not properly set profileSetld when API version is
v5.1.3 or less.

Incorrect handling end-of-record (EOR) character embedded in an enclosure.

The plugin VIEW privilege is no longer required to add, update, or delete a plugin.

Migration V2019.04.11.0 wrongly assumes role with role_id==1 always present.

Extensible algorithm numeric to string conversion is inconsistently producing input String with
scientific notation.
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Bug
Number

DLPX-73068

DLPX-73157

DLPX-73187

DLPX-73302

DLPX-73327

DLPX-73384

DLPX-73441

DLPX-73477

DLPX-73599

DLPX-73671

DLPX-73702

DLPX-73805

DLPX-73886

DLPX-74055

DLPX-74135

DLPX-74185

DLPX-74188
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Description

Fixed an issue that causes numeric algorithms using the extensibility framework to fail when
applied to fixed-width files.

Masking job queued failing immediately as unable to get the execution ID.

Custom sqlinside the ruleset is not getting auto-generated in case the custom property file is
used.

Remove GUI validation to support multiple characters for the delimiter.

Job with multiple tables/files that differs only by case run indefinitely.

Special characters in mysql database instance names are not properly escaped.

Masking IP on DB2 using 'Direct Row Access' with ROWID is failing with conversion error.

Prevent locked user accounts from logging in when SSO is enabled.

Fixed an issue that causes loss of sub-millisecond precision when processing MS SQL Server
datetime types.

Uploading Hive driver on the masking engine is failing with InsufficientJvmPermissionException.

Extended Connector Profile Job fails with FilePermission required for "target": "/tmp/
jtds2094637632459524041.tmp" with "action": "write".

Masking Ul: SM editor spins when create 4 * alpha-numeric segments.

Upgrade Masking APl version to v5.1.7.

Allow masking admin users to have api access rights revoked.

Empty string delimited inside of enclosures results in masking job failure.

Character Mapping algorithms with more than 3 characterGroups do not display correctly in UL.

Masking connector properties API/Ul needs to redact passwords.
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Bug Description
Number

DLPX-74292  Custom property file is getting ignored for the source connector in case of OTF job resulting in
job failure.

Release 6.0.6.1 Changes
Management Server Fixes

Bug Number Description

DLPX-73848 Fixed an issue that can cause the management service to fail to start after upgrade on systems
that have had SNMP enabled.

DLPX-73859 Fixed a file descriptor leak triggered by faults and alerts that can cause the management
service to fail.

Release 6.0.6.0 Changes

Management Server Fixes

Bug Description
Number

DLPX-47 VDB recovery failed when files other than archive logs were detected by Oracle.
065

DLPX-47  Fixed the bug where VDB directory under the DelphixConnector directory was not being removed
493 from the target host on MSSQL VDB deletion.

DLPX-48 Added sorting parameter to network test APIs.
046

DLPX-61  Replication may send more data than expected if masking involves dropping large DBF files.
405

DLPX-61 = The height of the storage configuration list was limited to show 3 disks at a time. It will now
525 dynamically grow with the number of disks.

DLPX-63  Increased connector timeout from 10 minutes to 30 minutes to avoid unnecessary faults due to
603 timeout during Validated Sync operation.
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DLPX-67  Delphix Engine hostname change is now immediately reflected in Splunk events.
368

DLPX-67 = Fixed an issue that caused the management service to remain offline following an out-of-space
593 condition.

DLPX-68 Introduced better handling of UniversalConnectionPoolException errors during SnapSync.
531

DLPX-69  Oracle environment discovery failed due to an unhandled exception occurring at insert into
759 dlpx_faults.

DLPX-69  Fixed a bug that caused network configuration problems when removing and adding additional
852 NICs.

DLPX-70  Redaction of usernames took forever on tables with millions of entries.
426

DLPX-70  move-to-asm.sh fails if timing is set in glogin.sql.
583

DLPX-70  Removed Failed Actions section of Actions sidebar, in favor of manually dismissing from Running
638 Actions and falling to Finished Actions section.

DLPX-70  Removal of all instances in a RAC VDB should not be allowed.
653

DLPX-70  Fixed issue related to the creation of empty DisableBroker.sql on the windows machine in case
808 DisableBroker.sql execution fails in the first attempt.

DLPX-70 = Added more detailed error message for when the Delphix Engine fails to push a script to windows
896 host.

DLPX-70 = Fixed an issue that causes job progress to not update in Self-Service.
919

DLPX-70 = Fixed a bug that results in a Delphix Engine remaining powered on following a shutdown from the
928 user interface.

DLPX-71 = For AG databases, a full backup is not required even recovery fork guid changed but the LSN chain
093 didn't break because of transactional log backups.

DLPX-71 = Unable to ignore snl.bct.needed warnings if Block Change Tracking is legitimately disabled on an
097 Oracle dSource.
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DLPX-71
153

DLPX-71
370

DLPX-71
685

DLPX-71
865

DLPX-71
961

DLPX-72
031

DLPX-72
066

DLPX-72
083

DLPX-72
131

DLPX-72
265

DLPX-72
340

DLPX-72
386

DLPX-72
452

DLPX-72
495
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Recovery of PDB should fail if the database is down after offlining datafiles.

While deleting initiator in windows environment deletion operation, delete all the views as well for

that initiator.

VDB is auto disabled if the hook fails.

Reduced the size of support bundles.

When a PDB is selected for replication, its CDB and all other PDBs in the parent CDB get

automatically selected for replication.

Going forward, in the above scenario, while the CDB will get selected, its other PDBs will no longer

get selected.

Fixed VDB refresh operations failures due to 'DB STARTUP' background process spid greater than 50.

Migrate VDB verifies against the old configuration, rather than new.

Fix an issue that causes a fully-qualified hostname to be changed on upgrade from 5.3 to 6.0.

Added namespace support for HashiCorp password vaults.

doCreateTempfiles.sh.template exits with code 0 on failure.

Incomplete recovery not detected during provisioning.

Unlock Solaris x86 Solaris -> Linux x86 provisioning.

For clusters with long hostnames, vPDB sync fails with exception.oracle.accessor.instances.missing.

Fixed a bug that prevents the application from coming up after an upgrade
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DLPX-72  Delphix no longer logs environment variables in logs on connected hosts since this could leak
686 sensitive information such as passwords that are sometimes stored as environment variables on
database hosts such as for the ASE database.

DLPX-72 = Fixed a Snapsync performance issue.
730

DLPX-72  SnapSync job fails with 'internal error during execution' due to ORA-01652.
790

DLPX-72 = The scenario which was causing the null pointer has been fixed now.
862

DLPX-73  Validation of connection to a container for PDBs should allow connecting to CDBSROOT.
300

DLPX-73  Added platform detection for ESX 7.0ul.
311

DLPX-73  Replication of policies between two engines, in a loop, could lead to OOM exceptions.
449

Delphix OS Fixes

Bug Number Description

DLPX-72990 Addressed a minor CVSS 5.9 security issue with no known attack vectors.
DLPX-73067 Fix for CVE-2020-10753.

DLPX-73069 Fix for CVE-2020-12059.

DLPX-73070 Fix for CVE-2020-1760.

Delphix OS Fixes (Activated after optional Reboot)

Bug Number Description
DLPX-71924 Fixed a bug that causes support bundle collection to fail with an internal error.
DLPX-72918 Fixed a system crash that can happen when replicating a masked VDB using SDD.
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Bug Number Description

DLPX-73147 Fixed a bug that can cause a replication source to crash if it had run replication while
runningon 5.0.
Masking Fixes

Bug Description
Number

DLPX-598  Fixed an issue causing jobs to fail with out of memory or stack overflow exceptions when the
42 number of tables exceeded a threshold of approximately 800 per stream. It should no longer be
necessary to set job streams greater than 1 to avoid this issue.

DLPX-644  The Roles APl is missing elements for the following categories: Custom Algorithms, Diagnostic,
93 Inventory Report, and Approve Inventories.

DLPX-713 = Settings link is missing from footer for user without setting permissions
96

DLPX-713  Settings link in footer redirects to profilerSettings.do instead of default jdbcDriver.do
97

DLPX-718 Database Tokenize/re-identify job's commit size is not set to default post-upgrade
30

DLPX-720  MSSQL JDBC Urls should accept 'database’ as a valid parameter
79

DLPX-720  Some extended connectors db drivers - throw errors for connection properties they don't
95 understand

DLPX-723 = Exposed DEFAULT_MULTIPHI_ALGORITHM setting via API.
11

DLPX-723  Edit Custom Algorithm - Name of Previously Uploaded File No longer Visible.
85

DLPX-724  Large environment export hangs.
60

DLPX-725 "Add Application" option should be on top inside the action dropdown list.
64
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Bug
Number

DLPX-727
04

DLPX-728
67

DLPX-730
82

DLPX-732
12

DLPX-733
38

DLPX-735
02
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Description

Expanded LK table text limit 1024 characters.

Mssql driver is not working with the extended connector in case the instanceName is given in the
JDBC url.

Unable to assign algorithm to XML fields which contain special characters.
Copying an environment that contains a profile or tokenization job causes the environment export
to fail with NullPointerException.

XSS attack is getting executed on the environment overview page.

OTF job with generic connector is failing.

Release 6.0.5.0 Changes

Management Server Fixes

Bug
Number

DLPX-23
360

DLPX-69
155

DLPX-67
316

DLPX-70
766

DLPX-70
785

Description

The unistallation of the Delphix Connector installer should succeed even if one of the component

connector services doesn’t exist.

Reduced the time taken to generate support bundles in some cases.

Recreating a controlfile against an Oracle source may yield misleading error during snapshot.

JDBC driver updated to resolve intermittent JDBC connection failures due to JDBC SSL bug.

Options passed to VDB mounts on target AIX hosts did not include read and write size values. This fix
adds the rsize and wsize parameters to mount command depending on the maximum values host is
configured to support.
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DLPX-70  Enabling Validated Sync while SAP ASE SnapSync job is running leaves staging database
741 unrecoverable.

DLPX-69  Fixed a bug that causes a network interface to become unconfigured if its MAC address changes.
865

DLPX-71  If LogSyncis suspended when performing SnapSync of a standby database in real-time apply,
233 SnapSync attempts to backup the archived logs which can cause SnapSync to become
unresponsive.

DLPX-69  UEM/Hostchecker directory ownership checks fail on HPUX environment with long usernames.
800

DLPX-69  Provided mechanism for the user to bypass corrupted/incomplete jdbc libraries.
807

DLPX-66  Bundle ID "fault.environment.configuration.file.owner" reports insufficient host address.
585

DLPX-65  createDelphixDBUser.sh fails when "@" used in the password.
739

DLPX-70  SAP ASE database provisioning fails if the source database has holes in log fragments.
973

DLPX-71  Improved error handling for Oracle memory configuration errors.
532

DLPX-62  Allowed assigning privileges over replicated objects through the Ul.
987

DLPX-71  TIMEFLOW_REPAIR incorrectly skips a log because of "wrong database".
593

DLPX-71  Added NFSv4 support on AlX for Oracle and SAP ASE.
751

DLPX-71  Dynamically disable RPC services if NFSv3 is no longer in use.
736

DLPX-71  Network DSP Test between versions 5.3 and (6.0.3, 6.0.4) is fixed.
172
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DLPX-71  Replicate non-data objects like delphix engine users, authorizations, roles, permissions, policies and
513 DB config templates.

DLPX-71  Unable to load dummy recovery database dump due to SAP ASE error 15728.
305

DLPX-71  Enabling SAP ASE dump history causes IllegalStateException in
172 getDumpListFromLastRestoreDateAndFiles due to timestamp mismatch because of TZ.

DLPX-71  SAP ASE internal error raised when dump history file is purged using sp_dump_history.
178

DLPX-65  Fixed arace condition between a DB_DELETE job and the Oracle retention policy worker for the
101 same container that can lead to a deadlock between the job and the worker.

DLPX-71  Fixed an issue that causes the Delphix Engine UUID to change upon rebooting in IBM Cloud.
918

DLPX-71  Fixed an issue where upgrading an Oracle dSource or changing the environment user in a linked
141 Oracle dSource fails with the error "SOURCE_UPGRADE job for xxx failed due to an internal error
during execution."

DLPX-71  Updated Ul time zone library to IANA 2020a.
611

DLPX-70  Fixed a memory leak during incremental replication.
349

DLPX-72  Fixed an issue that prevents 5.3.x - 6.0.x upgrade if a static route exists that goes over a DHCP
038 interface.

DLPX-72  Fixed a bug of always order hooks alphabetically rather than the running order set by users.
148

DLPX-71  Allowed Enable/Disable of VDB if its current Timeflow has at least one snapshot.
971

DLPX-72  Changed the Time Point field on a VDB back to reflecting the point on the parent the VDB was
115 created from, but displayed in the timezone of the parent.

DLPX-71  6.0.4.0 can no longer interact with 5.3.x remote Masking Engines.
995
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Delphix OS Fixes (Activated after optional Reboot)

Bug Number

DLPX-70675

Masking Fixes

Bug Number

DLPX-62372

DLPX-70685

DLPX-71387

DLPX-71540

DLPX-71686

DLPX-50282

DLPX-71666

DLPX-71758

DLPX-71734

DLPX-71824

DLPX-71159

DLPX-71915

DLPX-71531

DLPX-72003

Description

Fixed a bug that causes the system to become unresponsive after expanding multiple
storage devices.

Description

APl authorization token used by the Ul expires before the Ul login session.

Removal of format installation via FTP, SFTP, and mount for XML and Mainframe File Format.

Editing recordType to change recordTypeQualifier results in empty JSON.

Added Application option is not displayed to the user without copy environment permission.

Deleting all mountFilesystem objects nor rebooting does not stop the running portmapper and
auxiliary NFS RPC services.

Masking support for Oracle XMLType.

Characters in Ignore Characters causes Non-Conforming error in Segment Mapping.

Propagated SSL related system properties set in Tomcat to Kettle.

Masking SQL Server datatype datetime2 generate conversion error.

DB-To-Flle masking job failure.

Uploading copybook file format fails if a filename contains multiple full stops.

Segment mapping doesn't mask and reports success when positions are misconfigured.

Extended algorithm internal conversion of numeric to string types produces unexpected
results.

Newline characters in the description of an extended algorithm break the Algorithm Settings
ul.
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DLPX-72028 Using Algm-SDK 1.1 on Windows, algm builds fail w/ 'lllegal char <:> at index 2:'.
DLPX-72128 Overly aggressive quoting of Oracle usernames breaks proxy users.
DLPX-72194 Upgraded MSSQL driver to latest version 8.4.1.
DLPX-72267 Made default API version configurable through application settings.
DLPX-72263 Domain value is not retained on defining a file field causing NPE while job execution.
DLPX-72308 RPC serviceUser can delete an active mount which resulted in active RPC services.
DLPX-72367 Null Pointer Exception when applying a String type extended algorithm or non-legacy Secure
Lookup to numeric type columns.
Release 6.0.4.2 Changes

Management Server Fixes

Bug
Number

DLPX-72
155

DLPX-71
141

Description

Fixed an issue that can render a Delphix Engine unbootable if a reboot occurs after upgrade
verification but before the upgrade is applied.

Fixed an issue where upgrading an Oracle dSource or changing the environment user in a linked
Oracle dSource fails with the error "SOURCE_UPGRADE job for xxx failed due to an internal error
during execution."

Release 6.0.4.1 Changes

Management Server Fixes

Bug Number Description

DLPX-71930

Fix a bug that causes feature flags to be disabled when upgrading to 6.0.4.0.
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Release 6.0.4.0 Changes

Management Server Fixes

Bug
Number

DLPX-68
173

DLPX-68
773

DLPX-69
573

DLPX-69
634

DLPX-69
962

DLPX-66
045

DLPX-70
37

DLPX-68
277

DLPX-70
288

DLPX-70
832

DLPX-68
495

DLPX-70
788

Description

Resolved an issue where temporary database backup/device files created for cleaning up the target
database were not being deleted.

The management stack runs out of memory as the environment monitor does not purge stale
objects.

Allow linking an Oracle PDB with a lowercase name.

Allow provisioning an Oracle PDB with a lowercase name.

After detaching a PDB, perform unplug/plug, and attach again, if disabled is performed before
SnapSync, the PDB can no longer be enabled.

Prevent Self-Service Container branches getting into an unusable state by blocking deleting the last
segment of branches.

Snapsync performs an unnecessary checkpoint.

Users will see the detailed error message upon connection failure to Delphix connector during OS
user validation and there will also be a "More" button with an error message which will open an
error popup with all error details.

On the "Add Environment" screen when OS user validation will get fail, they will see the "More"
button along with the error message. When the user clicks the button, an error popup opens with all
details of the error and suggested action.

NFSv4 support for appdata sources running on AlX.

Fixed GUI reporting conflict information when creating a Retention Policy.

Added Environment User field for MSSQL sources in Datasets -> Configuration -> Source tab ->
Staging Environment section.
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Number

DLPX-58
047

DLPX-67
931

DLPX-59
910

DLPX-55
476

DLPX-71
168

ORB-328
5

DLPX-71
006

DLPX-71
334

ORB-328
6

ORB-311
7
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Description

Fixed bug where the sort sequence was incorrect. Fixed in Hook Operation Templates.

Provision against VPDB after create/drop a new tablespace failed with
exception.oracle.targetscripts.rename.datafiles.

Comps.xml associated with Oracle Homes are marked as unparseable if they are longer than 65535
characters.

CLI provisioning fails when the mount point provided includes quotes around the path.

Changed type to text and spaced "Secret Key" and "Username Key".

Support using api.delphix.com as a proxy for verifying the Cloud Agent binary's code signature
certificate.

Allow provisioning across patch versions for Oracle versions on or after 18.X.

Migrate NTP configuration when upgrading between 5.3 and 6.0.

Communication with Data Control Tower servers is now routed through the web proxy when one is
configured for the Engine.

Summary: Increase an action's failure message size to 256 characters so users can view large failure
messages.

Masking Fixes

Bug
Number

DLPX-694
07

DLPX-694
76

Description

Hybrid jobs are not syncable.

File connector sync throws an error for missing passwords.
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Bug
Number

DLPX-698
34

DLPX-700
53

DLPX-702
65

DLPX-704
12

DLPX-678
86

DLPX-705
67

DLPX-706
42

DLPX-696
99

DLPX-675
01

DLPX-630
65

DLPX-691
24

DLPX-706
51

DLPX-708
78

DLPX-634
91
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Description

The user without permission can access Ul components using a direct URL.

VSAM job performance still poor when file wildcards are used due to flaw in DLPX-68780 fix.

NPE along with 'problem-saving mapplet' pop-up is displayed for invalid filereferenceld.

OTF Masking SYBASE could not mask 2 tables with the same name but different owners.

Updated the SAP ASE (Sybase) JDBC Driver.

Implemented a job queue to regulate memory consumption.

Copy Ruleset performance improvement.

VSAM Masking - Inventory blank after Copy Rule Set fails to copy and corrupts Rule Set and File

Format.

Fixed an issue that caused Delimited and Fixed-width data level profiling jobs with an FTP or SFTP
connector to hang on large files.

Updated jquery.js library for Masking to 1.12.0d.

Fixed an issue discovering column metadata for Oracle databases that could result in incorrect
column lengths and masking jobs failing on update because values are not trimmed correctly.

application_nm is not trimmed automatically during an upgrade.

Fixed an issue where an on-the-fly Masking job with the disable constraints feature on attempted to
use null as the database password.

File Masking OTF jobs create the file at the end of the job instead of continuously writing masked
rows.
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Bug
Number

DLPX-599
52

DLPX-703
95

DLPX-708
07

DLPX-706
62

DLPX-710
00

DLPX-709
82

DLPX-712
35

DLPX-713
20

DLPX-713
10

DLPX-714
24

DLPX-715
30
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Description

OutOfMemory in File Masking when masking large or many files.

Renamed Delphix FT algorithm properties "Blacklist" and "Whitelist" to "Denylist" and "Allowlist".

Removed Row Types for Database Inventory.

Removed Scheduler from Masking.

Fixed an issue where CLOB and NCLOB masked values were being incorrectly truncated on Oracle.

Refresh the ruleset for the fix to take effect.

Masking LDAP user is locked locally when LDAP auth fails.

In the monitor screen, all tables show failed if any tables are failed.

Removed/hid the environment export checkbox from the roles page.

The profiling job fails if a profiler set matches all columns of a table using column profiling.

Disable triggers, drop constraints, drop indexes, prescripts and postscripts target source database

with OTF jobs and advanced connectors.

Unmasked values with only spaces result in (null) masked value.
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Release 6.0.3.1 Changes

Delphix OS Fixes (Activated after optional Reboot)

Bug

Number

Description

DLPX-71339  Fixed an issue that can cause the Virtualization Management service to become inaccessible

when the system memory became highly fragmented.

Release 6.0.3.0 Changes

Management Server Fixes

Bug
Numbe
r

DLPX-63
192

DLPX-67
708

DLPX-66
878

DLPX-68
668

DLPX-68
539

DLPX-62
027

DLPX-67
830

DLPX-69
067

DLPX-68
491

Description

More details will be displayed in the error message in case DB_SYNC fail due to missing SELECT
permission on database 'msdb'.

Removed unnecessary Source Continuity source-archive file system.

A meaningful error message will be displayed in case the user is missing 'VIEW ANY DEFINITION' and
'VIEW SERVER STATE' permissions on AG Instance and linking is performed.

Fixed the issue when Environment discovery fails with Internal Error when Oracle DB instance name
is> 15 characters.

Added support for Read-Only Oracle homes.

Fixed a bug that causes factory reset to fail when there are provisioned VDBs.

Eliminated a virtualization management service crash caused by egregious use of memory by
environment monitoring.

Enabled NFSv4 support for older RedHat NFS clients.

Fixed an issue when SCAN Listener is not discovered for Oracle 19c Cluster Environment.
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DLPX-68
931

DLPX-69
350

DLPX-62
602

DLPX-69
579

DLPX-69
104

DLPX-58
561

DLPX-68
831

DLPX-68
323

DLPX-69
561

DLPX-69
625

DLPX-65
357

DLPX-65
215

DLPX-57
988

DLPX-70
018

DLPX-66
671
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Improved replication throughput by parallelizing data streams.

Fixed an issue where in some cases a VDB's Time Point would not appear.

Prevented a full snapsync after detecting an incarnation change of and reverting to a previous

incarnation of an Oracle database.

Resolved the issue of intermittent failure of DB_SYNC for source database full backups containing in-
memory tables which were caused due to improper merging of filestream folders.

Fixed an issue when Environment Monitor task monitors replicated entities could lead to Out of

Memory.

Increased online Redo Log size when using VDB Provisioning defaults from 50mb to 1024mb.

Storage is removed even when the drop database fails, causing ASE error 823.

Linking will not fail in case a slash is used as the path delimiter on the source database.

Allowed NoLogging Diagnosis to be shown and edited for Oracle CDBs.

Fixed an issue that causes the CLI to hang when deleting an object.

Source Environment selection in Attach dSource dialog is now alphabetically sorted.

Fixed an issue where Hotfixes aren't listed until after management service restarts.

The increased timeout of doShutdownOraclelnstance.sh script from 20 seconds to 10 minutes.

Resolved the issue where during validated sync, fault "fault.mssql.source.next.backup.missing" was

caused due to backupsets with similar first and last [sn.

dSource selection in dSource Linking Wizard is now alphabetically sorted.
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DLPX-65 MSSQL server cluster address is now editable through the Environments GUI.
723

DLPX-69  Gracefully handle accelerated networking on Azure.
514

DLPX-68 Implemented retries with some time delay in case of a failure while switching database user mode.
942

DLPX-56  Some orcl_log_info entries have a very large and incorrect end_scn (281474976710655).
626

DLPX-67 Deleted users' actions should be included in the action/audit log API results.
579

DLPX-69  Enhanced instruction text relating to SSH when editing environment users.
863

DLPX-70  Removed excessive debug logging for DSP connections which results in fast rollover of debug logs.
081

DLPX-66  CLI/API calls to refresh/rewind vCDB directly should be disallowed.
203

DLPX-67  RHEL 7.6 connector log shows Unidentifiable version string: RedHatEnterpriseServer 7.6.
194

DLPX-66 = When VDB is disabled, environment configuration can now be edited in the Ul.
754

DLPX-62 A wrong certificate is identified as an issuer of a self-signed certificate in rare cases.
095

DLPX-69 Do not require an issuer to be present or keep the full chain intact on Truststore operations.
243

DLPX-59  Permit non-CA certs in user Truststore.
331

DLPX-60 Changed error message when there are no compatible installations on provisioning.
779

DLPX-69  Provisioning failures due to BitLocker encryption will be identified and a proper error message will
518 be displayed.
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DLPX-64
797

DLPX-70
039

DLPX-70
089

DLPX-64
207

DLPX-68
857

DLPX-64
435

DLPX-69
604

DLPX-39
882

DLPX-67
425

DLPX-70
433

DLPX-68
582

DLPX-61
335

DLPX-70
639

DLPX-66
259
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Fixing memory leak in hk2 library.

Password vault migration nullifies ASE linked source dump credentials.

Protection against a variant of billion laughs attack (XML entity expansion).

Added API support to revert from static to DHCP DNS settings.

Faults reported for Oracle Home missing where the Central Inventory does not show this Oracle

Home present.

Exclusively specifying 'required' parameters to discover Oracle cluster via CLI results in an exception.

Alerts & Faults are reported for hosts in a namespace that can cause Out of Memory issue.

Prevented cloning of Tiimeflow storage for Oracle source continuity.

Resolved an issue when validated sync (with full/diff) restored multiple backupsets and a restore
failed with a SQL server transient issue after a source continuity reset event resulting in a state where
no operations could be performed on the dSource.

"DLPX_EXECUTE_SQL_CLEANUP_RETRY" will also print nested SQL error messages in case of

command failure.

Customers now have access to an API to display the Engine License information.

Displayed in confirmation dialog the name of the user being deleted.

Resolved output buffer issue while identifying BitLocker encryption during provisioning on Win19.

Updated messages on the upgrade page when the operation fails.
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DLPX-70  Bumped up connector version for NET 4x installer as shipped OpenJDK version had been upgraded.
782

Delphix OS Fixes (Activated after optional Reboot)

Bug Number Description

DLPX-68995 Improved performance of dataset deletion.

DLPX-68997 Improved single connection replication throughput.

DLPX-68999

DLPX-70697 Addressed an issue that causes long periods of I/O unresponsiveness.

DLPX-70703

DLPX-69953 Fixed a bug that can cause a Windows iSCSl initiator to fail to connect to the Delphix
Engine.

DLPX-70512 Fix a hangin the 1/O subsystem that can cause the Delphix Engine to become

unresponsive.

Masking Fixes

Bug Description
Number

DLPX-6387  ExecutionComponent status for unwritable files was incorrect when masking over SFTP.
4

DLPX-6812  Masking Engine does not re-read Kerberos config dynamically.
3

DLPX-6872  Upgraded tomcat to 9.0.31 or later.
5

DLPX-6965 loginid did not support '@' when creating connectors.
5

DLPX-6949  MSSQL driver requires java.net.socketpermission to accept permission which is not present in
2 MDS.

Release Notes- 166


http://java.net

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

DLPX-6949  Execution event is not getting generated for profile job in case of missing permission.
3

DLPX-6976 = Masking Jobs, fail to save added Pre-Scripts.
1

DLPX-6976  Masking GUI: Remove any script from masking job dialog removes both the scripts.
6

DLPX-6978  Export/Import Environment using engine sync API.
2

DLPX-6978 Ul based Export Global Object using engine sync API.
0

DLPX-4685  Switch from jTDS to Microsoft SQL Server JDBC driver.
3

DLPX-6538  Masking Jobs with commit size>=340 are getting failed on Azure Managed SQL instance.
0

DLPX-6981  Secure_shuffle algorithm fails for decimal data type using extended connector.
5

DLPX-6980  Inventory Ul is susceptible to URL based XSS attack.
6

DLPX-6977  Mapplet's input and output fields are susceptible to XSS attack.
9

DLPX-6983  Import Environment using sync API.
2

DLPX-6983  Ul: Import Global Object using sync API.
3

DLPX-6986  Define Fields 'Field Name' input is susceptible to XSS attack.
1

DLPX-6988 XSS scriptin file pattern is getting executed.
8

DLPX-6996  Unable to Edit File format if the Enclosure is set to " (double quote).
0
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DLPX-6967
1

DLPX-6992
2

DLPX-6994
1

DLPX-6998
9

DLPX-6992
0

DLPX-6991
9

DLPX-6991
7

DLPX-7005
5

DLPX-7004
6

DLPX-7005
0

DLPX-7007
4

DLPX-6985
1

DLPX-6967
2

DLPX-6995
4

DLPX-7017
8
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Delimited File Masking with delimiter inside enclosure is handled incorrectly.

Inventory Ul is susceptible to XSS attack using malicious column names.

Error report on job monitor page is susceptible to XSS attack.

dateFormat field of date algorithms is susceptible to XSS attack.

Import/Upload file Ul is susceptible to iframe based XSS attack, throughout the application.

Redaction value input field of Free Text Redaction algorithm is vulnerable to XSS attack.

Export Inventory Ul is susceptible to URL based XSS attack.

Masking - Inventory for oracle always picking up NUMBER (22) instead of real NUMBER definition.

OTF job with decimal data type and secure shuffle algorithm is changing the last digit after the

decimal point of the unmasked column in case of Hana database.

CSV and XML file masking performance improvements.

Copying an environment does not create a sync state.

Masking jobs fail to set fetch size large enough in the input step query.

Delimited File Masking and Segment Mapping is not ignoring delimiter if specified as ignore

character.

Delimited file masking row parsing incorrect when a field contains multiple enclosure characters
and a delimiter.

Delimited Files: Improve validation for delimiter and enclosure from API.
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DLPX-7018  Improved validation for delimiter and enclosure from GUI.
2

DLPX-7021  "Max number of jobs" Setting on masking engine should be APl accessible.
7

DLPX-7037  For the multi-tenant job, the source connector dropdown doesn't show the connector in the list if
9 the connector instance name contains the space in between.

DLPX-7055  searchEnvironment parameter in URL is vulnerable to XSS attack.
8

DLPX-7055  Copy Ruleset has a scale performance issue with a large number of tables/columns.
7

DLPX-7064  Unmasked data logged in the support bundle logs when using extended connector with
1 enable_logger functionality on

Release 6.0.2.1 Changes

Management Server Fixes

Bug Number Description
DLPX-70065 Provisioning a VDB from a dSource or another VDB will fail if the following conditions are
met:

+ Delphix Engine has at least one dSource and a VDB created using a Python plugin prior
to the upgrade

+ Delphix Engine was upgraded to 6.0.2

+ Provisioning was attempted from the Ul after the completion of the upgrade

DLPX-69350 Fixed an issue that the time point attribute of a VDB is not shown.

Delphix OS Fixes (Activated after optional Reboot)

Bug Number Description
DLPX-69864 Fixed an issue that causes MSSQL operations to hang after the reception of an iSCSI LUN
reset.
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Release 6.0.2.0 Changes

Management Server Fixes

Bug
Number

DLPX-628
06

DLPX-675
67

DLPX-278
07

DLPX-683
85

DLPX-627
82

DLPX-627
38

DLPX-687
22

DLPX-685
79

DLPX-686
89

DLPX-689
57

DLPX-630
88

DLPX-479
7

DLPX-641
25

Description

Fixed an issue where provision against PDB after unplug/replug against the same linked PDB fails

with exception.oracle.targetscripts.controlfile.create.

Oracle Source Continuity creates an unnecessary source-archive file system on zfs.

LogSync may fall behind when connected to an Oracle physical standby database in Real-Time

Apply mode.

Customer provided Oracle Java missing in the search path for Java on hosts.

Reducing the number of nodes for RAC VDB and VDB in NOARCHIVELOG mode may result in

ORA-00258 errors during VDB enable operation.

Better error message when plugins are uploaded out of sequence.

The product now recognizes VMware with BIOS date of 12/12/2018 as VMware 6.7.0u2.

SnapSync of Oracle 19¢ DB with encrypted tablespace fails with fatal exception "Block header 91 is

not empty".

Fixed the issue where a huge number of error messages from ASE caused OutOfMemory Error.

Always On AG discovery will not fail in a multi-subnet environment.

Can now recover multiple Self-Service containers at the same time.

Improved handling of snapshot standby.

SnapSync failed with exception.oracle.dsource.sync.no_hosts.rac on RAC clusters with very long
hostnames.
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Number

DLPX-625
84

DLPX-686
57

DLPX-691
21

DLPX-681
67

DLPX-690
82

DLPX-586
00

DLPX-658
96

DLPX-579
03

DLPX-688
78

DLPX-692
71

DLPX-667
15

DLPX-689
29

DLPX-689
30

DLPX-692
45
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Description

PDB enable failed after migration if mountBase has a trailing slash.

Virtualization can now fetch jobs from Masking engines configured with HTTP redirection.

Itis no longer mandatory to have at least one enabled system administrator with local credentials.

Fixed an issue where too many requests were being sent for Faults from the Datasets pages.

Large stderr produced by failed rsync jobs are truncated to prevent Java OutOfMemory errors.

Datasets filter updated so that all items within a group that matches the filter string are displayed,

even if the items contained in the group do not match the filter string.

VDB deletion failed due to the inability to delete LogSync worker.

Improved diagnosability of PDB discovery issues.

Fixed issue where start/stop buttons were not being displayed in the RAC instances configuration

table.

Enabled replication smart failover by default.

The user-visible name for Oracle cluster objects is being replaced with the Oracle cluster name. For

windows clusters, the user-visible name is being replaced with the cluster address.

Changed default replication settings for better out of the box performance.

Improved replication throughput when sending multiple timeflows.

Fixed a memory leak that occurs when experiencing connectivity errors.
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Bug Description
Number

DLPX-693 At least one non LDAP system user should be enabled when the LDAP server is being disabled.
1

DLPX-685  LDAP principal fields were not being redacted in phone-home bundles.
75

DLPX-685  Self Service Recover operation failed due to missing Timeflow.
28

Delphix OS Fixes

Bug Number Description

DLPX-66808 Re-introduced console splash screen with IP address and service states.

Masking Fixes

Bug Number Description

DLPX-65833 Removed unnecessary error out on passwords being provided for file connectors using the
mount mode.

DLPX-65319 New API endpoint for mainframe-dataset-record-type.

DLPX-68153 If creating a mapping algorithm in the Masking Ul fails, the failure is now properly reported to
the user.

DLPX-67882 Upgrade the PostgreSQL JDBC driver to version 42.2.10.

DLPX-58184 List rule sets alphabetically on the inventory page.

ES-662 Added Sync support for data set connectors.

ES-664 Added Sync support for mainframe data set formats

ES-671 Added Sync support for Mainframe data set jobs

ES-665 Added Sync support for Mainframe data set rule sets.
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Bug Number

DLPX-68786

DLPX-67517

DLPX-68842

DLPX-68985

DLPX-68780

DLPX-67886

DLPX-65841

DLPX-69156

DLPX-69238

DLPX-69244

DLPX-69154

DLPX-69622
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Description

Masking job misreported successful tables as 0 rows masked.

Added support for on-the-fly jobs from a database to a delimited file.

Jobs slowed down over time - after running many jobs.

A memory leak occurred for Informix/oracle database on every test connection using an
extended connector.

VSAM Input step performance was negatively affected by the number of unmasked fields.

Sybase jConnect driver failed when a batch contains string parameters of different sizes and
HOMEGENOUS_BATCH=true.

Fixed an issue where a REST API call to GET /syncable-objects?object_type=MASKING_JOB
would fail after environment copy.

Test Connection always returned connection succeeded in case of wrong jdbc url with
extended connector.

Secure Shuffle algorithm, when used with extended connectors, left data unmasked but
reports success.

Importing a 5.3.x Masking Environments into 6.0.1 ME, the Application Name is converted to
numeric.

Fixed an issue where setup could fail if the DNS Domain is empty.

Data level profiling jobs fail with "Couldn't find field 'XYZ' in row!"

Release 6.0.1.1 Changes

Delphix OS Fixes (Optional on Reboot)

Bug Number

DLPX-69203

DLPX-69167

Description

Improved synchronous write performance over iSCSI.

Improved SQL Server data ingestion performance by leveraging asynchronous writes on
underlying storage.
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Bug Number Description

DLPX-69298 Eliminated possible data corruption on SQL server and vFiles over iSCSI that can occur when
a Delphix Engine reboots.

Masking Fixes

Bug Number Description

DLPX-69238 Secure Shuffle algorithm, when used with extended connectors, leaves data unmasked but
reports success.

DLPX-69237 Redefine condition on Mainframe Inventory Ul is vulnerable to XSS attacks

DLPX-69134 Masking product is missing Oracle NLS support.

Release 6.0.1.0 Changes
Management Server Fixes

Bug Description
Number

DLPX-606  For SAP ASE, instead of using the DBCC CHECKALLOC command to fix DBID mismatch issue, the
89 MOUNT command with FIXDBID and ALLOW_DBID_MISMATCH clauses will be used, to improve
performance.

DLPX-658 VDB snapshots need to clean unneeded ZFS datafiles.
31

DLPX-639  Improved boot time after 5.3 to 6.0 migration by optimizing metadata indexing.
49

DLPX-662  Upgrades to 6.0.0.0 will only be supported from a release greater than or equal to 5.3.6.0.
61

DLPX-664  Snapshot of a linked database can end up with extra datafiles that do not belong to the database
86 which might cause VDB on VDB provision to fail during rename of datafiles.

DLPX-665  Cluster environment discovery was incomplete if the host locale was not English.
58
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Bug
Number

DLPX-668
04

DLPX-667
68

DLPX-668
23

DLPX-645
38

DLPX-668
09

DLPX-672
79

DLPX-674
51

DLPX-674
54

DLPX-660
7

DLPX-459
83

DLPX-675
60

DLPX-675
94

LX-2020

DLPX-674
13
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Description

DB_LINK using incorrect user when RAC node also configured as a standalone environment.

vPDB save state lead to rollback or child provisioning failures.

Unable to link database with CLBMSWIN1251 charset.

Fixed a bug causing the timezone selector to only be visible when manually setting the time.

Removed the Windows Diagnostics Files and Directories on successful Diagnostics upload.

Provision failed when the source was from a RAC Oracle Standard Edition database and the target
was Oracle Standard Edition.

Fixed an issue that sporadically caused replication to fail with an internal error.

Delphix Engine should select the highest version ojdbc driver available at ORACLE_HOME/ojdbc/lib.

Ensures child worker threads are gracefully exited when parent linked source sync job has
completed/terminated.

MSSQL Validated sync will resume when storage usage falls below the threshold if storage
threshold enforcement failed in the past.

Fixed an issue where MT provision may result in ORA-02058 due to un-purged or inflight 2PC
transactions on dSource.

Old timeflows and snapshots are not getting removed by snapshot retention.

Report the correct amount of memory allocated to EC2 Nitro instances.

Fixed an issue where VDB point in time provisioning might fail if Oracle database environment is
configured in a non-English locale.
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Bug
Number

DLPX-676
84

DLPX-675
75

DLPX-676
68

DLPX-677
59

DLPX-646
38

DLPX-655
59

DLPX-565
37

DLPX-678
94

DLPX-678
13

DLPX-679
25

DLPX-679
34

DLPX-676
55

LX-1944
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Description

PDB provisioning failed if the source had shutdown triggers.

Fixed failure during point in time 'Virtual to Physical' provisioning.

After setting the database online give it some extra time to startup completely, before doing any
further operation on it.

Redact sensitive information from phone-home data.

Validated sync stops working if Delphix cannot connect to the backup server.

Even when the staging instance is down, attempt counter to detect backup files keeps on
increasing and eventually, it stops detecting backups.

When a target host is used by a large number of dSources for staging or has a large number of
objects, the performance of Delphix operations like validated sync, refresh, rewind, etc can be slow
due to Powershell processes being serialized.

Removing cluster resource without removing its dependency can result in cluster failure. So, added
retryer logic while fetching the resource dependencies (Get-ClusterResourceDependency) and
ultimately fail the operation after all the retries.

Unsupported SQL server backup type gets picked while validated sync and the operation fails while
looking for the backup. So, introduced a tunable filter to automatically skip SQL backups taken by
backup software not supported by yet Delphix.

Added env host connectivity toolkit support for SLES on Power9.

Retries to fetch image identifiers during Netbackup restore if there is a mismatch between MSDB
and Netbackup Master.

Fixed an issue where retention enforcement can generate user-visible errors while attempting to
delete snapshots with dependencies after PDB migration to new CDB.

EBS NVMe devices can now be used in Delphix Engines.
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Bug
Number

DLPX-680
22

DLPX-681
24

DLPX-681
26

DLPX-674
21

DLPX-674
40

DLPX-618
18

DLPX-681
17

DLPX-672
90

DLPX-662
38

DLPX-684
57

DLPX-684
84

DLPX-685
00

DLPX-682
90
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Description

Fixed an issue where hostchecker 'Check Oracle DB Instance' fails on HPUX and AIX.

PDBs with lower/mixed case names will not enable after an upgrade.

Fixed a bug that limits the number of disks that can be added in GCP.

Update the primary db file names in a transaction with the Timeflow creation to make sure
whenever a Timeflow is created successfully we have its primary file information.

Skip VDBs having its current Timeflow as null from 'PrimaryDbFileAvailabilityCheck' as these VDBs
doesn't undergo queisceing and are recoverable by refreshing them.

Linking wizard - Target Environment step - Privileged Credentials authenticates on the selected
target now.

Some non-Admin users, lack all permissions, are unable to login to upgraded engine.

A wrong version input by user while manually adding a SQL Server instance, created issues in
provisioning VDBs. SQL Server version will now be auto-discovered for manually added instances
on adding or refreshing the environment.

Updated error message to let know user that non discovered CDBs are filtered out from the list
when linking a detached source.

When a target host is used by a large number of dSources for staging or has a large number of
objects, the performance of Delphix operations like validated sync, refresh, rewind, etc can be slow
due to Powershell processes being serialized.

Fixed the issue where 'lstart' column value of sysusages table was beyond the range of Integer data
type by taking the Long data type to store the Istart value.

Fixed an issue where the NTP service is not started following a reboot.

Support bundle generation can be time-consuming if the engine has a large number of snapshots
to process.
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Bug Description
Number

DLPX-677  Fixed issue in grids in which the selection checkbox was unclickable.
92

DLPX-675  Provision vPDB/vCDB fails with ORA-45900 if the parameter enable_pluggable_database is omitted
55 when specifying database parameters for new vCDB.

Delphix OS Fixes

Bug Number Description

DLPX-67782 Engines running 5.3 on EC2 i3 can now be migrated to 6.0.

DLPX-67961 Fixed an issue that prevents ssh access after switching to a static IP address.

DLPX-65948 Fixed a bug that could cause replication jobs to fail with internal errors

DLPX-68025 Improved boot time after 5.3 to 6.0 upgrade by reducing the overhead of setting ZFS
properties.

DLPX-67868 Fixed a bug that can cause the management service to run out of memory when disabling

the Splunk integration.

Masking Fixes

Bug Number Description

DLPX-64530 Allow a JDBC URL to contain a single quote (') character.

DLPX-65302 Add a status column to the audit log page to report each recorded action's result (success/
failure).

DLPX-65622 Fix an issue where an in-place, multi-tenant XML file masking job that used file patterns did

not have an execution component.

DLPX-65974 Updated log statements in the file masking job logs to reflect that file connectors may use
mounts in addition to FTP and SFTP.

DLPX-66127 Fixed a job monitoring issue when counting the rows in table with more than 2+ billion
(2,147,483,647) rows.
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Bug Number

DLPX-62130

DLPX-66272

DLPX-66600

DLPX-66328

DLPX-66557

DLPX-66517

DLPX-66102

DLPX-66967

DLPX-67318

DLPX-67317

DLPX-66076

DLPX-65855

DLPX-65987

DLPX-67747

DLPX-67470

DLPX-67765

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Description

Fixed an issue with the XML file inventory GUI that prevented users from assigning algorithms
to both a tag and its attribute(s).

Fixed an issue where an on-the-fly job using generic connectors used an incorrect database
password.

Removed the requirement to restart the Masking service after changing email settings.

Fixed an issue with file masking jobs using multiple record types that could cause the job to
fail or corrupt the output.

Added support to the Date Shift algorithm for numeric data types.

Enhanced the GET /file-field-metadata endpoint to return the full XML XPath for an XML field.

"Drop Indexes" checkbox now handles compound indices correctly for Sybase.

Fixed a Job Scheduler issue that caused a periodic job to only running once.

Prevent reordering of the XML file inventory GUI when an algorithm is assigned

On the XML file inventory GUI, open the algorithm assignment dialogue box with a single
mouse click

Added API endpoints for file recordTypes and recordTypeQualifiers

Optimize the performance of EngineSync import, export, and get syncable object for large
database rule sets.

Fixed an issue that caused data level profiling of a database to fail when a column name was a
special JavaScript word.

Fixed an issue that caused some delimited or fixed file masking jobs with multiple record
types of different lengths to fail.

Fixed delimited file masking to treat double quote (") characters in fields as normal
characters.

Updated the Sybase JDBC driver.
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Bug Number Description

DLPX-67838 Fixed an issue that prevented XML File masking jobs from scaling above a few thousand files.

DLPX-67832 Non-administrators can no longer regenerate the engine encryption key.

DLPX-67960 Make username searches on the Audit page case insensitive.

DLPX-68148 Fix an issue that caused an XML file masking job to run out of memory when masking very

large XML input files.

DLPX-46220 Import of extremely large object sets via the GUI XML feature is handled inefficiently.

Release 6.0.0.0 Changes

Management Server Fixes

Bug
Numer

DLPX-27
433

DLPX-33
998

DLPX-40
094

DLPX-43
215

DLPX-48
712

DLPX-48
280

DLPX-53
996

Description

The analytics GUI network graph shows newly added NIC information without requiring a
management service restart.

If you add a hook script via the CLI, newlines are removed erroneously.

Correctly set the default type for the parameters to all operations in the CLI according to the
container type.

Exclude sybsecurity from the list of auto-discovered databases.

Java 6 packages are no longer included in the product image.

When a user is set with the Provisioner role the 'provision' button does not appear, meaning anyone

set with this role only is unable to provision VDBs.

The Delphix Engine does not provide instructions to browsers to avoid caching HTTP responses
(pages).
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Bug
Numer

DLPX-54
740

DLPX-55
282

DLPX-55
598

DLPX-55
829

DLPX-55
958

DLPX-57
454

DLPX-58
519

DLPX-58
760

DLPX-58
845

DLPX-59
772

DLPX-60
356

DLPX-60
603

DLPX-60
907
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Description

Ensure Windows mount points are always unmounted as part VDB refreshes to prevent future VDB
refreshes from failing due to "ERROR_ASSIGN_MOUNTPATH: failed to assign mount path for disk
<dsik_number> at <mount_path>, error -2147024751".

In environments where the vPDB has been provisioned using a Delphix provisioned virtual CDB,
shutting down the virtual PDB causes it to get into an incorrect "Cannot monitor" state, this has now
been fixed to show the correct "Stopped" state.

Fixed an issue where vPDB refresh/rollback triggers spurious vCDB restart jobs, after vPDB+vCDB
auto-restart.

Validated Sync can fail when monitoring ASE backup servers started by using the SDSLISTEN
environment variable instead of the "-S" argument. This can be worked around by accessing
SDSLISTEN in the RUN_xxxxx script and pass it down as -S.

VDBs with no snapshots failed to re-enable after a Delphix Engine upgrade, this has now been fixed.

Display underlying ssh error when environment host connections fail.

Enable Oracle LiveSource when LiveSource is in RESYNC_NEEDED state currently re-start Oracle

Redo Apply. Oracle Redo Apply should not be restarted in this state.

Fixed a TCP port leak in the network throughput test feature.

Provisioning vFiles to the same host using different OS Environment Users no longer fails.

The API to list all snapshots consumes a significant amount of memory when there are more than

100,000 snapshots on the engine.

Fixed an issue where Oracle remote listener registration fails if set to empty string.

Network settings dialog now displays actual MTU value rather than a checkbox.

Fixed an issue where the Environment Monitor on Redhat 6.9 and 6.10 might throw unidentified
version errors.
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Bug
Numer

DLPX-60
979

DLPX-60
993

DLPX-62
094

DLPX-62
241

DLPX-62
781

DLPX-62
892

DLPX-62
962

DLPX-62
998

DLPX-63
469

DLPX-63
600

DLPX-64
641

DLPX-64
711

DLPX-66
020
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Description

When user configures connection strings manually, these connect strings can end up connecting to
incorrect PDBs/CDBs causing invalid snapshots. Verify that each connection to a PDB/CDB connects
to the expected PDB/CDB.

Delphix backups create controlfile records; in rare circumstances, these records can cause invalid
snapshots. To avoid this problem, remove Delphix backups control file records when using SCN-
based SnapSyncs once a SnapSync completes successfully.

Allow certificates to expire after issuer certificate expiration.

Reduce SSH connections by temporarily preserving and reusing existing Delphix<->host
connections where possible.

Spurious job event "DISCOVERED_TO_MANUAL_ORACLE_CLUSTER_NODES" no longer shows up for
non-Oracle RAC environment refreshes.

In Oracle versions 18c and 19c¢, an Oracle bug can prevent the datafile headers from being updated

for a standby database when managed recovery is running, resulting in failed SnapSync operations.

Alert the user that an Oracle patch might be needed.

Removed unneeded EMPTY_RENEGOTIATION cipher

Fixed an issue where stale file mounts may be leftover when vPDB provision fails.

Initial setup now fails if the system was not provisioned with enough storage.

Network settings dialog now displays actual MTU value rather than a checkbox.

Fixed an issue where the last snapshot of a vPDB Timeflow can be deleted after the vPDB has been

disabled, thus leaving the vPDB in a state with no provisionable snapshots.

Allow provisioning to complete when source CDB includes PDBs in a broken state.

Provision should remove files present in datafile filesystem that are not part of the database when
provisioning a VDB from a VDB.
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Bug
Numer

DLPX-67
299
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Description

ASE environment discovery will not fail if there is a mismatch of "dataserver name argument" and
value of "@@servername".

Delphix OS Fixes

Bug Number

DLPX-57384

Masking Fixes

Bug
Number

DLPX-423
85

DLPX-470
04

DLPX-476
62

DLPX-521
51

DLPX-554
78

DLPX-557
39

DLPX-589
58

DLPX-590
60

Description

Fixed a system hang caused by a deadlock in ZFS.

Description

Added a job execution event with information on how to resolve an Oracle deadlock error
(ORA-00060), see https://www.delphix.com/masking-help/knowledge-base/KBA1853.

Added a job execution event with information on how to resolve an Oracle snapshot too old error
(ORA-01555), see https://www.delphix.com/masking-help/knowledge-base/KBA1827.

Test connector detects that a file/mainframe connector targets a single file instead of a directory
and fails.

Fixed copy rule set to prevent leading/trailing spaces in a new rule set's name.

Correctly display file patterns, including escape characters, throughout the user interface.

Fixed the disable constraint feature to support an Oracle constraint (a) created by a different
database user than the Masking job's database user and (b) using a validation setting of "NOT
VALIDATED".

Added support for LDAPS (LDAP over TLS/SSL).

Attach the correct PDF report to all job execution emails.
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Bug
Number

DLPX-591
11

DLPX-598
07

DLPX-602
00

DLPX-616
30

DLPX-622
14

DLPX-625
93

DLPX-633
65

DLPX-637
06

DLPX-646
91

DLPX-647
07

DLPX-652
74

DLPX-653
14

DLPX-656
32

DLPX-658
60
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Description

When editing a large rule set in the GUI, do not reset to the first page after editing and saving a
modification to a rule set component.

If a failure occurs during job generation, do not attempt to execute the job.

When uploading an SSH key, return an error if the name contains one of the following restricted
characters: \ (backslash), ; (semi-colon), % (percent), ? (question mark), or : (colon).

Improved the performance for appending new mapping values to a mapping algorithm.

Fixed PDF report download URLs.

Fixed creation of a PDF audit report on the Audit tab of the user interface.

Removed leading/trailing spaces from Masking object names on upgrade. For naming rules, see the
Getting Started > Naming Requirements section in the documentation.

Fixed the XML file inventory GUI to show an algorithm edit button for a tag with the same name as
its parent.

Added support in the user interface for Cobol copybooks with a redefine condition at level 01.

Improved the file record types user interface to (a) remove the unnecessary length input and (b)
clarify that the qualifier may be a regular expression.

Improved the performance of the copy environment feature.

Fixed an issue in the copy environment feature that removed file format assignments from the
source environment.

Fixed an issue in the segment mapping algorithm that caused duplicate mappings if a minimum
value was specified for the real values range.

For mainframe file masking, add support for a redefine condition on a field name that contains a -
(dash) followed by a digit.

Release Notes- 184



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Bug Description
Number

DLPX-658  Fixed an issue with the rule set GUI when displaying table names longer than 50 multi-byte
66 characters.
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Known Issues

Release 6.0.10.0

Key

DLPX-7
7467

DLPX-6
4082

DLPX-7
7231

DLPX-7
2369

DLPX-7
4896

DLPX-7
5148

DLPX-7
5215

Summary

Loading the setup app dashboard
(as sysadmin) renders a server error
popup with instruction to contact
Delphix Support. This message can
be ignored. However, it is known
that this error impairs the ability to
configure web proxy, PhoneHome,
and SMTP servers via the GUI.

Oracle provisioning scripts have
hard-coded timeouts.

When source discontinuity on the
dSource is followed by resync on
the Oracle LiveSource, one or
more LiveSources workers may fail
to start. This prevents the
LiveSource status from getting
updated and the first snapshot
from being taken after a resync.

RAC migration for VDB with a
deleted parent may fail with error
"Cannot update RAC instances if
virtual source 'xxx' has a deleted
parent."

Race condition during refresh may
result in incorrect MDS entry for
parent snapshot.

DSP throughput tests do not work
when from-version is <6.0.6.0 and
target-version is >=6.0.6.0.

Switching AWS instance types can
leave the Delphix engine with no
network configuration.
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Workaround

These settings can still be configured via the CLI. This issue will

be fixed in the next version release.

Retry the provisioning operation to see if it succeeds.

Otherwise, contact Delphix Support.

No workaround

No workaround.

No workaround.

No workaround, however, the user will need to upgrade the

source version.

On Nitro-based instance types, use the virtual machine's
virtual serial console and login to the sysadmin CLI, then add a

DHCP address to the network interface.
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Key

DLPX-7
5995

DLPX-7
7913

Summary

On Windows 2019 Server, with
KB4598230 cumulative update,
adding or refreshing an
environment fails when PowerShell
transcription is enabled.

Faults page fails to load correctly
when more than one page of faults
are viewed

Release 6.0.9.0

Key

DLPX-
72186

DLPX-
74749

DLPX-
75517

DLPX-
75737

Summary

CDB logfile retention works
incorrectly if a PDB has multiple
timeflows pointing to the same
CDB timeflow.

Oracle
ENVIRONMENT_REFRESH_AND_DI
SCOVER job may fail with "The
object OraclePDBConfig does not
exist on the system".

Provisioning an Oracle vPDB to a
vCDB fails with " ORA-00959:
tablespace 'TEMP' does
not exist "ifthereisno
temporary tablespace named

TEMP within the production
PDBS$SEED database.

Retention saves unnecessary logs
if the bookmark falls exactly on a
snapshot end SCN or snapshot end
timestamp.
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Workaround

The user has to turn off the transcription if the staging is on
Windows 2019 Server with recent updates.

View bugs via the "/faults" path in CLI.

Workaround

No workaround.

Manually run an environment refresh after the
ENVIRONMENT_REFRESH_AND_DISCOVER job fails.

One of the following two workarounds can be applied:

1. Re-attempt the vPDB provision to a linked CDB. The
provision should succeed.

2. Manually create (or rename) the TEMP tablespace in the

production PDB$SSEED database, take a new snapshot of
the vPDB, and provision from that snapshot to the vCDB.

No workaround.
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Key

DLPX-
75995

DLPX-
76388

Summary

On Windows 2019 Server, with
KB4598230 cumulative update,
adding or refreshing an
environment fails when
PowerShell transcription is
enabled.

Entering key pairs directly into
hook environment variables (a
new feature in 6.0.9.0) results in an
internal error.
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Workaround

The user has to turn off the transcription if the staging is on
Windows 2019 Server with recent updates.

Use password variables instead, or use a password vault. See
Passing Credentials Securely to Hook Operations.
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Release 6.0.8.0

Key Summary Workaround

DLPX-  Environment refresh should ignore = The following workaround should resolve the issue without
64307  cluster discovery for VDBs Delphix support intervention.

For RAC databases

1. Add the instances to the clusterware configuration, ensuring
you add all instances configured via Delphix. For example:

srvctl add instance -db <Database Name>
-instance <Instance Name> -node <Node Name>

2. Refresh the environment. At this point, Delphix will add the
instances back to the Delphix configuration, and you should be
able to perform actions such as stop, start, disable, enable, etc.

From here, we recommend removing the clusterware
configuration.

3. Stop the VDB via the Delphix GUI or CLI.
4, Remove the instances from clusterware

srvctl remove instance -db <Database Name>
-instance <Instance Name>

5. Remove the database from clusterware
srvctl remove database -db <Database Name>

6. Refresh the environment.
7. Start the VDB via the Delphix GUI or CLI.

For RACOne databases
1. Stop the instance.

sqlplus "/as sysdba"
shutdown immediate

2. Ensure the RACOne configuration has the "instance prefix"
configuration set.

[oracle@mwtestxl ~]$ srvctl config database
-d <vdb name> | grep "Instance name prefix"
Instance name prefix: VDB

3. If this is not set, then set it using

srvctl modify database -db <vdb name>
-instance <instance prefix>

4. Set the pfile location to allow clusterware to start the
instance

srvctl modify database -db <vdb name>
-spfile <path to pfile>

The pfileis located in
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Key

DLPX-
72186

DLPX-

73409

DLPX-
74749

Summary

CDB logfile retention works
incorrectly if a PDB has multiple
timeflows pointing to the same
CDB timeflow

Duplicate listener entry gets
generated in MDS if Oracle listener
is manually started with non-
uppercase name

Oracle
ENVIRONMENT_REFRESH_AND_DI
SCOVER job may fail with "The
object OraclePDBConfig does not
exist on the system"
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Workaround

<Delphix Mount base>/<VDB Name>/datafile/
spfile.ora

5. Start the instance using clusterware

srvctl start database -d vdb

When querying the status of the database, it should now show a
running instance. As an example:

[oracle@mwtestxl ~]$ srvctl status database

-d VDB
Instance VDB_1 4is running on node mwtestxl
Online relocation: INACTIVE

6. Refresh the environment. At this point, Delphix will add the
instances back to the Delphix configuration, and you should be
able to perform actions such as stop, start, disable, enable, etc.

From here, we recommend removing the clusterware
configuration.

7. Stop the VDB via the Delphix GUI or CLI.
8. Remove the database from clusterware

srvctl remove database -db <Database Name>
9. Remove the database from clusterware
srvctl remove database -db <Database Name>

10. Refresh the environment.
11. Start the VDB via the Delphix GUI or CLI.

No workaround.

Follow these steps:

1. Restart the listener without a name parameter so it displays
in uppercase.

2. Update VDBs to use uppercase LISTENER.

3. Refresh the environment. lowercase listener will be removed
and LISTENER updated appropriately.

Manually run an environment refresh after the
ENVIRONMENT_REFRESH_AND_DISCOVER job fails.
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Key

DLPX-
74860

DLPX-
74882

DLPX-
75517

Summary

Provisioning a 2nd generation VDB
from a dSource with imported RO
transportable tablespaces fails
with ORA-19654

Masking's SFTP client no longer
compatible with SolarWinds and
Goanyware SFTP servers

Provisioning an Oracle vPDB to a
vCDB fails with " ORA-00959::

tablespace 'TEMP' does

not exist "ifthereisno
temporary tablespace named
TEMP within the production

PDBSSEED database

Release 6.0.7.0

Key

DLPX-7
4457

DLPX-7
4749

DLPX-7
6718

Summary

Cluster discovery for Oracle RAC
partially fails on Solaris 10

Oracle
ENVIRONMENT_REFRESH_AND_DI
SCOVER job may fail with "The
object OraclePDBConfig does not
exist on the system"

Time required to display the point-
in-time pop-over on timelines for
Self-Service Templates with
replicated objects can degrade
linearly with each replication.
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Workaround

No workaround.

No workaround.

One of the following two workarounds can be applied:

1. Re-attempt the vPDB provision to a linked CDB. The
provision should succeed.

2. Manually create (or rename) the TEMP tablespace in the

production PDB$SEED database, take a new snapshot of
the vPDB and provision from that snapshot to the vCDB.

Workaround

Switch the default login shell for the Delphix OS user from /
bin/sh to /bin/bash.

Manually run an environment refresh from the Delphix Ul if the
ENVIRONMENT_REFRESH_AND_DISCOVER job fails with the
mentioned error.

No workaround but reducing replication frequency can reduce
the impact.
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Release 6.0.6.0

Key

DLPX-
73224

DLPX-
72749

DLPX-
72655

DLPX-
73224

Summary

When provisioning from a non-
multitenant source to a virtual
pluggable database (vPDB), the
post-plug hook script (dx-post-
plug-hook.sh) should exit with the
vPDB either closed or open
unrestricted. If the vPDB is left open
with restricted access subsequent
Snapshots of the vPDB will fail with
"oracle.ucp.UniversalConnectionPo
olException" and "
java.sql.SQLException: ORA-01035
ORACLE only available to users with
RESTRICTED SESSION privilege" .

Provisioning a TDE-enabled vPDB
with system encrypted tablespaces
fails with the error "ORA-28374:
typed master key not found".

Provisioning an Oracle TDE-
enabled vPDB fails intermittently if
the dSource is encrypted after
linking

When provisioning from a non-
multitenant source to a virtual
pluggable database (vPDB), the
post-plug hook script (dx-post-
plug-hook.sh) should exit with the
vPDB either closed or open
unrestricted. If the vPDB is left open
with restricted access subsequent
Snapshots of the vPDB will fail with
"oracle.ucp.UniversalConnectionPo
olException" and "
java.sql.SQLException: ORA-01035
ORACLE only available to users with
RESTRICTED SESSION privilege"
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Workaround

To prevent the issue: Ensure that the vPDB is either closed/
mounted or open unrestricted when exiting from dx-post-plug-
hook.sh.

After it has happened: close and reopen the vPDB.

No workaround, contact Delphix Support (TBD)

Enabling TDE on an existing non-encrypted dSource is not
supported. Detach, rename the Delphix dSource name and re-
attach it as a new TDE-enabled dSource before re-attempting
the provisioning operation.

To prevent the issue: Ensure that the vPDB is either closed/
mounted or open unrestricted when exiting from dx-post-plug-
hook.sh.

After it has happened: close and reopen the vPDB.
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Key

DLPX-
73357

DLPX-
72181

DLPX-
73742

DLPX-
73788

Summary

Rewinding an Oracle TDE-enabled

vPDB to the snapshot before vPDB
migration may fail with
exception.oracle.tde.exp

ort.keys.failed ifallof the

steps of the keystore merge
procedure are not followed
correctly

The "Restore Self-Service data

container from the bookmark of

sibling data container" operation
may failin an Oracle TDE

environment

with
exception.oracle.tde.exp

ort.keys.failed ifthe

keystore merge procedure is not
followed correctly. In this case, the
warning "Refresh operation on the
TDE-configured container <target
container> from the Timeflow of
another container <sibling
container> requires merging of the
TDE keystores." will be displayed in
the Delphix Ul events log

Provisioning an Oracle TDE-
enabled vPDB may fail with the
error "ORA-28367: wallet does not
exist" if the TDE wallet for the
target linked CDB is stored on ASM
storage

Provisioning or enabling an Oracle
TDE-enabled vPDB fails

when SORACLE_BASE is used

in sqlnet.ora
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Workaround

Verify that the CDB is restarted after merging the keys of the
old target CDB into the new target CDB and re-attempt the
rewind operation.

If the rewind still fails, provision a new vPDB from the required
snapshot instead of the rewind operation.

Verify that the procedure for merging the sibling keystores is
followed correctly and re-attempt the self-service operation.

Storing the TDE wallet on ASM storage is currently
unsupported. Modify sqlnet.ora to pointto the keystore

location outside of the ASM diskgroup and re-attempt the
provisioning operation.

Any environment variable referenced in sglnet.ora must always
be set in the environment for the Delphix OS user. Ensure that
the environment variable SORACLE_BASE is set in the shell
initialization file for the Delphix OS user and re-attempt the
operation.
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Key Summary

DLPX- If WALLET_ROOT initialization

73789  parameter is configured on a TDE-
enabled dSource PDB, provisioning
may fail since the auxiliary CDB
instance uses dSource keystore
location.

Release 6.0.2.0

Key Summary

DLPX- Masking job created on engine

69638  6.0.1.1or prioris failing after the
upgrade to version 6.0.2.0 or later

Release 6.0.0.0

Key Summary

DLPX-6 If a mappingalgorithm isincluded

0397 in multiple jobs, only one job
should be run at a time. If multiple
jobs are run at the same time, then
the mapping algorithm might
contain multiple mappings to the
same value or the jobs might
deadlock.

DLPX-6  Self-Service template with replica

0947 VDB is not updated with new
Timeflow on incremental
replication update

DLPX-6  Certificate import validation may

1079 incorrectly reject a root CA
certificate

DLPX-6  Masking operation should wait for

1405 zfs delete queue to drain
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Workaround

If the provision fails, there are 2 workarounds:

1. Provide permissions to the Delphix OS user to create files in
the location identified by WALLET_ROOT directory of the
source keystore on the target host.

2. Modify the dSource database to not use WALLET_ROOT to
identify the TDE keystore.

Workaround

Masking jobs created in 6.0.1.x using a Hana JDBC driver will
need to be updated to grant the following permission
{"java.io.FilePermission" "/", "read"} in 6.0.2.0. All drivers
created in and after 6.0.2.0 will be granted this permission by
default.

Workaround

Only run one job at a time.

The latest replica VDB data can still be accessed by doing a Self-
Service container Refresh, rather than a point-in-time restore
from the template.

Support must manually import the certificate into the
truststore.

Replication may send more data than expected if masking
involves dropping large DBF files.
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Key

DLPX-6
4493

DLPX-6
6155

DLPX-6
6860

DLPX-6
6973

Summary

V5 API /roles endpoint missing
certain items

Failed DSP engine test leads to
multiple blocked client.jar
processes on target hosts.

ADFS does not like NamelDPolicy
sent by SSO app

Date format is changed after
importing the environment
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Workaround

View and set these privileges through the GUI

Restarting a Delphix Engine during a network throughput test is
not recommended as it may lead to a system hang.

Create an explicit rule in ADFS that transforms

the {{emailAddress}} attribute into a {{nameid}}. The rule type
must be "Transform an incoming claim". The incoming claim
type must be "Email address" and the outgoing claim type
"Name ID". The nameid format must be "Email address".

Either (a) use the GUIl import feature and then review the
imported date formats for correctness or (b) use EngineSync to
export/import jobs, which will not alter the date format.
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Deprecated and Removed Features

Release 6.0.10.0
End-of-Life Features

« EBS12.1
EBS 12.1 remains deprecated with a planned EOL (and removal from the product) in December 2021. This is
in line with Oracle’s planned EOL for EBS 12.1 later this year. The users are encouraged to upgrade to
Delphix’s EBS 12.2.
« Masking Ruleset Edit Options
The Table Suffix, Add Column, Join Table, and List options were deprecated in the 6.0.3.0 release. These
options have reached the EOL in the 6.0.10.0 release and have been completely removed from the product.
« Internet Explorer 11 Support
Internet Explorer 11 is planned for EOL in December 2021. This is in line with Microsoft’s planned EOL
for Internet Explorer 11 later this year.

Release 6.0.9.0
End-of-Life Features

+ Delphix Reporting (Formerly, Mission Control) is EOL starting 6.0.9.0 (July 1st, 2021). The users interested in
continuing their reporting workflows are recommended to discuss Data Control Tower with their account
teams.

« Also, EBS 12.1 remains deprecated with a planned EOL (and removal from the product) in December 2021.
Thisisin line with Oracle’s planned EOL for EBS 12.1 later this year. The users are encouraged to upgrade to
Delphix’s EBS 12.2.

Release 6.0.8.0
End-of-Life Features

« SAP ASE 15.0.3

« Windows Server 2008 R2
» SQL Server 2008

» SQL Server 2008 R2

Release 6.0.7.0
Masking End-of-Life Features

« ESX 5.5 support will be end-of-life in 6.0.7
+ Masking Connectors: Db2 LUW and zOS v9, Db2 LUW and zOS v10, SQL Server 2005, 2008, 2008 R2

Release 6.0.5.0

The following list of OS and DB versions are now past their respective support windows. Delphix will deprecate
these versions to stay in line with Microsoft, Oracle, and SAP lifecycle policies:

« Windows 2008 R2: Microsoft End of Extended Support (EoES) January 4th, 2020

« SQL Server 2008/2008 R2: Microsoft End of Extended Support (EoES) July 9th, 2019
+ Oracle 10: Oracle End of Extended Support (EoES) July 2013

« SAP ASE 15.0.3: SAP End-of-Life (EoL) March 31st, 2015
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Release 6.0.4.0

End-of-Life Features

[

Masking:

Job Scheduler - As of this release, Delphix has removed the Job Scheduler feature. The introduction of
Masking’s REST API several releases ago allowed customers to schedule job executions using their preferred
job scheduler. As a result, the integrated scheduler is seldom used.

Deprecated Features

[

Masking:

FTP, SFTP, and mount upload for XML and Cobol formats - FTP/SFTP/Mount-based format import were the
original modes for XML and Cobol files, since then, Delphix has added the ability to upload a format file,
which is far simpler to set up. After the introduction of “upload”, we’ve seen a dramatic shift away from the
legacy import modes in favor of the simplicity of “upload”.

Row Type Feature - Originally geared for limiting masking to subsets of rows within a column, this feature
was seldomly used. Its functionality, if desired, can still be replicated via the Custom SQL feature.
Redundant Settings for ‘Edit Table’ under Rule Sets - Table Suffix, Add Column, Join Table, and List - These
settings are redundant and can be replicated with the Custom SQL setting.

‘HAVING’ clause from Masking API - Deprecating due to low use. This feature, if desired, can be replicated
with Custom SQL.

Release 6.0.2.0

End-of-Life Features

AWS i.3 (EOL) January 22,2020
Microsoft Azure GSx (EOL) May 7, 2020

Release 6.0.0.0

End-of-Life Features

Removed Virtualization Features: A few features will be removed with the 6.0 release. If these features are
in use, the upgrade will not proceed.

Cross Platform Provisioning (XPP)
AIX 6.1 Technology Levels 0-6 and AIX 7.1 Technology Levels 0-2 for Environments
Windows Server 2008 for Environments

& Windows Server 2008 will not have an upgrade blocker.

Removed Masking Features: Please note that Excel files can still be masked by first converting them to one
of Delphix’s supported file types (CSV, etc). Also, XML CLOBs can be masked by extracting their values into a
table (example - using extractValue in Oracle).

Native XML CLOB masking: After upgrade, columns masked as XML CLOBs will have the NULL SL algorithm
assigned.

DB29.1,9.5, and other 9.x versions of LUW & Z/0S

“Create target” job option: After upgrade jobs using “create target” will be removed.

“Bulk data” job option: After upgrade, jobs using “bulk data” will be turned into non-bulk data jobs.
Native Microsoft Excel Masking: After upgrade, MS Excel connectors, rulesets and jobs will be removed.
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Licenses and Notices

The Delphix Dynamic Data Platform includes licensed, third-party products from the following companies. These
products are copyrighted and all rights are reserved by the respective companies:

+ Highcharts, © Highsoft

The Delphix Masking engine includes licensed, third-party products from the following companies. These products
are copyrighted and all rights are reserved by the respective companies:

« Kendo Ul, © Telerik

Starting with 6.0.3.0, the license info is available via a CLI/API on the engine when logged in as a system
administrator.

engine> cd license
engine license> getlLicense
engine license getlicense *> commit

Access to the source code of such third party open source components may be permitted or required in certain
instances under the applicable open source licenses by sending an email to open-source@delphix.com.
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Data Source Integration (Plugin) Release Notes

Please refer to Data Source Integration (Plugin) Release Notes for previous release notes.

+ Db2.x Release Notes

+ EBS Release Notes

+ HANA Release Notes

» PostgreSQL Release Notes
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Db2.x Release Notes

o Db24.1.0 Release Notes
+ Db24.0.1 Release Notes
+ Db24.0.0 Release Notes
+ Db23.1.1 Release Notes
+ Db23.1.0 Release Notes
+ Db2 3.0.2 Release Notes
+ Db23.0.1 Release Notes
+ Db2 3.0.0 Release Notes
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Db2 4.1.0 Release Notes

The Db2 Plugin version 4.1.0 includes the below improvements.

Improvements

« User-Specified Mount Path For DB2 dSource
Users can specify the mount path of their choice on the target host to host the dSource dataset.

« Staging Push Automation
A set of scripts is being provided that can be used to automate the steps related to the restore and
rollforward operations on the dSource.

Migration and Compatibility

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
« Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬂ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
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RHEL 6.9

RHEL 7.0

RHEL 7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

RHEL 7.7

O ©6 ©6 0 6 o 0 © o

RHEL 7.8

Qso5+

0O 0 © 0 0 O O d & & o
O 0 0 0 0 0 0 d d & 0o

RHEL 8.2

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

AIX 7.1 (V] o o
AIX 7.2 (v (v [x]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.
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Plugin Version

Delphix Engine  3.0.0  3.01  3.02  3..0 3.1 400 401 410
6.0.0.x o o o o o o [x] o
6.0.1x o o o o o o (] o
6.0.2.x o o o o o o [x] o
6.0.3.x o o o o o o (] o
6.0.4.X o o o o o o [x] o
6.0.5.x o o o o o o (] o
6.0.6.x o o o o o o [x] o
6.0.7.x o o o o o o (] o
6.0.8.x v o o o o o o o
6.0.9.x v o o o o o o o
6.0.10.x v o o o o o o o

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 4.1.0

3.0.0 Upgrade to 3.1.0, and follow the path below

3.0.1

3.0.2

3.1.0 Upgrade to 4.0.0 or 4.0.1, and follow the path below
3.11
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4.0.0 Upgrade directly to 4.1.0
4.0.1
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Db2 4.0.1 Release Notes
The Db2 Plugin version 4.0.1 includes the below improvements.

« Added support for 11.1.4.6 fix pack.
Migration and Compatibility

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
+ Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬂ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA

5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5
RHEL 6.9 (v)
RHEL 7.0 (v)
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RHEL7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

O © 6 0 © o0 ©

RHEL 7.7
Qso5+

RHEL 7.8

RHEL 8.2

0O 0 © 0 0 & d @ o
O 0 0 0 0 & 0o

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

AIX 7.1 (v] (v] O
AIX 7.2 (] (V] [ ]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.

Plugin Version

Delphix Engine 3.0.0 3.0.1 3.0.2 3.1.0 3.1.1 4.0.0 4.0.1 4.1.0
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6.0.0.x o o o o O ©o o o
6.0.1x o o o o O © o o
6.0.2x o o o o O ©o o o
6.0.3x o o o o O © o o
6.0.4.x o o o o O ©o o o
6.0.5.x o o o o O © o o
6.0.6.x o o o o O ©o o o
6.0.7x o o o o O © o o
6.0.8 o o o o O ©0 o o
6.0.9.x o o o o o 0 o o
6.0.10.x o o o o O O o o

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 4.0.1

2.0.1 Upgrade to 2.1.0, and follow the paths below
2.1.0 Upgrade to 2.2.1, and follow the paths below
2.2.1 Upgrade to 2.3.0, and follow the paths below
2.3.0 Upgrade to 2.4.0, and follow the paths below
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2.4.0 Upgrade to 2.5.1, and follow the paths below
24.1
2.4.2

2.5.1 Upgrade to 2.6.0, and follow the paths below

2.6.0 Upgrade to 2.7.0, and follow the paths below
2.6.1

2.7.0 Upgrade to 3.0.0, and follow the paths below
2.7.1
2.7.2
2.7.3

3.0.0 Upgrade to 3.1.0, and follow the path below
3.0.1
3.0.2

3.1.0 Upgrade directly to 4.0.0 or 4.0.1
3.1.1

Fixed Issues

Db2 plugin version 4.0.1 contains the following fixed issue.

Key Summary

DB2-1684 [Staging Push]Enable operation on dSource should generate the Restore and Rollforward
template file if it is missing
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Db2 4.0.0 Release Notes
The Db2 Plugin version 4.0.0 includes the below improvements.

«+ Plugin generated log file will now be placed at <toolkit path>/<Delphix_COMMON>/DB2_18f4ff11-
b758-4bf2-9a37-719a22f5a4b8/logs/<instance name>.
+ More user-friendly log statements will be printed.

. The logging.properties and advanceConf.config configuration files are now merged into
the db2_plugin.conf file.

« Dependency on redirect restore script to get the data path information is now removed.
Migration and Compatibility

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
« Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬂ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
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RHEL 6.9

RHEL 7.0

RHEL 7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

RHEL 7.7

O ©6 ©6 0 6 o 0 © o

RHEL 7.8

Qso5+

0O 0 © 0 0 O O d & & o
O 0 0 0 0 0 0 d d & 0o

RHEL 8.2

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

AIX 7.1 (V] o o
AIX 7.2 (v (v [x]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.
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Plugin Version

Delphix Engine  3.0.0  3.01  3.02  3..0 3.1 400 401 410
6.0.0.x o o o o o o [x] o
6.0.1x o o o o o o (] o
6.0.2.x o o o o o o [x] o
6.0.3.x o o o o o o (] o
6.0.4.X o o o o o o [x] o
6.0.5.x o o o o o o (] o
6.0.6.x o o o o o o [x] o
6.0.7.x o o o o o o (] o
6.0.8.x v o o o o o o o
6.0.9.x v o o o o o o o
6.0.10.x v o o o o o o o

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 4.0.0

2.0.1 Upgrade to 2.1.0, and follow the paths below
2.1.0 Upgrade to 2.2.1, and follow the paths below
2.2.1 Upgrade to 2.3.0, and follow the paths below
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2.3.0

24.0
24.1
24.2

251

2.6.0
26.1

2.7.0
2.7.1
2.7.2
2.7.3

3.0.0
3.01
3.0.2

3.1.0
3.1.1
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Upgrade to 2.4.0, and follow the paths below

Upgrade to 2.5.1, and follow the paths below

Upgrade to 2.6.0, and follow the paths below

Upgrade to 2.7.0, and follow the paths below

Upgrade to 3.0.0, and follow the paths below

Upgrade to 3.1.0, and follow the path below

Upgrade directly to the latest version
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Db2 3.1.1 Release Notes

New Features

The Db2 Plugin version 3.1.1 introduces the support for full online backups, which are taken using the "exclude
logs" syntax. This support is only applicable to the dSources created using the Backup and Logs ingestion
mechanism on a single partition.

In Db2, users have the flexibility to exclude logs while taking the full online backups. The Db2 plugin will read the
backup header from the user-provided backup file. The backup header is used to figure out whether the backup
was taken using the "exclude logs" syntax or not. In case the plugin detects that it was taken using the "exclude
logs" option, then the required changes will be made in the restore syntax.

Migration and Compatibility

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
+ Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬁ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
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RHEL 6.9

RHEL 7.0

RHEL 7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

RHEL 7.7

O ©6 ©6 0 6 o 0 © o

RHEL 7.8

Qso5+

0O 0 © 0 0 O O d & & o
O 0 0 0 0 0 0 d d & 0o

RHEL 8.2

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

AIX 7.1 (V] o o
AIX 7.2 (v (v [x]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.
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Plugin Version

Delphix Engine  3.0.0  3.01  3.02  3..0 3.1 400 401 410
6.0.0.x o o o o o o [x] o
6.0.1x o o o o o o (] o
6.0.2.x o o o o o o [x] o
6.0.3.x o o o o o o (] o
6.0.4.X o o o o o o [x] o
6.0.5.x o o o o o o (] o
6.0.6.x o o o o o o [x] o
6.0.7.x o o o o o o (] o
6.0.8.x v o o o o o o o
6.0.9.x v o o o o o o o
6.0.10.x v o o o o o o o

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 3.1.1

2.0.1 Upgrade to 2.1.0, and follow the paths below.
2.1.0 Upgrade to 2.2.1, and follow the paths below.
2.2.1 Upgrade to 2.3.0, and follow the paths below.
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2.3.0

24.0
24.1
24.2

251

2.6.0
26.1

2.7.0
2.7.1
2.7.2
2.7.3

3.0.0
3.01
3.0.2

3.1.0
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Upgrade to 2.4.0, and follow the paths below.

Upgrade to 2.5.1, and follow the paths below.

Upgrade to 2.6.0, and follow the paths below.

Upgrade to 2.7.0, and follow the paths below.

Upgrade to 3.0.0, and follow the paths below.

Upgrade directly to the latest version

Upgrade directly to the latest version
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Db2 3.1.0 Release Notes

New Features

The Db2 Plugin version 3.1.0 introduces the Staging Push feature. This feature will allow users to control the
restore of the staging database and they can also control the state of the restored staging database.

Staging Push

With the Staging Push feature, the restore and rollforward operations will be managed by the user from the CLI.
During dSource creation (or RESYNC) the plugin will create an empty mount point and will provide a restore and
rollforward template that will help the user to create the redirect restore script. Once the dSource will be ready then
the user can perform restore and rollforward operations from CLI. The restore must be as per the plugin provided
template. After the restore, the staging database should remain in rollforward pending state, and prior to the next
snapshot, the user can do a rollforward to a specific Point-in-Time (by providing a timestamp to rollforward
command) against the available archive logs.

Migration and Compatibility

Supported DBMS Versions

« Db2 Enterprise Server Edition 10.5
« Db2 Advanced Enterprise Server Edition 10.5
« Db2 Enterprise Server Edition 11.1
« Db2 Advanced Enterprise Server Edition 11.1

Supported Operating Systems

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
« Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬁ No
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Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version
Supported OS Version 10.5 11.1 11.5

RHEL 6.9
RHEL 7.0
RHEL 7.1
RHEL 7.2
RHEL 7.3
RHEL 7.4
RHEL 7.5
RHEL 7.6
RHEL 7.7

RHEL 7.8 6.0.5+

O 06 0 0 0 d 0 d & 0 o
O 0 0 0 0 0 d & & 0o
O 0 © 0 © 06 0 0 0 0 O

RHEL 8.2

Advanced Interactive eXecutive (AIX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
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AIX 7.1 () (V] o
AIX 7.2 (v (v) [ x ]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.

Plugin Version

DelphixEngine  3.0.0  3.0.1  3.02  3..0 311 400 401 410
6.0.0.x o o o o O ©o o o
6.0.1.x o o o o O ©O Q Q
6.0.2.x o o o o O ©o o o
6.03.x o o o o O ©O Q Q
6.0.4.x o o o o O ©o o o
6.0.5.x o o o o O ©O Q Q
6.0.6. o o o o O ©o o o
6.0.7.x o o o o O ©O Q Q
6.0.8.x o o o o o 0 o o
6.09.x o o o o o 0 o o
6.0.10.x o o o o o 0 o o
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Use the table below to determine the most efficient upgrade path from your current version to the latest version of

the Db2 Plugin.

Your Version

2.0.1

2.1.0

221

2.3.0

2.4.0
24.1
2.4.2

2.5.1

2.6.0
2.6.1

2.7.0
2.7.1
2.7.2
2.7.3

3.0.0
3.0.1
3.0.2

Recommended upgrade path to Db2 3.1.0

Upgrade to 2.1.0, and follow the paths below.

Upgrade to 2.2.1, and follow the paths below.

Upgrade to 2.3.0, and follow the paths below.

Upgrade to 2.4.0, and follow the paths below.

Upgrade to 2.5.1, and follow the paths below.

Upgrade to 2.6.0, and follow the paths below.

Upgrade to 2.7.0, and follow the paths below.

Upgrade to 3.0.0, and follow the paths below.

Upgrade to 3.1.0
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Db2 3.0.2 Release Notes

New Features

No new features. This release addresses a limitation in Db2 wherein the VDB can accept the connections when
refresh, disable and delete Delphix operations are in process which eventually can corrupt the VDBs. This plugin
version will reduce such occurrences by introducing maintenance window in these operations during which the
VDB will not accept external connections.

Migration and Compatibility

Supported DBMS Versions

« Db2 Enterprise Server Edition 10.5
« Db2 Advanced Enterprise Server Edition 10.5
« Db2 Enterprise Server Edition 11.1
« Db2 Advanced Enterprise Server Edition 11.1

Supported Operating Systems

Supported Db2 Database Editions

1. Enterprise Server Edition
2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
+ Db2 supports only 64-bit OS
Key:
Color Supported?
o Yes
ﬂ No

Red Hat Enterprise Linux (RHEL)

a

Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.
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Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

RHEL 6.9

RHEL 7.0

RHEL7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

©O 0 0 0 6 0 0 o o

RHEL 7.7
Qso5+

RHEL 7.8

RHEL 8.2

O 0 6 0 0 O O d ¢ & o
O O 0 O 0 0 0 dd & 0o

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
AIX 7.1 (v (v) (v)
AIX 7.2 (v (v [x )

Release Notes- 222



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.

Plugin Version

DelphixEngine  3.0.0  3.0.1  3.02  3..0 311 400 401 410
6.0.0.x o o o o O © (%) o
6.0.1.x o o o o O © o o
6.0.2x o o o o O © (%) o
6.0.3.x o o o o O © o o
6.0.4.x o o o o O © (%) o
6.0.5.x o o o o O © o o
6.0.6.x o o o o O © (%) o
6.0.7.x o o o o O © o o
6.0.8.x o o o o O O o o
6.0.9.x o (V] o o O O o o
6.0.10.x o o o o o o o V]

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 3.0.2

2.0.1 Upgrade to 2.1.0, and follow the paths below.
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2.1.0

221

2.3.0

2.4.0
24.1
2.4.2

251

2.6.0
26.1

2.7.0
2.7.1
2.7.2
2.7.3

3.0.0
3.0.1
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Upgrade to 2.2.1, and follow the paths below.

Upgrade to 2.3.0, and follow the paths below.

Upgrade to 2.4.0, and follow the paths below.

Upgrade to 2.5.1, and follow the paths below.

Upgrade to 2.6.0, and follow the paths below.

Upgrade to 2.7.0, and follow the paths below.

Upgrade directly to the latest version

Upgrade directly to the latest version
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Db2 3.0.1 Release Notes

New Features

The Db2 Plugin version 3.0.1 fixes the bug wherein the jobs on Ul hung intermittently due to a known IBM Db2 bug.
Migration and Compatibility

Supported DBMS Versions

« Db2 Enterprise Server Edition 10.5
« Db2 Advanced Enterprise Server Edition 10.5
« Db2 Enterprise Server Edition 11.1
« Db2 Advanced Enterprise Server Edition 11.1

Supported Operating Systems

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a « Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
+ Db2 supports only 64-bit OS
Key:
Color Supported?

0 Yes
ﬁ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version
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Supported OS Version 10.5 11.1 11.5

RHEL 6.9

RHEL 7.0

RHEL7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

©O 0 ©6 0 6 0 606 o o

RHEL 7.7

Qso5+

RHEL 7.8

O 0 6 0 0 O O d d & o
O O 0 O 0 O 0 O d & 0o

RHEL 8.2

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5
AIX 7.1 (v (v) (v)
AIX 7.2 (v (v [ x ]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:
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& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.

Plugin Version

DelphixEngine  3.0.0  3.0.1  3.02  3..0 311 400 401 410
6.0.0.x o o o o O © (%) o
6.0.1.x o o o o O © o o
6.0.2x o o o o O © (%) o
6.0.3.x o o o o O © o o
6.0.4.x o o o o O © (%) o
6.0.5.x o o o o O © o o
6.0.6.x o o o o O © (%) o
6.0.7.x o o o o O © o o
6.0.8.x o o o o O O o o
6.0.9.x o (V] o o O O o o
6.0.10.x o o o o o o o V]

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 3.0.1
2.0.1 Upgrade to 2.1.0, and follow the paths below.
2.1.0 Upgrade to 2.2.1, and follow the paths below.
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221

2.3.0

2.4.0
24.1
24.2

251

2.6.0
26.1

2.7.0
2.7.1
2.7.2
2.7.3

3.0.0
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Upgrade to 2.3.0, and follow the paths below.

Upgrade to 2.4.0, and follow the paths below.

Upgrade to 2.5.1, and follow the paths below.

Upgrade to 2.6.0, and follow the paths below.

Upgrade to 2.7.0, and follow the paths below.

Upgrade directly to the latest version

Upgrade directly to the latest version
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Db2 3.0.0 Release Notes

New Features

The Db2 Plugin version 3.0.0 introduces support to Db2 Database Partitioning Feature (DPF). This will help the
customer to ingest the data to a staging dsource from a Db2 DPF enabled source.

Database Partitioning Feature

Database Partitioning Feature (DPF) lets you partition your database across multiple servers. Since you can add
new machines and spread your database across them, this allows users to scale their database. This means more
CPUs, more memory, and more disks from each of the additional machines are available for your database. DPF can
be used to manage large databases for a variety of use cases including data warehousing, data mining, online
analytical processing (OLAP), or online transaction processing (OLTP) workloads.

DPF enables the user to divide a database into database partitions, a database partition is a part of a database that
consists of its own data, indexes, configuration files, and transaction logs. Each database partition can be
configured on the different physical server having its own set of computing resources, including CPU and storage.
When a query is processed, the request is divided so each database partition processes the rows that it is
responsible for. DPF can maintain consistent query performance as the table grows by providing the capability to
add more processing power in the form of additional database partitions. This capability is often referred to as
providing linear scalability using Db2s shared-nothing architecture.

DPF is an approach to sizing and configuring an entire database system. Please follow the recommended practices
for optimal performance, reliability, and capacity growth. Please refer to IBM documentation of DPF for more
details in IBM knowledge center.

Pipelining logic for implementing parallel restores

The plugin employs a parallel pipeline methodology so that the restore operation of non-catalog partitions can be
performed in parallel in the Database Partitioning Feature (DPF). The number of parallel restores is determined by
the value of “restorePipelineLimit” (default value is 10) in <Toolkit directory>/advanceConfFlag.conf. The
parameter “restorePipelineLimit” is configurable by end-users. The plugin performs parallel restore for all non-
catalog partitions. For e.g. If the total number of non-catalog partitions is 15, and the "restorePipelineLimit"
parameter is set to 10, the first set of 10 restores will happen in parallel. The plugin will track the restore of each
partition present in the pipe. Whenever a restore of a partition completes, it will move out from the pipe and a new
partition will enter into that pipe. Thus, the plugin ensures that the pipe will always have the user-configured
number of partitions being restored (default=10).

Data Synchronization

When “Customer Supplied Archive Logs” feature is used along with Db2 DPF feature, users will have to place the
archive logs inside a folder with a name as NODE<Partition number> where <Partition number> is a four-digit
number. For example, if the source environment has two partitions then the user-provided log path will have folder
names NODEO0OOO and NODE0001. Both the folders will have respective archive logs. Snapshot operation will be
used to apply the archive logs.

Advance Configuration file

The advanced config file is created at <Toolkit directory>/advanceConfFlag.conf during discovery or environment
refresh operation if the file does not pre-exist already. This file will have the following configurable parameters:

« Common Group (notCommonGroupFlag)
« This parameter sets the permission of "mnts", "logs" and "code" directories at <Toolkit dir>/
DB2 location.
« Set notCommonGroupFlag to false, if the primary group of the primary environment user (user which
is used to do discovery) is shared with the instance users.
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+ Set notCommonGroupFlag to true, if you don't want to share any group between the primary
environment user and the instance users.

+ Once the necessary changes are made, refresh the environment in order to make the changes
applicable.

By default, the notCommonGroupFlag parameter is not specified in the file. This means that the plugin implicitly
assumes its value as false. The valid values for this parameter are true or false.

« Allow Source Database on Same Instance (allowSourceDBonSamelnst)
By default, the DB2 Plugin restricts the provisioning of a VDB on a DB2 instance which contains a database
with the same name as the VDB's source database
For example:
+ When provisioning a VDB from a VDB then source VDB is treated as the source database.
« When provisioning a VDB from a dSource then a staging database is treated as the source database.

Set allowSourceDBonSamelnst to true, if the user wants to provision a VDB on an instance which contains a
database with the same name as the VDB's source database. The valid values for this parameter are true or false.

« Restore Pipeline limit (restorePipelineLimit)
Db2 DPF Plugin performs restoration of all non-catalog partitions in parallel.
The parameter restorePipelineLimit allows the user to configure the number of partitions that should be
restored in parallel. When the new advanceConfFlag.conf file is created during environment refresh or
discovery operation, the default value of restorePipelineLimit is set to 10. If the advanceConfFlag.conf file is
already present, the user will have to set the value of restorePipelineLimit parameter to the desired
value. Valid value for this field is any positive integer.

A default config file created during discovery or environment refresh operation:

# If the user s not sharing a common group between primary environment user and
instance user.

# Then the user needs to set parameter notCommonGroupFlag as true.
# notCommonGroupFlag=true

# During provision operation check if instance contains a database name which is
jdentical to the source DB name wused for provisioning operation.

# By default plugin will never allow creating a VDB on the instance where source
database (or other database which 1is +ddentical in name with source DB) already exists.

# If the user still wants to create a VDB on the instance which contains a database
name which is identical to the source DB name used for provisioning operation,

# then the user needs to set parameter allowSourceDBonSameInst as true.
# allowSourceDBonSameInst=true
# Limit for parallel restores

restorePipelinelLimit=10
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Migration and Compatibility

Supported DBMS Versions

» Db2 Enterprise Server Edition 10.5
+ Db2 Advanced Enterprise Server Edition 10.5
+ Db2 Enterprise Server Edition 11.1
« Db2 Advanced Enterprise Server Edition 11.1

Supported Operating Systems

Supported Db2 Database Editions

1. Enterprise Server Edition

2. Advanced Enterprise Server Edition
3. Advanced Edition
4. Standard Edition
5. Forthe supported Db2 versions, Delphix supports the corresponding Db2 Developer edition with Db2 plugin
support
a «+ Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is
listed as covered, then all patch releases under that minor release are certified.
+ Db2 versions below 10.5i.e (10.1, 9.8) are NOT supported by the plugin.
+ Db2 supports only 64-bit OS
Key:
Color Supported?

O Yes
ﬁ No

Red Hat Enterprise Linux (RHEL)

a Support for RHEL 8.x requires installing the libncurses.5 library onto the host. Please reference KBA
5622 for actionable steps.

Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

RHEL 6.9 (V] (V] [
RHEL 7.0 (V] o [
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RHEL7.1

RHEL 7.2

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

O © 6 0 © o0 ©

RHEL 7.7
Qso5+

RHEL 7.8

RHEL 8.2

0O 0 © 0 0 & d @ o
O 0 0 0 0 & 0o

Advanced Interactive eXecutive (AlX)
Db2 plugin support for below mentioned OS and Db2 versions

Supported DBMS Version

Supported OS Version 10.5 11.1 11.5

AIX 7.1 (v] (v] O
AIX 7.2 (] (V] [ ]

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions starting 2.1.0 till 2.7.3 are on extended support. Please contact Delphix Support for any
queries.

Plugin Version

Delphix Engine 3.0.0 3.0.1 3.0.2 3.1.0 3.1.1 4.0.0 4.0.1 4.1.0
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6.0.0.x o o o o O ©o o o
6.0.1x o o o o O © o o
6.0.2x o o o o O ©o o o
6.0.3x o o o o O © o o
6.0.4.x o o o o O ©o o o
6.0.5.x o o o o O © o o
6.0.6.x o o o o O ©o o o
6.0.7x o o o o O © o o
6.0.8 o o o o O ©0 o o
6.0.9.x o o o o o 0 o o
6.0.10.x o o o o O O o o

Plugin Upgrade Path

Use the table below to determine the most efficient upgrade path from your current version to the latest version of
the Db2 Plugin.

Your Version Recommended upgrade path to Db2 3.0.0

2.0.1 Upgrade to 2.1.0, and follow the paths below.
2.1.0 Upgrade to 2.2.1, and follow the paths below.
2.2.1 Upgrade to 2.3.0, and follow the paths below.
2.3.0 Upgrade to 2.4.0, and follow the paths below.

Release Notes- 233



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

2.4.0 Upgrade to 2.5.1, and follow the paths below.
24.1
2.4.2

2.5.1 Upgrade to 2.6.0, and follow the paths below.

2.6.0 Upgrade to 2.7.0, and follow the paths below.
2.6.1

2.7.0 Upgrade to 3.0.0
2.7.1
2.7.2
2.7.3

Known Issues

Db2 plugin version 3.0.0 contains the following known issue:

Key  Summary Workaround / Comments

DB2  Jobson Ul might hang intermittently This issue will be only observed when multiple datasets
-131  dueto a known IBM Db2 bug jobs, within the same Db2 instance, will get executed at the
8 same time.
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EBS Release Notes

« EBS 12.1 Plugin Release Notes
« EBS 12.2 Plugin Release Notes
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EBS 12.1 Plugin Release Notes

» EBS 12.1 Plugin 3.0.0 Release Notes
+ EBS 12.1 Plugin 2.3.3 Release Notes
» EBS 12.1 Plugin 2.3.2 Release Notes
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EBS 12.1 Plugin 3.0.0 Release Notes

EBS Plugin version 3.0.0 is developed using VSDK framework. Existing customers can now upgrade their 2.3.x EBS
12.1 plugin version to this latest version and can avail VSDK benefits:

« Improved debugging support
« Customized user exceptions
Plugin Installation
Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.
Migration and Compatibility
Oracle Sl dbTechStack and Database

EBS12.1

+ Oraclel1gR2v11.2.0.4 (Minimum DB version supported 11.2.0.4)
+ Oraclel2cR1v12.1.0.2 (Minimum DB version supported 12.1.0.2)

Oracle does not yet support the multi-tenant option for E-Business Suites, so Delphix cannot support this either.

Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP is not
shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5,6

« Solaris - SPARC9, 10,11

« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of the Oracle E-Business Suite Support
Matrix.

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.
EBS 12.1 customers:

Delphix Engine EBS_3.0.0
5.3.0.0 No
5.3.1.0 No
5.3.2.0 No
5.3.3.0 No
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5.3.4.0

5.3.5.0

5.3.6.0

5.3.7.0

5.3.8.0-5.3.8.1

5.3.9.0

6.0.0.0

6.0.1.0

6.0.2.0

6.0.3.0

6.0.4.0

6.0.5.0

6.0.6.0

6.0.7.0

6.0.8.0

Plugin Upgrade Path

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes
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Path A - New plugin installation for EBS customers:

+ Upload 3.0.0 plugin for EBS 12.1 customers

Path B - Existing EBS customers with different plugin version:

For EBS 12.1 customers:

Your Version

1.0.0

Recommended Upgrade Path to 2.3.3

Upgrade to 1.1.0 and follow the upgrade path below.
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1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.
1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.
1.3.0 Upgrade to 2.0.0 and follow the upgrade path below.
1.3.1

2.0.0 Upgrade to 2.1.0 and follow the upgrade path below.
2.1.0 Upgrade to 2.2.0 and follow the upgrade path below.
2.2.0 Upgrade to 2.3.0,2.3.1, 2.3.2, or 2.3.3 and follow the

upgrade path below.

2.3.00r2.3.1.0r2.3.20r2.3.3 Upgrade to 3.0.0 the latest version of EBS 12.1 customer.

Example: Upgrade path for EBS 12.1 customer with existing Plugin version 1.1.0 who wants to upgrade to 3.0.0
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 2.0.0 - 2.1.0 - 2.2.0 - 2.3.00r2.3.12.3.2,0r2.3.3 - 3.0.0

Key points

+ Plugin 3.0.0 will continue to support sudo privileges for virtualizing EBS appsTier only for EBS 12.1
customers.

+ Follow the upgrade steps carefully from here.

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine ignores patch versions when handling plugin upgrade logic. It only validates the major/
minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features
« Support SSL enabled Environment
. V2P

Known Issues

EBS plugin version 3.0.0 contains the following known issues :

Key Summary

DLPX-71066 Plugin upload fails if there are any VDBs that failed during a provision.
Fixed Issues
NA
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EBS 12.1 Plugin 2.3.3 Release Notes

EBS Plugin version 2.3.3 introduces a new feature while refreshing EBS appsTier where a Pre Refresh hook will help
in aborting concurrent manager services and reduce the time taken to gracefully stop the EBS application. The
password required to execute the same will be pulled from a text file present on the target appsTier host which will
be created automatically during appsTier provisioning.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Oracle Sl dbTechStack and Database

EBS12.1

+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2

& Oracle does not yet support the multi-tenant option for E-Business Suites, so Delphix cannot support this
either.

Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5,6

« Solaris - SPARC9, 10,11

« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of the Oracle E-Business Suite Support
Matrix.

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.
EBS 12.1 customers:

Delphix Engine EBS_2.3.3
5.3.0.0 No
5.3.1.0 Yes
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5.3.2.0

5.3.3.0

5.3.4.0

SE3E51()

5.3.6.0

5.3.7.0

5.3.8.0-5.3.8.1

5.3.9.0

6.0.0.0

6.0.1.0

6.0.2.0

6.0.3.0

6.0.4.0

6.0.5.0

6.0.6.0

6.0.7.0

6.0.8.0

Plugin Upgrade Path
Path A - New plugin installation for EBS customers:
« Upload 2.3.3 plugin for EBS 12.1 customers
Path B - Existing EBS customers with different plugin version:

For EBS 12.1 customers:

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Your Version Recommended Upgrade Path to 2.3.3

1.0.0 Upgrade to 1.1.0 and follow the upgrade path below.

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.

1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.

1.3.0 Upgrade to 2.0.0 and follow the upgrade path below.

131

2.0.0 Upgrade to 2.1.0 and follow the upgrade path below.

2.1.0 Upgrade to 2.2.0 and follow the upgrade path below.

2.2.0 Upgrade to 2.3.0,2.3.1, 2.3.2, or 2.3.3 the latest version of EBS 12.1
customer.

Example: Upgrade path for EBS 12.1 customer with existing Plugin version 1.1.0 who wants to upgrade to 2.3.x
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 2.0.0 - 2.1.0 - 2.2.0 - 2.3.00r2.3.12.3.2,0r 2.3.3.

Key points

+ Plugin 2.3.3is a patch release and also will continue to support sudo privileges for virtualizing EBS appsTier
only for EBS 12.1 customers.

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine ignores patch versions when handling plugin upgrade logic. It only validates the major/
minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

« Support SSL enabled Environment
. V2P
« BYOOJ

Known Issues

EBS plugin version 2.3.3 contains the following known issues :

Key Summary
EBS-692 EBS link operation fails when source EBS environment is linked with BYOOJ
DLPX-69617 OperationRunnerlmpl incorrectly assumes toolkit JDK always exists
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Fixed Issues

EBS plugin version 2.3.3 contains the following features and bug fixes:

Key Summary
EBS-662 Abort EBS ConcMgr services before stopping EBS appsTier services during
refresh.
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EBS 12.1 Plugin 2.3.2 Release Notes

New Features

EBS Plugin version 2.3.2 introduces a new feature where user will not need to specify the source apps schema
password in EBS DB hooks provision wizard. This password can now be pulled from a text file present on the target
DB host which will be created automatically during DBTechStack provisioning.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Oracle Sl dbTechStack and Database

EBS12.1

+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2

& Oracle does not yet support the multi-tenant option for E-Business Suites, so Delphix cannot support this
either.

Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5,6

« Solaris - SPARC9, 10,11

« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of Oracle E-Business Suite Support
Matrix.

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.
EBS 12.1 customers:

Delphix Engine EBS_2.3.2
5.3.0.0 No
5.3.1.0 Yes
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5.3.2.0

5.3.3.0

5.3.4.0

SE3E51()

5.3.6.0

5.3.7.0

5.3.8.0-5.3.8.1

5.3.9.0

6.0.0.0

6.0.1.0

6.0.2.0

6.0.3.0

6.0.4.0

6.0.5.0

6.0.6.0

6.0.7.0

6.0.8.0

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 2.3.2 plugin for EBS 12.1 customers

Path B - Existing EBS customers with different plugin version:

For EBS 12.1 customers:

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Your Version Recommended Upgrade Path to 2.3.2

1.0.0 Upgrade to 1.1.0 and follow the upgrade path below.

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.

1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.

1.3.0 Upgrade to 2.0.0 and follow the upgrade path below.

131

2.0.0 Upgrade to 2.1.0 and follow the upgrade path below.

2.1.0 Upgrade to 2.2.0 and follow the upgrade path below.

2.2.0 Upgrade to 2.3.0, 2.3.1, or 2.3.2 the latest version of EBS 12.1
customer.

Example: Upgrade path for EBS 12.1 customer with existing Plugin version 1.1.0 who wants to upgrade to 2.3.1
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 2.0.0 - 2.1.0 - 2.2.0 » 2.3.00r2.3.10r2.3.2

Key points

+ Plugin 2.3.2is a patch release that will support EBS-597 Delphix Hooks Password-Storing Apps password to
file for EBS appsTier.

+ Plugin 2.3.2 also will continue to support sudo privileges for virtualizing EBS appsTier only for EBS 12.1
customers.

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine ignores patch versions when handling plugin upgrade logic. It only validates the major/
minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

« Support SSL enabled Environment
. V2P
« BYOOJ

Fixed Issues

EBS plugin version 2.3.2 contains the following features and bug fixes:

Key Summary

EBS-566 Display port pool number in the error toolkit.ebs122-
app-1-7-0.portPoolNotFreeError.
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EBS-597 Delphix Hooks Password-Storing Apps password to file for EBS appsTier.

EBS-621 Changed apps password log file is generated in a different location other than
target location.

Known Issues

Key Summary

EBS-692 EBS link operation fails when source EBS environment is linked with
BYOOJ

DLPX-69617 OperationRunnerlmplincorrectly assumes toolkit JDK always exists
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EBS 12.2 Plugin Release Notes

» EBS 12.2 Plugin 3.0.1 Release Notes
» EBS 12.2 Plugin 3.0.0 Release Notes
» EBS 12.2 Plugin 2.0.1 Release Notes
» EBS 12.2 Plugin 2.0.0 Release Notes
» EBS 12.2 Plugin 1.8.4 Release Notes
+ EBS 12.2 Plugin 1.8.3 Release Notes
+ EBS 12.2 Plugin 1.8.2 Release Notes
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EBS 12.2 Plugin 3.0.1 Release Notes

What's New?
This is a patch release that aims to provide the following updates to EBS 12.2 plugin.

« Added support for RHEL 8.3
+ Updated Hooks for 19¢ MT low and high privileged users.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle SI dbTechStack and Database

EBS12.2

+ Oraclel1gR2v11.2.0.4 (Minimum DB version supported 11.2.0.4)
+ Oraclel2cR1v12.1.0.2 (Minimum DB version supported 12.1.0.2)
+ Oraclel9c MT v19.3.0.0 (Minimum DB version supported 19.3.0.0)

Oracle EBS appsTier
+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

2l Unknown macro: ‘includeplus’

Known Issues

Key Summary

EBS-836 "ebs_<PDB_SID>" listener services are getting disappeared on VDB stop/start.
As a workaround, a new Third Configure Clone Hook has been added.
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EBS 12.2 Plugin 3.0.0 Release Notes

New Features

EBS Plugin version 3.0.0 aims to support Oracle 19¢c MT architecture. Moreover, a new field has been added on the
provisioning Ul. This will provide the flexibility to the end-user to provide the maximum time allowed to virtualize
the application tier.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle Sl dbTechStack and Database

EBS12.2

+ Oraclel1gR2v11.2.0.4 (Minimum DB version supported 11.2.0.4)

+ Oraclel2cR1v12.1.0.2 (Minimum DB version supported 12.1.0.2)

+ Oraclel9c MT v19.3.0.0 (Minimum DB version supported 19.3.0.0)
Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems
« Linux-SLES9,10,11;RHEL5,6,7,0L5,6
« Solaris - SPARC9, 10,11

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.

For EBS 12.2 customers:

Delphix Engine EBS_3.0.0
5.3.0.0 No
5.3.1.0 No
5.3.2.0 No
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5.3.3.0

5.3.4.0

5.3.5.0

5.3.6.0

5.3.7.0

5.3.8.0-5.3.8.1

5.3.9.0

6.0.0.0

6.0.1.0

6.0.2.0

6.0.3.0

6.0.4.0

6.0.5.0

6.0.6.0

6.0.7.0

6.0.8.0

6.0.9.0

6.0.10.0

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 3.0.0 plugin for EBS 12.2 customers

Path B - Existing EBS customers with different plugin version:

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes
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For EBS 12.2 customers:

Your Version

1.0.0

1.1.0

1.2.0

1.3.0
131

1.4.0

1.5.0

1.6.0

1.7.0

1.8.0
18.1
1.8.2
1.8.3
1.8.4

2.0.0
2.0.1

Recommended Upgrade Path to 3.0.0

Upgrade to 1.1.0 and follow the upgrade path below.

Upgrade to 1.2.0 and follow the upgrade path below.

Upgrade to 1.3.0 and follow the upgrade path below.

Upgrade to 1.4.0 and follow the upgrade path below.

Upgrade to 1.5.0 and follow the upgrade path below.

Upgrade to 1.6.0 and follow the upgrade path below.

Upgrade to 1.7.0 and follow the upgrade path below.

Upgrade to 1.8.0,1.8.1,1.8.2, 1.8.3, or 1.8.4 and follow the upgrade path below.

Upgrade to 2.0.0 or 2.0.1, and follow the upgrade path below.

Upgrade to 3.0.0, the latest plugin version.

Example : Upgrade path for EBS 12.2 customer with existing Plugin version 1.1.0 who wants to upgrade to 3.0.0
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0 - 1.5.0 - 1.6.0 - 1.7.0 -~ 1.8.00r 1.8.1,1.8.2,1.8.3. 0r 1.8.4 - 2.0.0

or2.0.1 - 3.0.0.

+ Customers should skip a minor Plugin 1.3.1 and 1.8.1/1.8.2/1.8.3/1.8.4 version upgrade.
« If EBS 12.2 customers are on Plugin version 1.3.1, the plugin upgrade path willbe:1.3.1 - 1.4.0 - 1.5.0

Key points:

- 16.0- 170~ 18.00r1.8.1,1.82,183.0r1.84 - 2.0.00r2.0.1 - 3.0.0.

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.

The Delphix Engine simply ignores patch versions when handling plugin upgrade logic. It only validates the
major/minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features
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« SSL enabled Environment
« V2P

Known Issues

Key Summary

EBS-836 "ebs_<PDB_SID>" listener services are getting disappeared on VDB stop/start.
As a workaround, a new configure clone hook has been added.

Fixed Issues

EBS plugin version 3.0.0 contains the following bug fixes.

Key Summary

EBS-767 EBS appsTier linking failed while identifying Delta patch level information from
low-privilege OS user

EBS-779 Continued timeouts - toolkit.ebs122-app-1-8-2.errorTimeout {admanagedsrvctl}

EBS-787 Toolkit should perform prior dependency/pre-requisite check in target host
before starting to provision dBtechStack and Appstier

EBS-788 Error not being shown to the customer

EBS-798 GUI shows vfiles ORACLE_HOME as stopped however it is not

EBS-778 Expect timeout set to 8 hours which is too short

EBS-798 GUI shows vfiles ORACLE_HOME as stopped however it is not

EBS-816 EBS 12.2 disable Appstier vdb failed with Delphix cannot stop all processes

under /u01/oracle/VIS on host
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EBS 12.2 Plugin 2.0.1 Release Notes

New Features

EBS Plugin version 2.0.1 aims to successfully stop application services while provisioning or refresh operation.
Hence, creating successful snapshots.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle Sl dbTechStack and Database

EBS12.2
+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2
Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5,6

« Solaris - SPARC9, 10,11

« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of the Oracle E-Business Suite Support
Matrix.

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.

For EBS 12.2 customers:

Delphix Engine EBS_2.0.1
5.3.0.0 No
5.3.1.0 Yes
5.3.2.0 Yes
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5.3.3.0 Yes
5.3.4.0 Yes
5.3.5.0 Yes
5.3.6.0 Yes
5.3.7.0 Yes
5.3.8.0-5.3.8.1 Yes
5.3.9.0 Yes
6.0.0.0 Yes
6.0.1.0 Yes
6.0.2.0 Yes
6.0.3.0 Yes
6.0.4.0 Yes
6.0.5.0 Yes
6.0.6.0 Yes
6.0.7.0 Yes
6.0.8.0 Yes

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 2.0.1 plugin for EBS 12.2 customers

Path B - Existing EBS customers with different plugin version:

For EBS 12.2 customers:

Your Version Recommended Upgrade Path to 2.0.1
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1.3.0
131

1.4.0

1.5.0

1.6.0

1.7.0

1.8.0t01.8.4
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Upgrade to 1.1.0 and follow the upgrade path below.

Upgrade to 1.2.0 and follow the upgrade path below.

Upgrade to 1.3.0 and follow the upgrade path below.

Upgrade to 1.4.0 and follow the upgrade path below.

Upgrade to 1.5.0 and follow the upgrade path below.

Upgrade to 1.6.0 and follow the upgrade path below.

Upgrade to 1.7.0 and follow the upgrade path below.

Upgrade to 1.8.0,1.8.1,1.8.2,1.8.3, or 1.8.4 and follow the upgrade path below.

Upgrade to 2.0.0 or 2.0.1, the latest plugin version.

Example : Upgrade path for EBS 12.2 customer with existing Plugin version 1.1.0 who wants to upgrade to 2.0.0 or
2.0.1 Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0 - 1.5.0 - 1.6.0 - 1.7.0 -~ 1.8.00r 1.8.1,1.8.2,1.8.3.0r 1.8.4 -

2.0.0 0or2.0.1.

+ Customers should skip a minor Plugin 1.3.1 and 1.8.1/1.8.2/1.8.3/1.8.4 version upgrade.
« If EBS 12.2 customers are on Plugin version 1.3.1, the plugin upgrade path willbe:1.3.1 - 1.4.0 - 1.5.0
-1.6.0 - 17.0 -~ 1.8.00r1.8.1,1.8.2,1.8.3. 0r 1.8.4 - 2.0.0 0or 2.0.1.

Key points:

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine simply ignores patch versions when handling plugin upgrade logic. It only validates the
major/minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

« SSL enabled Environment

. V2P

Known Issues

N/A

Fixed Issues

EBS plugin version 2.0.1 contains the following features and bug fixes:

Key

Summary
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EBS-783 Provisioning VDB from Appstier dSource fails with adpreclone connection with
Oracle WebLogic Administration Server
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EBS 12.2 Plugin 2.0.0 Release Notes

New Features

EBS Plugin version 2.0.0 aims to implement Sudo Privileges feature for both EBS 12.2 Database Tier and Application
Tier.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle Sl dbTechStack and Database

EBS12.2
+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2
Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5,6

« Solaris - SPARC9, 10,11

« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of the Oracle E-Business Suite Support
Matrix.

Plugin/Delphix Engine Compatibility

The Plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.

For EBS 12.2 customers:

Delphix Engine EBS_2.0.0
5.3.0.0 No
5.3.1.0 Yes
5.3.2.0 Yes
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5.3.3.0 Yes
5.3.4.0 Yes
5.3.5.0 Yes
5.3.6.0 Yes
5.3.7.0 Yes
5.3.8.0-5.3.8.1 Yes
5.3.9.0 Yes
6.0.0.0 Yes
6.0.1.0 Yes
6.0.2.0 Yes
6.0.3.0 Yes
6.0.4.0 Yes
6.0.5.0 Yes
6.0.6.0 Yes
6.0.7.0 Yes
6.0.8.0 Yes

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 2.0.0 plugin for EBS 12.2 customers

Path B - Existing EBS customers with different plugin version:

For EBS 12.2 customers:

Your Version Recommended Upgrade Path to 2.0.0
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1.5.0

1.6.0

1.7.0

1.8.0t01.8.4
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Upgrade to 1.1.0 and follow the upgrade path below.

Upgrade to 1.2.0 and follow the upgrade path below.

Upgrade to 1.3.0 and follow the upgrade path below.

Upgrade to 1.4.0 and follow the upgrade path below.

Upgrade to 1.5.0 and follow the upgrade path below.

Upgrade to 1.6.0 and follow the upgrade path below.

Upgrade to 1.7.0 and follow the upgrade path below.

Upgrade to 1.8.0,1.8.1,1.8.2,1.8.3, or 1.8.4 and follow the upgrade path below.

Upgrade to 2.0.0, the latest plugin version.

Example : Upgrade path for EBS 12.2 customer with existing Plugin version 1.1.0 who wants to upgrade to 2.0.0
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0 - 1.5.0 - 1.6.0 -~ 1.7.0 - 1.8.00r 1.8.1,1.8.2,1.8.3. 0r 1.8.4 — 2.0.0.

+ Customers should skip a minor Plugin 1.3.1 and 1.8.1/1.8.2/1.8.3/1.8.4 version upgrade.

« If EBS 12.2 customers are on Plugin version 1.3.1, the plugin upgrade path willbe:1.3.1 - 1.4.0 - 1.5.0
- 1.6.0 - 1.7.0 -~ 1.8.00r1.8.1,1.8.2,1.8.3. 0r 1.8.4 — 2.0.0.

Key points:

+ Plugin 2.0.0 supports IDEA-1072: Delphix OS account ("delphix_os") on source/target servers should obtain
privileges only through "sudo".

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine simply ignores patch versions when handling plugin upgrade logic. It only validates the
major/minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

« SSL enabled Environment

. V2P

Known Issues

N/A

Fixed Issues

EBS plugin version 1.8.4 contains the following features and bug fixes:

Key

Summary
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EBS-757 EBS plugin should check for data accessibility during status check
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EBS 12.2 Plugin 1.8.4 Release Notes

New Features

EBS Plugin version 1.8.4 aims to implement Weblogic password complexity validation as per the Oracle standards.

Plugin Installation
Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle Sl dbTechStack and Database

EBS12.2

+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2

& Oracle does not yet support the multi-tenant option for E-Business Suites, so Delphix cannot support this
either.

Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5,6

« Solaris - SPARC9, 10,11

« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of the Oracle E-Business Suite Support
Matrix.

Plugin/Delphix Engine Compatibility

The Plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.

For EBS 12.2 customers:

Delphix Engine EBS_1.8.4
5.3.0.0 No
5.3.1.0 Yes
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5.3.2.0

5.3.3.0

5.3.4.0

SE3E51()

5.3.6.0

5.3.7.0

5.3.8.0-5.3.8.1

5.3.9.0

6.0.0.0

6.0.1.0

6.0.2.0

6.0.3.0

6.0.4.0

6.0.5.0

6.0.6.0

6.0.7.0

6.0.8.0

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 1.8.4 plugin for EBS 12.2 customers

Path B - Existing EBS customers with different plugin version:

For EBS 12.2 customers:

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Your Version Recommended Upgrade Path to 1.8.3
1.0.0 Upgrade to 1.1.0 and follow the upgrade path below.
1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.
1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.
1.3.0 Upgrade to 1.4.0 and follow the upgrade path below.
131
1.4.0 Upgrade to 1.5.0 and follow the upgrade path below.
1.5.0 Upgrade to 1.6.0 and follow the upgrade path below.
1.6.0 Upgrade to 1.7.0 and follow the upgrade path below.
1.7.0 Upgrade to 1.8.0,1.8.1,1.8.2,1.8.3, or 1.8.4 and follow the upgrade
path below.

Example : Upgrade path for EBS 12.2 customer with existing Plugin version 1.1.0 who wants to upgrade to 1.8.x
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0 - 1.5.0 - 1.6.0 -~ 1.7.0 -~ 1.8.00r 1.8.1,1.8.2,1.8.3. 0r 1.8.4

+ Customers should skip a minor Plugin 1.3.1 version upgrade.
« If EBS 12.2 customers are on Plugin version 1.3.1, the plugin upgrade path willbe:1.3.1 - 1.4.0 - 1.5.0
- 16.0 - 170~ 1800r1.8.1,1.8.2,1.8.3.0r1.8.4
Key points:

+ Plugin 1.8.4is a patch release

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine simply ignores patch versions when handling plugin upgrade logic. It only validates the
major/minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

+ Sudo Privilege Plugin for EBS 12.2 release
« Support SSL enabled Environment
« V2P

Known Issues
N/A
Fixed Issues

EBS plugin version 1.8.4 contains the following features and bug fixes:
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Key Summary
EBS-712 WLS Password Complexity Issue - Merge ESCL_2983 into EBS 12.2 Plugin.
EBS-713 Multi-line support for SQL query O/P - merge ESCL-2988 into EBS 12.2 Plugin.
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EBS 12.2 Plugin 1.8.3 Release Notes

New Features

EBS Plugin version 1.8.3 introduces a new feature while refreshing EBS appsTier where a Pre Refresh hook will help
in aborting concurrent manager services and reduce the time taken to gracefully stop the EBS application.. The
password required to execute the same will be pulled from a text file present on the target appsTier host which will
be created automatically during appsTier provisioning.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle SI dbTechStack and Database

EBS12.2

+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2

& Oracle does not yet support the multi-tenant option for E-Business Suites, so Delphix cannot support this
either.

Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems

« Linux-SLES9, 10, 11; RHEL5,6,7,0L5, 6
« Solaris - SPARC9, 10,11
« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of the Oracle E-Business Suite Support
Matrix.
Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.

For EBS 12.2 customers:

Delphix Engine EBS_1.8.3

5.3.0.0 No
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5.3.1.0 Yes
5.3.2.0 Yes
5.3.3.0 Yes
5.3.4.0 Yes
5.3.5.0 Yes
5.3.6.0 Yes
5.3.7.0 Yes
5.3.8.0-5.3.8.1 Yes
5.3.9.0 Yes
6.0.0.0 Yes
6.0.1.0 Yes
6.0.2.0 Yes
6.0.3.0 Yes
6.0.4.0 Yes
6.0.5.0 Yes
6.0.6.0 Yes
6.0.7.0 Yes
6.0.8.0 Yes

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 1.8.3 plugin for EBS 12.2 customers

Path B - Existing EBS customers with different plugin version:
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For EBS 12.2 customers:

Your Version Recommended Upgrade Path to 1.8.3
1.0.0 Upgrade to 1.1.0 and follow the upgrade path below.
1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.
1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.
1.3.0 Upgrade to 1.4.0 and follow the upgrade path below.
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1.4.0 Upgrade to 1.5.0 and follow the upgrade path below.
1.5.0 Upgrade to 1.6.0 and follow the upgrade path below.
1.6.0 Upgrade to 1.7.0 and follow the upgrade path below.
1.7.0 Upgrade to 1.8.0, 1.8.1, 1.8.2, or 1.8.3 and follow the upgrade path
below.

Example : Upgrade path for EBS 12.2 customer with existing Plugin version 1.1.0 who wants to upgrade to 1.8.x
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0 - 1.5.0 - 1.6.0 -~ 1.7.0 - 1.8.00r 1.8.1,1.8.2,0r 1.8.3.

+ Customers should skip a minor Plugin 1.3.1 version upgrade.
« If EBS 12.2 customers are on Plugin version 1.3.1, the plugin upgrade path willbe:1.3.1 - 1.4.0 - 1.5.0
-1.6.0-17.0-18.00r1.8.1,1.8.2,0r1.8.3.
Key points:

+ Plugin 1.8.3 is a patch release

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine simply ignores patch versions when handling plugin upgrade logic. It only validates the
major/minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

+ Sudo Privilege Plugin for EBS 12.2 release
« Support SSL enabled Environment

« V2P

+ BYOOJ

Known Issues

EBS plugin version 1.8.3 contains the following known issues :

Key Summary
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EBS-692 EBS link operation fails when source EBS environment is linked with BYOOJ
DLPX-69617 OperationRunnerlmplincorrectly assumes toolkit JDK always exists
Fixed Issues

EBS plugin version 1.8.3 contains the following features and bug fixes:

Key Summary
EBS-663 Abort EBS ConcMgr services before stopping EBS appsTier services during
refresh.

Release Notes- 269



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

EBS 12.2 Plugin 1.8.2 Release Notes

New Features

EBS Plugin version 1.8.2 introduces a new feature where the user will not need to specify the source apps schema
password in EBS DB hooks provision wizard. This password can now be pulled from a text file present on the target
DB host which will be created automatically during DBTechStack provisioning.

Plugin Installation

Plugins to support EBS virtualization are not automatically included in the Virtualization Engine deployment and
can be installed by the end-user after uploading the plugin through the Manage > Plugin screen.

Migration and Compatibility

Supported Versions
Oracle SI dbTechStack and Database

EBS12.2

+ OraclellgR2v11.2.0.4
« Oraclel2cR1v12.1.0.2

& Oracle does not yet support the multi-tenant option for E-Business Suites, so Delphix cannot support this
either.

Oracle EBS appsTier

+ Single-node appsTier
« Multi-node appsTier with shared APPL_TOP

& The Delphix Engine does not provide support for provisioning a multi-node appsTier where the APPL_TOP
is not shared between nodes.

Supported Operating Systems
« Linux-SLES9, 10, 11; RHEL5,6,7,0L5, 6
« Solaris - SPARC9, 10,11
« Advanced Interactive eXecutive (AIX) - See the matrix at the bottom of Oracle E-Business Suite Support
Matrix.
Plugin/Delphix Engine Compatibility

The Plugin should be installed on compatible Delphix Engines per the table below. For plugin/engine compatibility
of all the released plugin versions, see EBS Matrix.

For EBS 12.2 customers:

Delphix Engine EBS_1.8.2

5.3.0.0 No
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5.3.1.0 Yes
5.3.2.0 Yes
5.3.3.0 Yes
5.3.4.0 Yes
5.3.5.0 Yes
5.3.6.0 Yes
5.3.7.0 Yes
5.3.8.0-5.3.8.1 Yes
5.3.9.0 Yes
6.0.0.0 Yes
6.0.1.0 Yes
6.0.2.0 Yes
6.0.3.0 Yes
6.0.4.0 Yes
6.0.5.0 Yes
6.0.6.0 Yes
6.0.7.0 Yes
6.0.8.0 Yes

Plugin Upgrade Path

Path A - New plugin installation for EBS customers:

« Upload 1.8.2 plugin for EBS 12.2 customers

Path B - Existing EBS customers with different plugin version:
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For EBS 12.2 customers:

Your Version Recommended Upgrade Path to 1.8.2

1.0.0 Upgrade to 1.1.0 and follow the upgrade path below.

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.

1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.

1.3.0 Upgrade to 1.4.0 and follow the upgrade path below.

131

1.4.0 Upgrade to 1.5.0 and follow the upgrade path below.

1.5.0 Upgrade to 1.6.0 and follow the upgrade path below.

1.6.0 Upgrade to 1.7.0 and follow the upgrade path below.

1.7.0 Upgrade to 1.8.0, 1.8.1, or 1.8.2 and follow the upgrade path below.

Example : Upgrade path for EBS 12.2 customer with existing Plugin version 1.1.0 who wants to upgrade to 1.8.1
Plugin version: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0 - 1.5.0 - 1.6.0 » 1.7.0 - 1.8.00r1.8.10r 1.8.2

+ Customers should skip a minor Plugin 1.3.1 version upgrade.
« If EBS 12.2 customers are on Plugin version 1.3.1, the plugin upgrade path willbe:1.3.1 - 1.4.0 - 1.5.0
- 1.6.0 - 1.7.0 - 1.8.00r1.8.10r1.8.2

Key points:

+ Plugin 1.8.2 is a patch release that will support EBS-597 Delphix Hooks Password-Storing Apps password to
file for EBS appsTier.

« Customers can skip a patch plugin release upgrade if they intend to upgrade their plugin to a higher version.
The Delphix Engine simply ignores patch versions when handling plugin upgrade logic. It only validates the
major/minor plugin version during the plugin upgrade.

Unsupported EBS Versions and Features

+ Sudo Privilege Plugin for EBS 12.2 release
« Support SSL enabled Environment

« V2P

+ BYOOJ

Fixed Issues

EBS plugin version 1.8.2 contains the following features and bug fixes:

Key Summary
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EBS_566 Display port pool number in the error toolkit.ebs122-
app-1-7-0.portPoolNotFreeError.

EBS-597 Delphix Hooks Password-Storing Apps password to file for EBS appsTier

Known Issues

Key Summary

EBS-692 EBS link operation fails when source EBS environment is linked with
BYOOJ

DLPX-69617 OperationRunnerlmplincorrectly assumes toolkit JDK always exists
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HANA Release Notes

« HANA 2.0 Plugin Version 6.1.0 Release Notes
« HANA 2.0 Plugin Version 6.0.1 Release Notes
« HANA 2.0 Plugin Version 6.0.0 Release Notes
« HANA 2.0 Plugin Version 4.3.2 Release Notes
« HANA 2.0 Plugin Version 4.3.1 Release Notes
« HANA 2.0 Plugin Version 4.3.0 Release Notes
« HANA 2.0 Plugin Version 4.2.0 Release Notes
« HANA 2.0 Plugin Version 4.1.2 Release Notes
« HANA 2.0 Plugin Version 4.1.1 Release Notes
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HANA 2.0 Plugin Version 6.1.0 Release Notes
Features

HANA Port Control

With this release, a solution has been introduced that keeps the port numbers consistent throughout the VDB life
cycle so that the connections made to the VDBs are not disrupted during their life cycle.

Plugin Installation

Plugins to support HANA virtualization are not automatically included in the Virtualization Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting
installation by following this link.

Migration and Compatibility

This section describes the HANA (DBMS) versions that are supported by the HANA 2.0 Plugin, as well as the
compatible operating systems (0S), for use on the source and target environments.

& Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is listed as
covered, then all patch releases under that minor release are certified.

Supported DBMS Versions

HANA Version Support Package Stack
(Standard and Enterprise Editions) (SPS)

2.0 04

2.0 05

© Important: Atarget may have a higher SPS release than a source; the reverse is not supported.

Key:

Color Supported?

(v Yes
ﬁ No

Supported Operating System

Supported DBMS Version
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Supported OS Version

RHEL 8.1

RHEL 7.3/7.4/7.5

Cent0S 7.3/7.4/7.5

RHEL 7.6

Cent0S 7.6

SUSE 12 SP 03

SUSE 15 SP 02

HANA 2.0 SPS 04
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(Standard and Enterprise Editions)

o

O 0 0 0 d o

Plugin/Delphix Engine Compatibility

HANA 2.0 SPS 05
(Standard and Enterprise Editions)

O © 0 0 0 ©

The plugin should be installed on compatible Delphix Engines per the table below:

Lua-based plugin

Delphix Engine 4.1.1

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

6.0.4.x

6.0.5.x

O O O 0 & & o

6.0.6.x

4.1.2

O O 0 & & & o

O O 0 & & & o

O O O 0 & & o

O O 0 & & & o

O O O 0 & & o

vSDK-based Plugin
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Lua-based plugin vSDK-based Plugin

Delphix Engine 4.1.1 4.1.2 4.2.0 4.3.0 4.3.1 4.3.2 6.0.0 6.0.1 6.1.0

6.0.7.x o o o o o o o o o
6.0.8x o o o o o o o o o
6.0.9.x o o o o o o o o o
6.0.10.x o o o o o o o o o

Unsupported Features

« Multiple duplicate services are not supported in this release.
+ Point-in-Time recovery of the HANA database is not possible.
« HANA 1.0 MDC and SDC configurations are not supported.

«+ Scale-out source and target environments are not supported.
« Highisolation mode is not supported with this release.

« Partitioning is not supported with this release.

« V2P is not supported with this release.

Plugin Upgrade Path
Upgrade from HANA Direct (Lua-based) plugin to HANA Staged (VSDK-based) plugin is not supported.
To upgrade from the existing HANA Staged (VSDK-based) plugin follow the recommended path below.

Your Version Recommended upgrade path to 6.1.0
6.0.0 Upgrade to 6.1.0 and follow the path below
6.0.1

6.1.0 Upgrade directly to 6.1.0

Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number Summary Workaround/Comments
DLPX-75383 Refresh/Disable not working after failed Force delete the VDB. Manually remove
delete operation the mount point
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DLPX-75385

DLPX-67911

CTCHANA-1599

CTCHANA-1598

CTCHANA-1586

CTCHANA-1565

CTCHANA-1514

CTCHANA-1610

Fixed Issues

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Undo Refresh operation after a failed
Refresh job leads to 502 Bad gateway
and management stack restart

Failed enable operation leaving a mount
point and next delete operation creating
a stale file handle

Mount Point change not detected by the
plugin may lead to multiple mounts

Plugin loses control in case of user
cancel operation.

Refresh after a Force disable on a VDB
fails with 'mount not empty' error

Stop/Start operation on a VDB post
failed post_refresh hook fails with
inappropriate error

dSource tenant database can be
accessed and written onto

'test_force_disable_enable_vdb' fails
across multiple images

The following issue is fixed in this release:

Delphix Ticket Number

CTCHANA-821

Summary

None

Manually remove the mount point

Mount point not in use can be removed
manually

Manual cleanup can be done in case
the plugin leaves any tenant database/
files on the VM

Manually remove the mount before
proceeding with the Refresh

None

None

None

HANA SQL Port value should remain consistent for the life of

VDB.
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HANA 2.0 Plugin Version 6.0.1 Release Notes
This is a bug-fix release of the HANA plugin version 6.0.1.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualization Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting
installation by following this link.

Migration and Compatibility

Supported DBMS Versions

« HANA Standard and Enterprise Edition 2.0 SPS04
« HANA Standard and Enterprise Edition 2.0 SPS05

Supported Operating Systems
+ Red Hat Enterprise Linux (RHEL)
« SUSE Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 04 HANA 2.0 SPS 05

D B e (Standard and Enterprise Editions)  (Standard and Enterprise Editions)

Supported OS

Version

RHEL 7.3 Supported Not Supported

RHEL 7.4 Supported Not Supported

RHEL 7.5 Supported Not Supported

RHEL 7.6 Supported Supported

RHEL 8.1 Supported Supported
SUSE Linux

HANA 2.0 SPS 04 HANA 2.0 SPS 05

ST e e (Standard and Enterprise Editions) (Standard and Enterprise Editions)
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Supported OS

Version

SUSE 12 SP3 Supported Not Supported
SUSE 15 SP2 Not Supported Supported

Plugin/Delphix Engine Compatibility
The plugin should be installed on compatible Delphix Engines per the table below:

Delphix Engine HANA 6.0.0 HANA 6.0.1
6.0.0.x No No
6.0.1.x No No
6.0.2.x No No
6.0.3.x No No
6.0.4.x No No
6.0.5.x No No
6.0.6.x No No
6.0.7.x No No
6.0.8.x Yes Yes
6.0.9.x Yes Yes

Unsupported Features

« Multiple duplicate services are not supported in this release.
« Pointin Time recovery of the HANA database is not possible.
+ HANA 1.0 MDC and SDC configurations are not supported.

+ Scale-out source and target environments are not supported.
« High isolation mode is not supported with this release.

« Partitioning is not supported with this release.

+ V2P is not supported with this release.

« Script server HANA service is not supported with this release.

Plugin Upgrade Path
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Upgrade from HANA Direct (Lua-based) plugin to HANA Staged (VSDK-based) plugin is not supported.

Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number

DLPX-75383

DLPX-75385

DLPX-67911

CTCHANA-1599

CTCHANA-1598

CTCHANA-1586

CTCHANA-1565

CTCHANA-1514

CTCHANA-821

CTCHANA-1610

Summary

Refresh/Disable not working after failed
delete operation

Undo Refresh operation after a failed
Refresh job leads to 502 Bad gateway
and management stack restart

Failed enable operation leaving a mount
point and next delete operation creating
a stale file handle

Mount Point change not detected by the
plugin may lead to multiple mounts

Plugin loses control in case of user
cancel operation.

Refresh after a Force disable on a VDB
fails with 'mount not empty' error

Stop/Start operation on a VDB post
failed post_refresh hook fails with
inappropriate error

Dsource tenant database can be
accessed and written onto

HANA SQL Port value should remain
consistent for the life of VDB.

'test_force_disable_enable_vdb' fails
across multiple images

Workaround/Comments

Force delete the VDB. Manually remove
the mount point

None

Manually remove the mount point

Mount point not in use can be removed
manually

Manual cleanup can be done in case
the plugin leaves any tenant database/
files on the VM

Manually remove the mount before
proceeding with the Refresh

None

None

None

None
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HANA 2.0 Plugin Version 6.0.0 Release Notes
This is the release of the HANA plugin version 6.0.0.

New Features

This is a conversion from HANA direct plugin to vSDK-based, staged plugin. This plugin will support only customer-

provided/External backups ingestion mechanism.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualization Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting

installation by following this link.
Migration and Compatibility

Supported DBMS Versions

« HANA Standard and Enterprise Edition 2.0 SPS04
« HANA Standard and Enterprise Edition 2.0 SPS05

Supported Operating Systems
+ Red Hat Enterprise Linux (RHEL)
« SUSE Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 04

D B e (Standard and Enterprise Editions)

Supported OS

Version

RHEL 7.3 Supported
RHEL 7.4 Supported
RHEL 7.5 Supported
RHEL 7.6 Supported
RHEL 8.1 Supported

HANA 2.0 SPS 05
(Standard and Enterprise Editions)

Not Supported

Not Supported

Not Supported

Supported

Supported
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SUSE Linux

Supported DBMS Version

Supported OS
Version

SUSE 12 SP3

SUSE 15 SP2
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HANA 2.0 SPS 04
(Standard and Enterprise Editions)

Supported

Not Supported

Plugin/Delphix Engine Compatibility

HANA 2.0 SPS 05
(Standard and Enterprise Editions)

Not Supported

Supported

The plugin should be installed on compatible Delphix Engines per the table below:

Delphix Engine

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

6.0.4.x

6.0.5.x

6.0.6.x

6.0.7.x

6.0.8.x

6.0.9.x

Unsupported Features

HANA 6.0.0

No

No

No

No

No

No

No

No

Yes

Yes

« Multiple duplicate services are not supported in this release.
«+ Pointin Time recovery of the HANA database is not possible.
+ HANA 1.0 MDC and SDC configurations are not supported.

+ Scale-out source and target environments are not supported.

+ High isolation mode is not supported with this release.
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« Partitioning is not supported with this release.
« V2P is not supported with this release.
« Script server HANA service is not supported with this release.

Plugin Upgrade Path

Upgrade from HANA Direct (Lua-based) plugin to HANA Staged (VSDK-based) plugin is not supported.

Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number

DLPX-75383

DLPX-75385

DLPX-67911

CTCHANA-1599

CTCHANA-1598

CTCHANA-1586

CTCHANA-1565

CTCHANA-1514

CTCHANA-821

Summary

Refresh/Disable not working after failed
delete operation

Undo Refresh operation after a failed
Refresh job leads to 502 Bad gateway
and management stack restart

Failed enable operation leaving a mount
point and next delete operation creating
a stale file handle

Mount Point change not detected by the
plugin may lead to multiple mounts

Plugin loses control in case of user
cancel operation.

Refresh after a Force disable on a VDB
fails with 'mount not empty' error

Stop/Start operation on a VDB post
failed post_refresh hook fails with
inappropriate error

Dsource tenant database can be
accessed and written onto

HANA SQL Port value should remain
consistent for the life of VDB.

Workaround/Comments

Force delete the VDB. Manually remove
the mount point

None

Manually remove the mount point

Mount point not in use can be removed
manually

Manual cleanup can be done in case
the plugin leaves any tenant database/
files on the VM

Manually remove the mount before
proceeding with the Refresh

None

None

None

Release Notes- 284


https://jira.delphix.com/browse/DLPX-75383
https://jira.delphix.com/browse/DLPX-75385
https://jira.delphix.com/browse/DLPX-67911
https://jira.delphix.com/browse/CTCHANA-1599
https://jira.delphix.com/browse/CTCHANA-1598
https://jira.delphix.com/browse/CTCHANA-1586
https://jira.delphix.com/browse/CTCHANA-1565
https://jira.delphix.com/browse/CTCHANA-1514
https://jira.delphix.com/browse/CTCHANA-821

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

HANA 2.0 Plugin Version 4.3.2 Release Notes
This is a patch release of the HANA plugin version 4.3.2.

New Features

No new features.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualization Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting

installation by following this link.
Migration and Compatibility

Supported DBMS Versions

« HANA Standard and Enterprise Edition 2.0 SPS04
« HANA Standard and Enterprise Edition 2.0 SPS05

Supported Operating Systems
+ Red Hat Enterprise Linux (RHEL)
« S.u.S.E Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 04

D B e (Standard and Enterprise

Editions)
Supported OS Version
RHEL 7.3 Supported
RHEL 7.4 Supported
RHEL 7.5 Supported
RHEL 7.6 Supported
RHEL 8.1 Not Supported

HANA 2.0 SPS 05
(Standard and Enterprise Editions)

Not Supported

Not Supported

Not Supported

Supported

Supported
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SUSE Linux
HANA 2.0 SPS 04 HANA 2.0 SPS 05
SR R ST (Standard and Enterprise (Standard and Enterprise
Editions) Editions)
Supported OS Version
SUSE 12 SP3 Supported Not Supported
SUSE 15 SP2 Not Supported Supported

Plugin/Delphix Engine Compatibility
The plugin should be installed on compatible Delphix Engines per the table below:

Delphix HANA HANA HANA HANA HANA HANA HANA HANA HANA HANA H
Engine 3.4.5 3.5.0 3.5.1 4.0.0 4.1.0 4.1.1 4.1.2 4.2.0 4.3.0 4.3.1 A
N
A
4
3
2
6.0.0.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S
6.0.1.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S
6.0.2.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S
6.0.3.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S
6.0.4.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S
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6.0.5.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

6.0.6.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S

6.0.7.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Y
e
S

6.0.8.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

6.0.9.x Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Unsupported Versions and Features

Multiple duplicate services are not supported in this release.

Point in Time recovery of the HANA database is not possible.

HANA 1.0 MDC and SDC configurations are not supported.

Adding or removing the Hana services on the source tenant after dSource creation is not supported in case
of Delphix-initiated backups. In case of customer provided or CommVault, full backups will have to be
created after adding or removing any services.

Scale-out source and target environments are not supported.

High isolation mode is not supported with this release.

Partitioning is not supported with this release.

Using same HANA instance with different plugin version on different Delphix Engines is not supported.
Changing the Backup Path after initial dSource creation is not supported.

V2P is not supported with this release.

Third-party backup tools other than CommVault are not supported.

Script server HANA service is not supported with this release.

Plugin Upgrade Path
Your Recommended upgrade path to 4.3.2
Version
345 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then to
4.2.0
3.5.0 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then to

4.2.0
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Your
Version

351

4.0.0

4.1.1

4.1.2

4.2.0
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Recommended upgrade path to 4.3.2

Upgrade to version 4.0.0 and then to 4.1.1 and then to 4.1.2 and then to 4.2.0

Upgrade to version 4.1.1 and then to 4.1.2 and then to 4.2.0

Upgrade directly to version 4.1.2 and then to 4.2.0

Upgrade directly to version 4.2.0

Upgrade directly to versions 4.3.1 and 4.3.2

Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number Summary

HANA-821 HANA SQL Port value should remain
consistent for the life of VDB.

DLPX-44359 Job cancellation may fail.

CTCHANA-930 Upgrade from 3.4.5 to
3.5.0/3.5.1/4.0.0/4.1.1/4.1.2/4.2.0 needs a
manual deletion of the existing tenant
databases for disable/enable to work.

Fixed Issues

The following issues are fixed in this release:

Delphix Ticket Number Summary

CTCHANA-1666

CTCHANA-1660

master branch

Workaround/Comments

None

None

Drop the tenant database manually
before enabling the VDB.

Backporting the password change through hooks issue to the

remove dependency on /etc/SuSE-release for suse o/s platforms
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HANA 2.0 Plugin Version 4.3.1 Release Notes
This is the release of the HANA plugin version 4.3.1.

New Features

No new features.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualization Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting

installation by following this link.
Migration and Compatibility

Supported DBMS Versions

« HANA Standard and Enterprise Edition 2.0 SPS03
« HANA Standard and Enterprise Edition 2.0 SPS04
« HANA Standard and Enterprise Edition 2.0 SPS05

Supported Operating Systems

+ Red Hat Enterprise Linux (RHEL)
o S.u.S.E Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 03 HANA 2.0 SPS 04
‘S,::)s?:;ted RER (Standard and (Standard and

Enterprise Editions) Enterprise Editions)

Supported OS

Version

RHEL 7.3 Supported Supported

RHEL 7.4 Supported Supported

RHEL 7.5 Supported Supported

RHEL 7.6 Supported Supported

RHEL 8.1 Not Supported Not Supported

HANA 2.0 SPS 05

(Standard and Enterprise
Editions)

Not Supported

Not Supported

Not Supported

Not Supported

Supported
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SUSE Linux

Supported DBMS

Version

Supported OS

Version

SUSE 12 SP3

SUSE 12 SP4

HANA 2.0 SPS 03

(Standard and
Enterprise Editions)

Supported

Supported

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below:

Delphix
Engine

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

6.0.4.x

6.0.5.x

6.0.6.x

6.0.7.x

6.0.8.x

HANA
3.4.5

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

HANA
3.5.0

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

HANA HANA
3.5.1 4.0.0

Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes

Unsupported Versions and Features
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HANA 2.0 SPS 04

(Standard and

Enterprise Editions)

Supported

Supported

HANA
4.1.0

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

HANA
4.1.1

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

« Multiple duplicate services are not supported in this release.
« Pointin Time recovery of the HANA database is not possible.

+ HANA 1.0 MDC and SDC configurations are not supported.

HANA
4.1.2

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

HANA 2.0 SPS 05

(Standard and
Enterprise Editions)

Not Supported

Not Supported

HANA HANA HANA
4.2.0 4.3.0 4.3.1

Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
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Adding or removing the Hana services on the source tenant after dSource creation is not supported in case
of Delphix-initiated backups. In case of customer provided or CommVault, full backups will have to be
created after adding or removing any services.

Scale-out source and target environments are not supported.

High isolation mode is not supported with this release.

Partitioning is not supported with this release.

Using same HANA instance with different plugin version on different Delphix Engines is not supported.
Changing the Backup Path after initial dSource creation is not supported.

V2P is not supported with this release.

Third-party backup tools other than CommVault are not supported.

Script server HANA service is not supported with this release.

Plugin Upgrade Path

Your Recommended upgrade path to 4.3.1

Version

3.45 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then
t04.2.0

3.5.0 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then
t04.2.0

351 Upgrade to version 4.0.0 and then to 4.1.1 and then to 4.1.2 and then to0 4.2.0

4.0.0 Upgrade to version 4.1.1 and then to 4.1.2 and then to 4.2.0

4.1.1 Upgrade directly to version 4.1.2 and then to 4.2.0

4.1.2 Upgrade directly to version 4.2.0

4.2.0 Upgrade directly to version 4.3.1

Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number Summary Workaround/Comments

HANA-821 HANA SQL Port value should remain None.

consistent for the life of VDB.

DLPX-44359 Job cancellation may fail. None.
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CTCHANA-930 Upgrade from 3.4.5 to Drop the tenant database manually
3.5.0/3.5.1/4.0.0/4.1.1/4.1.2/4.2.0 needs a before enabling the VDB.
manual deletion of the existing tenant
databases for disable/enable to work.
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HANA 2.0 Plugin Version 4.3.0 Release Notes
This is the release of the HANA plugin version 4.3.0.

New Features

Below features are being provided:-

1. Non-ingestion of backups into Delphix: This means that database backups will not be transferred into the
Delphix Engine during any of the operation. This will be driven on the basis of a checkbox that can be

selected by the customer during dSource creation. More details have been provided here.

2. Support provided for log backups along with the data backups (only when non-ingestion has been chosen

during dSource creation). More details have been provided here.

3. Ability to use Delphix provided storage for all virtualized tenant services. This is valid even for the user-

created services outside the plugin.
4. Multiple HANA installations on the same VM will also be supported.
5. Support for Self-Service (Jetstream) has been certified with this release.

6. Certification of plugin support with HANA Standard and Enterprise Edition 2.0 SP05 on RHEL 8.1.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualization Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting

installation by following this link.
Migration and Compatibility

Supported DBMS Versions

« HANA Standard and Enterprise Edition 2.0 SPS03
« HANA Standard and Enterprise Edition 2.0 SPS04
« HANA Standard and Enterprise Edition 2.0 SPS05

Supported Operating Systems

+ Red Hat Enterprise Linux (RHEL)
o S.u.S.E Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 03 HANA 2.0 SPS 04
Sup|?orted RER (Standard and Enterprise (Standard and Enterprise
Version .. s
Editions) Editions)
Supported OS
Version

HANA
2.0 SPS
05

(Stand
ard and
Enterpr
ise
Edition
s)
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RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

RHEL 8.1

SUSE Linux

Supported DBMS
Version

Supported OS
Version

SUSE 12 SP3

SUSE 12 SP4

Supported

Supported

Supported

Supported

Not Supported

HANA 2.0 SPS 03

(Standard and Enterprise

Editions)

Supported

Supported

Plugin/Delphix Engine Compatibility
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Supported

Supported

Supported

Supported

Not Supported

HANA 2.0 SPS 04

(Standard and Enterprise
Editions)

Supported

Supported

The plugin should be installed on compatible Delphix Engines per the table below:

Delphix HANA
Engine 3.4.5

6.0.0.x Yes
6.0.1.x Yes
6.0.2.x Yes

HANA HANA

3.5.0 3.5.1
Yes Yes
Yes Yes
Yes Yes

HANA HANA HANA

4.1.0 4.1.1 4.1.2
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes

Not
Suppor
ted

Not
Suppor
ted

Not
Suppor
ted

Not
Suppor
ted

Suppor
ted

HANA 2.0 SPS 05

(Standard and
Enterprise
Editions)

Not Supported

Not Supported

HANA HANA
4.2.0 4.3.0

Yes Yes
Yes Yes
Yes Yes
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6.0.3.x Yes Yes Yes Yes Yes Yes Yes Yes Yes
6.0.4.x Yes Yes Yes Yes Yes Yes Yes Yes Yes
6.0.5.0 Yes Yes Yes Yes Yes Yes Yes Yes Yes

Unsupported Versions and Features

Multiple duplicate services are not supported in this release.

Point in Time recovery of the HANA database is not possible.

HANA 1.0 MDC and SDC configurations are not supported.

Adding or removing the Hana services on the source tenant after dSource creation is not supported in case
of Delphix-initiated backups. In case of customer provided or CommVault, full backups will have to be
created after adding or removing any services.

Scale-out source and target environments are not supported.

High isolation mode is not supported with this release.

Partitioning is not supported with this release.

Using same HANA instance with different plugin version on different Delphix Engines is not supported.
Changing the Backup Path after initial dSource creation is not supported.

V2P is not supported with this release.

Third-party backup tools other than CommVault are not supported.

Script server HANA service is not supported with this release.

Plugin Upgrade Path

Your Recommended upgrade path to 4.1.2

Version

3.4.5 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then
t04.2.0

3.5.0 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then
t04.2.0

351 Upgrade to version 4.0.0 and then to 4.1.1 and then to 4.1.2 and then to 4.2.0

4.0.0 Upgrade to version 4.1.1 and then to 4.1.2 and then to 4.2.0

411 Upgrade directly to version 4.1.2 and then to 4.2.0

4.1.2 Upgrade directly to version 4.2.0

4.2.0 Upgrade directly to version 4.3.0
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Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number Summary

HANA-821 HANA SQL Port value should remain
consistent for the life of VDB.

DLPX-44359 Job cancellation may fail.

CTCHANA-930 Upgrade from 3.4.5 to
3.5.0/3.5.1/4.0.0/4.1.1/4.1.2/4.2.0 needs a
manual deletion of the existing tenant
databases for disable/enable to work.

Workaround/Comments

None.

None.

Drop the tenant database manually
before enabling the VDB.
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HANA 2.0 Plugin Version 4.2.0 Release Notes
This is the release of the HANA plugin version 4.2.0.

New Features

With this release, we are including the support for basepath_databackup parameter. Backups created via plugin
will now be created on the PATH specified by this parameter. This parameter can be defined at the system and at
the tenant level. If this parameter has not been specified then default location will be used for creating the backups.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualisation Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting
installation by following this link.

Migration and Compatibility

Supported DBMS Versions

« HANA Standard and Enterprise Edition 2.0 SPS03
« HANA Standard and Enterprise Edition 2.0 SPS04

Supported Operating Systems

+ Red Hat Enterprise Linux (RHEL)

o S.u.S.E Linux

Red Hat Enterprise Linux (RHEL)

Supported DBMS
Version

Supported OS
Version

RHEL 7.3

RHEL 7.4

RHEL 7.5

RHEL 7.6

HANA 2.0 SPS 03 (Standard and
Enterprise Editions)

Supported

Supported

Supported

Supported

HANA 2.0 SPS 04 (Standard and
Enterprise Editions)

Supported

Supported

Supported

Supported
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SUSE Linux

HANA 2.0 SPS 03 (Standard and Enterprise

Supported Editions)

DBMS Version

Supported
0S Version

SUSE 12 Supported

SP3

Plugin/Delphix Engine Compatibility
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HANA 2.0 SPS 04 (Standard and Enterprise

Editions)

Supported

The plugin should be installed on compatible Delphix Engines per the table below:

Delphix HANA

Engine 3.4.5
6.0.0.x Yes
6.0.1.x Yes
6.0.2.x Yes
6.0.3.x Yes
6.0.4.x Yes

HANA
3.5.0

Yes

Yes

Yes

Yes

Yes

Unsupported Versions and Features

+ The HANA 2.0 Plugin does not support multiple HANA installations on the same host.

HANA
3.5.1

Yes

Yes

Yes

Yes

Yes

HANA
4.0.0

Yes

Yes

Yes

Yes

Yes

HANA
4.1.0

Yes

Yes

Yes

Yes

Yes

« Multiple duplicate services are not supported in this release.
« Pointin Time recovery of the HANA database is not possible.

« HANA 1.0 MDC and SDC configurations are not supported.
« Parallel or concurrent VDB creation against a single target host is not supported.

« Third-party backup tools other than Commvault are not supported.
+ Scale-out source and target environments are not supported.

« V2P is not supported with this release.

« Only child VDBs should be made available to Self-Service users.
« Script server HANA service is not supported with this release.

Plugin Upgrade Path

HANA
4.1.1

Yes

Yes

Yes

Yes

Yes

HANA
4.1.2

Yes

Yes

Yes

Yes

Yes

HANA
4.2.0

Yes

Yes

Yes

Yes

Yes

Release Notes- 298



Your
Version

3.4.5

3.5.0

3.5.1

4.0.0

4.1.1

4.1.2

Known Issues
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Recommended upgrade path to 4.1.2

Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then
t04.2.0

Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2 and then
t04.2.0

Upgrade to version 4.0.0 and then to 4.1.1 and then to 4.1.2 and then t0 4.2.0

Upgrade to version 4.1.1 and then to 4.1.2 and then to 4.2.0

Upgrade directly to version 4.1.2 and then to 4.2.0

Upgrade directly to version 4.2.0

The following issues are known to exist in this release:

Delphix Ticket Number Summary Workaround/Comments

HANA-821

DLPX-44359

CTCHANA-930

HANA SQL Port value should remain None.
consistent for the life of VDB.

Job cancellation may fail. None.
Upgrade from 3.4.5 to Drop the tenant database manually
3.5.0/3.5.1/4.0.0/4.1.1/4.1.2/4.2.0 needs a before enabling the VDB.

manual deletion of the existing tenant
databases for disable/enable to work.
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HANA 2.0 Plugin Version 4.1.2 Release Notes
This is the release of the HANA plugin version 4.1.2.

New Features

No new features.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualisation Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting
installation by following this link.

Migration and Compatibility

Supported DBMS Versions
« HANA Standard and Enterprise Edition 2.0 SPS03
« HANA Standard and Enterprise Edition 2.0 SPS04
Supported Operating Systems
+ Red Hat Enterprise Linux (RHEL)
« S.u.S.E Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 03 (Standard and HANA 2.0 SPS 04 (Standard and
Supported DBMS Enterprise Editions) Enterprise Editions)
Version
Supported OS
Version
RHEL 7.3 Supported Supported
RHEL 7.4 Supported Supported
RHEL 7.5 Supported Supported
RHEL 7.6 Supported Supported
SUSE Linux

HANA 2.0 SPS 03 (Standard and Enterprise = HANA 2.0 SPS 04 (Standard and Enterprise
Supported Editions) Editions)
DBMS Version
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Supported
0S Version

SUSE 12
SP3

Supported

Plugin/Delphix Engine Compatibility

The plugin should be installed on compatible Delphix Engines per the table below:

Delphix
Engine

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

HANA
3.4.5

Yes

Yes

Yes

Yes

HANA
3.5.0

Yes

Yes

Yes

Yes

Unsupported Versions and Features

HANA
3.5.1

Yes

Yes

Yes

Yes
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HANA
4.0.0

Yes

Yes

Yes

Yes

Supported

HANA
4.1.0

Yes

Yes

Yes

Yes

HANA
4.1.1

Yes

Yes

Yes

Yes

+ The HANA 2.0 Plugin does not support multiple HANA installations on the same host.

« Multiple duplicate services are not supported in this release.
« Pointin Time recovery of the HANA database is not possible.

+ HANA 1.0 MDC and SDC configurations are not supported.

+ Parallel or concurrent VDB creation against a single target host is not supported.
« Third-party backup tools other than Commvault are not supported.

+ Scale-out source and target environments are not supported.

« V2P is not supported with this release.

« Only child VDBs should be made available to Self-Service users.

« Script server HANA service is not supported with this release.

Plugin Upgrade Path

Your Version

3.45

3.5.0

3.5.1

4.0.0

Recommended upgrade path to 4.1.2

HANA
4.1.2

Yes

Yes

Yes

Yes

Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2

Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1 and then to 4.1.2

Upgrade to version 4.0.0 and then to 4.1.1 and then to 4.1.2

Upgrade to version 4.1.1 and then to 4.1.2

Release Notes- 301



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Your Version Recommended upgrade path to 4.1.2

411 Upgrade directly to version 4.1.2

Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number Summary

HANA-821 HANA SQL Port value should remain
consistent for the life of VDB.

DLPX-44359 Job cancellation may fail.

CTCHANA-930 Upgrade from 3.4.5 to
3.5.0/3.5.1/4.0.0/4.1.1/4.1.2 needs a manual
deletion of the existing tenant databases
for disable/enable to work.

Workaround/Comments

None.

None.

Drop the tenant database manually
before enabling the VDB.
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HANA 2.0 Plugin Version 4.1.1 Release Notes
This is the release of the HANA plugin version 4.1.1.

New Features

No new features.

Plugin Installation

Plugin to support HANA virtualization are not automatically included in the Virtualisation Engine deployment and
are installed by Delphix Professional Services or Technical Support. A support case can be opened requesting
installation by following this link.

Migration and Compatibility

Supported DBMS Versions
« HANA Standard and Enterprise Edition 2.0 SPS03
« HANA Standard and Enterprise Edition 2.0 SPS04
Supported Operating Systems
+ Red Hat Enterprise Linux (RHEL)
« S.u.S.E Linux

Red Hat Enterprise Linux (RHEL)

HANA 2.0 SPS 03 (Standard and HANA 2.0 SPS 04 (Standard and
Supported DBMS Enterprise Editions) Enterprise Editions)
Version
Supported OS
Version
RHEL 7.3 Supported Supported
RHEL 7.4 Supported Supported
RHEL 7.5 Supported Supported
RHEL 7.6 Supported Supported
SUSE Linux

HANA 2.0 SPS 03 (Standard and Enterprise = HANA 2.0 SPS 04 (Standard and Enterprise
Supported Editions) Editions)
DBMS Version
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Supported
0S Version

SUSE 12 Supported Supported
SP3

Plugin/Delphix Engine Compatibility
The plugin should be installed on compatible Delphix Engines per the table below:

Delphix HANA 3.4.5 HANA 3.5.0 HANA 3.5.1 HANA 4.0.0 HANA 4.1.0 HANA4.1.1
Engine

6.0.0.x Yes Yes Yes Yes Yes Yes

6.0.1.x Yes Yes Yes Yes Yes Yes

6.0.2.x Yes Yes Yes Yes Yes Yes

Unsupported Versions and Features

« The HANA 2.0 Plugin does not support multiple HANA installations on the same host.
« Multiple duplicate services are not supported in this release.

« Pointin Time recovery of the HANA database is not possible.

+ HANA 1.0 MDC and SDC configurations are not supported.

« Parallel or concurrent VDB creation against a single target host is not supported.

« Third-party backup tools other than Commvault are not supported.

+ Scale-out source and target environments are not supported.

« V2P is not supported with this release.

+ Only child VDBs should be made available to Self-Service users.

« Script server HANA service is not supported with this release.

Plugin Upgrade Path

Your Version Recommended upgrade path to 4.1.1

3.45 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1
3.5.0 Upgrade to version 3.5.1 and then upgrade to 4.0.0 and then to 4.1.1
351 Upgrade to version 4.0.0 and then to 4.1.1

4.0.0 Upgrade directly to version 4.1.1
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Known Issues

The following issues are known to exist in this release:

Delphix Ticket Number Summary

HANA-821 HANA SQL Port value should remain
consistent for the life of VDB.

DLPX-44359 Job cancellation may fail.

CTCHANA-930 Upgrade from 3.4.5 t0 3.5.0/3.5.1/4.0.0/4.1.1
needs a manual deletion of the existing
tenant databases for disable/enable to
work.

Workaround/Comments

None.

None.

Drop the tenant database manually
before enabling the VDB.
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PostgreSQL Release Notes

+ PostgreSQL 1.4.3 Release Notes
+ PostgreSQL 1.4.2 Release Notes
+ PostgreSQL 1.4.1 Release Notes
+ PostgreSQL 1.4.0 Release Notes
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PostgreSQL 1.4.3 Release Notes

Welcome to the latest release of the Delphix Engine database virtualization system.

New Features

No new features are included in PostgreSQL plugin version 1.4.3. This release includes a bug fix(listed in this
document towards the end).

Plugin Installation

Plugins to support PostgreSQL virtualization are not automatically included in the Virtualization Engine
deployment and are installed by Delphix Professional Services or Technical Support. A Support case can be opened
requesting installation by following this link.

Migration and Compatibility

& Delphix Support Policies specifically list Major and Minor release coverage. If a minor release is listed as
covered, then all patch releases under that minor release are certified.

Key:

Color Supported?

0 Yes
ﬂ No

RHEL/CentOS/SUSE

Supported DBMS Version

Supported 9.4.x 9.5.x 9.6.x 10.x 11.x 12.x 13.x

0S Version (Open (Open (Open- (Open- (Open- (Open- (Open-
Source & Source & source & source & source & source & source &
EDB) EDB) EDB) EDB) EDB) EDB) EDB)

RHEL/ (] o (V] (V] o (V] [

Cent0S 7.3

RHEL/ (] o o (V] o (V] [

CentOS 7.4

RHEL/ o o (V] (V] (V] o [ x)

CentOS 7.5
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Supported DBMS Version

Supported 9.4.x 9.5.x 9.6.X 10.x 11.x 12.x 13.x

0S Version (Open (Open (Open- (Open- (Open- (Open- (Open-
Source & Source & source & source & source & source & source &
EDB) EDB) EDB) EDB) EDB) EDB) EDB)

RHEL/ o o o o o o (]

Cent0S 7.6

RHEL/ o O o o o o [

CentOS 7.7

RHEL/ o o o o o o o

Cent0S 7.8

RHEL/ () o o Q o o o

CentOS 7.9

RHEL/ () o o L *] o o o

Cent0S 8.3

SUSE 11 (] [ x) [ x] [ % [ [ [
SUSE 12 o V] o o o (] [ ]

where X represents the minor version.

a + Allthe available PostgreSQL Database minor versions will be supported for the above-mentioned
major versions.
+ Make sure to install libncurses.5 or libncurses.6 in the host, for supporting RHEL and SUSE. You can
refer KBA 5622 for actionable steps.

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

& The plugin versions from 1.0.1 till 1.3.2 are currently in extended support. Please reach out to Delphix
customer support for any queries.
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Plugin Version

[
H
o
[
F
[
N
o)
N
[
H
w

Delphix Engine Version

6.0.0.x o o o o
6.0.1.x o o o o
6.0.2x o o o o
6.0.3.x o o o o
6.0.4.x o o o o
6.0.5.x o o o o
6.0.6.x o o o o
6.0.7x o o o o
6.0.8 o o o o
6.0.9.x o o o o
6.0.10.x o o o o

0S and Database Version Compatibility Details:
Below are some of the major points that need to be considered for this plugin :

« There must be an installation of PostgreSQL on the Staging/Target environment that is compatible with the
installation of PostgreSQL on the source environment. Two installations of PostgreSQL are compatible if and
only if:

a. They share the same vendor (for example, PostgreSQL is incompatible with EnterpriseDB Postgres Plus
Advanced Server).

b. They share the same major version number (for example, 9.5.4 is compatible with 9.5, 9.5.3; however, it is
incompatible with 9.3,9.3.24, 0r 9.2).

c. They are compiled against the same architecture (in other words, 32-bit and 64-bit installations of Postgres
are incompatible).

d. They are compiled with the same WAL segment size. The default WAL segment size of 16 MB is rarely
changed in practice, so almost all installations of PostgreSQL are compatible with each other in terms of
WAL segment size.
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« wal_keep_segments parameterin postgresqgl.conf file on Source environment should be large enough
to support the WAL sync process once the dSource is building up.

« Any parameterin postgresql.conf whichis related to file location if mentioned on Source Database
(forexample data_directory, hba_file, ident_file, external_pid_file,etc)

then during dSource creation these parameters must also be provided using the custom configuration icon
on the Ul and the corresponding location should also exist on Staging. The same process applies during the
creation of VDB.

& Currently, PostgreSQL Plugin 1.4.1 is not supported on SUSE 12.x.

Unsupported PostgreSQL Versions and Features

+ PostgreSQL versions below 9.4 i.e (9.2, 9.3) are NOT supported by the plugin.
« Itis not possible to access the staging server with PostgreSQL 9.4 and PostgreSQL 9.5 versions.
« Broadly there are two features that are not supported by the plugin:
a. Unlogged Tables: All the tables which are not logged (unlogged) will not be supported by the Plugin.
b. Point In Time recovery: Currently, the Plugin doesn’t support Point in Time recovery of the
PostgreSQL database.

Plugin Upgrade Path

Path A - New Plugin installation for PostgreSQL customers:

+ Upload 1.4.3 Plugin for PostgreSQL 9.4.x, 9.5.x, 9.6.x,10.x, 11.x, 12.x, and 13.x customers

Path B - Existing PostgreSQL customers with different Plugin versions:

Your Version Recommended Upgrade Path to 1.4.3

1.0.1 Upgrade to 1.1.0 and follow the upgrade path below.

1.0.2

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.

1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.

1.3.0 Upgrade to 1.4.1 or 1.4.2 or 1.4.3 the latest plugin for PostgreSQL.

For PostgreSQL customers with plugin version 1.0.1 or 1.0.2 interested in the External Backups feature:
Plugin upgrade path:1.0.1 - 1.1.0 - 1.2.0 - 1.3.0 - 1.4.1/1.4.2/1.4.3
Plugin upgrade path 1.0.2 - 1.1.0 - 1.2.0 - 1.3.0 - 1.4.1/1.4.2/1.4.3

For PostgreSQL customers with Plugin version 1.1.0

Plugin upgrade path:1.1.0 - 1.2.0 - 1.3.0 - 1.4.1/1.4.2/1.4.3

For PostgreSQL customer with Plugin version 1.2.0
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Plugin upgrade path: 1.2.0 - 1.3.0 - 1.4.1/1.4.2/1.4.3

Upgrading Existing Objects

In order to upgrade the existing objects with 1.1.0 (i.e 1.0.1 - 1.1.0 or 1.0.2 — 1.1.0), just after the upgrade, it is
mandatory to update below two parameters of dSource using the "custom Configuration" option on the Ul :

« Source IP Address
« Source Port

A critical fault will show up on dSource just after the upgrade. It is because the engine is not able to find the source
config from which dSource was created. As we have moved to manual discovery in this release, we need to mark
this fault as resolve on the status tab of dSource.

Fixed Issues

PostgreSQL version 1.4.3 contains the following bug fix:

Key Summary
POST-284 The plugin doesn't check if the staging Postgres database is in a stable state
or not

Release Notes- 311



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

PostgreSQL 1.4.2 Release Notes

Welcome to the latest release of the Delphix Engine database virtualization system.

New Features

No new features included in PostgreSQL plugin version 1.4.2. This release consists of only bug fixes(listed in this

document towards the end).

Plugin Installation

Plugins to support PostgreSQL virtualization are not automatically included in the Virtualization Engine
deployment and are installed by Delphix Professional Services or Technical Support. A Support case can be opened

requesting installation by following this link.
Migration and Compatibility
Supported Versions

PostgreSQL Standard Versions:

» PostgreSQL 9.4.x
» PostgreSQL 9.5.x
» PostgreSQL 9.6.x
» PostgreSQL 10.x
» PostgreSQL 11.x
» PostgreSQL 12.x

PostgreSQL EDB Versions:

» PostgreSQL 9.4.x

» PostgreSQL 9.5.x

» PostgreSQL 9.6.x

» PostgreSQL 10.x

» PostgreSQL 11.x

» PostgreSQL 12.x
Supported Operating Systems

RHEL/CentOS/SLES - PostgreSQL Open Source & EDB

Supported DBMS Version

Supported OS Version PostgreSQL
9.4.x (Open Source & EDB)

RHEL/Cent0S 7.3 Supported

RHEL/Cent0OS 7.4 Supported

PostgreSQL
9.5.x (Open Source & EDB)

Supported

Supported
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RHEL/Cent0S 7.5 Supported Supported Supported
RHEL/Cent0S 7.6 Supported Supported Supported
RHEL/Cent0S 7.8 Not Supported Not Supported Not Suppo
SLES 11 Supported Not Supported Not Suppo
SLES 12 Supported Supported Supported

where x is the minor version of the PostgreSQL Database.

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

Delph Postgr Postgr Postgr Postgr Postgr Postgr Postgr Postgr Postgr Postgr
ix eSQL eSQL eSQL eSQL eSQL eSQL eSQL eSQL eSQL eSQL
Engin 1.0.1 1.0.2 1.1.0 1.2.0 1.3.0 1.3.1 1.3.2 1.4.0 14.1 1.4.2

e

6.0.0x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.1.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.2.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.3.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.4.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.5.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.6.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.7.x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.8x No No Yes Yes Yes Yes Yes Yes Yes Yes
6.0.9.x No No Yes Yes Yes Yes Yes Yes Yes Yes
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Plugin Upgrade Path

Path A - New Plugin installation for PostgreSQL customers:

+ Upload 1.4.2 Plugin for PostgreSQL 9.4.x, 9.5.x, 9.6.x,10.x, 11.x, and 12.x customers

Path B - Existing PostgreSQL customers with different Plugin version:

Your Version Recommended Upgrade Path to 1.4.2

1.0.1 Upgrade to 1.1.0 and follow the upgrade path below.
1.0.2

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.
1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.
1.3.0 Upgrade to 1.4.1 or 1.4.2 the latest plugin for PostgreSQL.

For PostgreSQL customers with plugin version 1.0.1 or 1.0.2 interested in the External Backups feature:
Plugin upgrade path:1.0.1 - 1.1.0 - 1.2.0 - 1.3.0 - 1.4.1/1.4.2
Plugin upgrade path 1.0.2 - 1.1.0 - 1.2.0 - 1.3.0 — 1.4.1/1.4.2

For PostgreSQL customers with Plugin version 1.1.0

Plugin upgrade path: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.1/1.4.2

For PostgreSQL customer with Plugin version 1.2.0

Plugin upgrade path: 1.2.0 - 1.3.0 - 1.4.1/1.4.2

Upgrading Existing Objects

In order to upgrade the existing objects with 1.1.0 (i.e 1.0.1 —» 1.1.0 or 1.0.2 — 1.1.0), just after the upgrade, it is
mandatory to update below two parameters of dSource using the "custom Configuration" option on the Ul :

« Source IP Address
« Source Port

A critical fault will show up on dSource just after the upgrade. It is because the engine is not able to find the source
config from which dSource was created. As we have moved to manual discovery in this release, we need to mark
this fault as resolve on the status tab of dSource.

Unsupported PostgreSQL Versions and Features

+ PostgreSQL versions below 9.4i.e 9.2,9.3 (including the minor versions) are not supported.
« Itis not possible to access the staging server with PostgreSQL 9.4 and PostgreSQL 9.5 versions.
+ Broadly there are two features that are not supported by the plugin:
+ Unlogged Tables: All the tables which are not logged (unlogged) will not be supported by the Plugin.
+ Point In Time recovery: Currently, the plugin doesn’t support Point in Time recovery of the
PostgreSQL database.
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Fixed Issues

PostgreSQL version 1.4.2 contains the following bug fixes:

Key Summary

POST-274 *data_directory” parameter in the postgresql.conf file is causing failure in dSource and VDB
flow

POST-275 Linking Fails if the parameter which needs to be configured is commented through multiple
4

POST-276 Linking Fails if the mandatory parameter required to setup replication is commented in config
file
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New Features
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No new features included in PostgreSQL Plugin version 1.4.1. This release consists of only bug fixes(listed in this

document towards the end).

Plugin Installation

Plugins to support PostgreSQL virtualization are not automatically included in the Virtualization Engine
deployment and are installed by Delphix Professional Services or Technical Support. A Support case can be opened

requesting installation by following this link.
Migration and Compatibility
Supported Versions

PostgreSQL Standard Versions:

» PostgreSQL 9.4.x
» PostgreSQL 9.5.x
» PostgreSQL 9.6.x
» PostgreSQL 10.x
» PostgreSQL 11.x
» PostgreSQL 12.x

PostgreSQL EDB Versions:

» PostgreSQL 9.4.x
» PostgreSQL 9.5.x
» PostgreSQL 9.6.x
» PostgreSQL 10.x
» PostgreSQL 11.x
» PostgreSQL 12.x

Supported Operating Systems

RHEL/CentOS/SLES - PostgreSQL Open Source & EDB

Supported PostgreSQL PostgreSQL

Ll 9.4.x (Open 9.5.x (Open

Version Source & Source &
EDB) EDB)
Supporte
d oS
Version

PostgreSQL

9.6.x (Open
Source &
EDB)

PostgreSQL

10.x (Open
Source &
EDB)

PostgreSQL

11.x (Open
Source &
EDB)

PostgreSQL

12.x (Open
Source &
EDB)
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RHEL/
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7.3

RHEL/
CentOS

7.4

RHEL/
CentOS
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RHEL/
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SLES 11
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Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Not
Supported

Supported
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Supported

Supported

Supported

Supported

Not
Supported

Supported

where x is the minor version of the PostgreSQL Database.

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

Delphi
X
Engine

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

6.0.4.x

6.0.5.x

6.0.6.X

Postgre Postgre

SQL
1.0.1

No

No

No

No

No

No

No

SQL
1.0.2

No

No

No

No

No

No

No

Postgre
SQL
1.1.0

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Postgre Postgre

SQL SQL
1.2.0 1.3.0
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes

Supported

Supported

Supported

Supported

Not
Supported

Supported

Postgre
SQL
1.3.1

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Supported Supported
Supported Supported
Supported Supported
Supported Supported
Not Not
Supported Supported
Supported Not
Supported
Postgre Postgre Postgre
SQL SQL SQL
1.3.2 1.4.0 1.4.1
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
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6.0.7.x No No Yes Yes Yes Yes Yes Yes Yes
6.0.8.x No No Yes Yes Yes Yes Yes Yes Yes
6.0.9.x No No Yes Yes Yes Yes Yes Yes Yes

Plugin Upgrade Path

Path A - New Plugin installation for PostgreSQL customers:

+ Upload 1.4.1 Plugin for PostgreSQL 9.4.x, 9.5.x, 9.6.x,10.x, 11.x, and 12.x customers

Path B - Existing PostgreSQL customers with different Plugin version:

Your Version Recommended Upgrade Path to 1.4.1

1.0.1 Upgrade to 1.1.0 and follow the upgrade path below.
1.0.2

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.
1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.
1.3.0 Upgrade to 1.4.1, the latest plugin for PostgreSQL.

For PostgreSQL customers with Plugin version 1.0.1 or 1.0.2 interested in External Backups feature:
Plugin upgrade path:1.0.1 - 1.1.0 - 1.2.0 - 1.3.0 - 1.4.1
Plugin upgrade path 1.0.2 - 1.1.0 - 1.2.0 - 1.3.0 - 1.4.1

For PostgreSQL customers with Plugin version 1.1.0

Plugin upgrade path:1.1.0 - 1.2.0 - 1.3.0 - 1.4.1

For PostgreSQL customer with Plugin version 1.2.0

Plugin upgrade path: 1.2.0 - 1.3.0 - 1.4.1

Upgrading Existing Objects

In order to upgrade the existing objects with 1.1.0 (i.e 1.0.1 - 1.1.0 or 1.0.2 — 1.1.0), just after the upgrade, it is
mandatory to update below two parameters of dSource using "custom Configuration" option on the Ul :

« Source IP Address
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« Source Port

A critical fault will show up on dSource just after the upgrade. It is because the engine is not able to find the source
config from which dSource was created. As we have moved to manual discovery in this release, we need to mark
this fault as resolve on the status tab of dSource.

Unsupported PostgreSQL Versions and Features

+ PostgreSQL versions below 9.4 i.e 9.2,9.3 (including the minor versions) are not supported.
« Itis not possible to access the staging server with PostgreSQL 9.4 and PostgreSQL 9.5 versions.
+ Broadly there are two features that are not supported by the plugin:
+ Unlogged Tables: All the tables which are not logged (unlogged) will not be supported by the Plugin.
+ Point In Time recovery: Currently, the Plugin doesn’t support Point in Time recovery of PostgreSQL
database

Fixed Issues

PostgreSQL version 1.4.1 contains the following bug fixes:

Key Summary
POST-269 Postgres DB_SYNC fails - ESCL-3179
POST-270 Plugin should handle postgresql.auto.conf entries during dsource creation
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Welcome to the latest release of the Delphix Engine database virtualization system.

New Features
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PostgreSQL Plugin version 1.4.0 contains the following certifications :

Operating System - RHEL/CentOS 7.8 version Support with PostgreSQL 12.x.

Plugin Installation

Plugins to support PostgreSQL virtualization are not automatically included in the Virtualization Engine
deployment and are installed by Delphix Professional Services or Technical Support. A Support case can be opened

requesting installation by following this link.
Migration and Compatibility
Supported Versions

PostgreSQL Standard Versions:

» PostgreSQL 9.4.x
» PostgreSQL 9.5.x
» PostgreSQL 9.6.x
» PostgreSQL 10.x
» PostgreSQL 11.x
» PostgreSQL 12.x

PostgreSQL EDB Versions:

» PostgreSQL 9.4.x
» PostgreSQL 9.5.x
» PostgreSQL 9.6.x
» PostgreSQL 10.x
» PostgreSQL 11.x
» PostgreSQL 12.x

Supported Operating Systems

RHEL/CentOS/SLES - PostgreSQL Open Source & EDB

Supported PostgreSQL PostgreSQL

Ll 9.4.x (Open 9.5.x (Open

Version Source & Source &
EDB) EDB)
Supporte
d oS
Version

PostgreSQL

9.6.x (Open
Source &
EDB)

PostgreSQL

10.x (Open
Source &
EDB)

PostgreSQL

11.x (Open
Source &
EDB)

PostgreSQL

12.x (Open
Source &
EDB)
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Supported

Supported

Supported

Supported

Not
Supported

Supported

where x is the minor version of the PostgreSQL Database.

Plugin/Delphix Engine Compatibility

Plugins should be installed on compatible Delphix Engines per the table below:

Delphix
Engine

6.0.0.x

6.0.1.x

6.0.2.x

6.0.3.x

6.0.4.x

6.0.5.x

6.0.6.x

PostgreS

QL1.0.1  QL1.0.2

No

No

No

No

No

No

No

No

No

No

No

No

No

No

PostgreS

Yes

Yes

Yes

Yes

Yes

Yes

Yes

PostgreS
QL1.1.0

PostgreS
QL1.2.0

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Supported Supported
Supported Supported
Supported Supported
Supported Supported
Not Not
Supported Supported
Supported Supported
PostgreS PostgreS
QL1.3.0 QL1.3.1
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes

Supported

Supported

Supported

Supported

Not
Supported

Not
Supported

PostgreS PostgreS
QL1.3.2 QL1.4.0

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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6.0.7.x No No Yes Yes Yes Yes Yes Yes
6.0.8.x No No Yes Yes Yes Yes Yes Yes
6.0.9.x No No Yes Yes Yes Yes Yes Yes

Plugin Upgrade Path

Path A - New Plugin installation for PostgreSQL customers:

+ Upload 1.4.0 Plugin for PostgreSQL 9.4.x, 9.5.x, 9.6.x,10.x, 11.x and 12.x customers

Path B - Existing PostgreSQL customers with different Plugin version:

Your Version Recommended Upgrade Path to 1.4.0

1.0.1 Upgrade to 1.1.0 and follow the upgrade path below.
1.0.2

1.1.0 Upgrade to 1.2.0 and follow the upgrade path below.
1.2.0 Upgrade to 1.3.0 and follow the upgrade path below.
1.3.0 Upgrade to 1.4.0, the latest plugin for PostgreSQL.

For PostgreSQL customers with Plugin version 1.0.1 or 1.0.2 interested in External Backups feature:
Plugin upgrade path:1.0.1 - 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0
Plugin upgrade path 1.0.2 - 1.1.0 - 1.2.0 - 1.3.0 —» 1.4.0

For PostgreSQL customers with Plugin version 1.1.0

Plugin upgrade path: 1.1.0 - 1.2.0 - 1.3.0 - 1.4.0

For PostgreSQL customer with Plugin version 1.2.0

Plugin upgrade path: 1.2.0 - 1.3.0 - 1.4.0

Upgrading Existing Objects

In order to upgrade the existing objects with 1.1.0 (i.e 1.0.1 - 1.1.0 or 1.0.2 — 1.1.0), just after the upgrade, it is
mandatory to update below two parameters of dSource using "custom Configuration" option on the Ul :

« Source IP Address
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« Source Port

A critical fault will show up on dSource just after the upgrade. It is because the engine is not able to find the source
config from which dSource was created. As we have moved to manual discovery in this release, we need to mark
this fault as resolve on the status tab of dSource.

Unsupported PostgreSQL Versions and Features
PostgreSQL versions below 9.4i.e9.2,9.3 (including the minor versions) are not supported.
Unlogged Tables: All the tables which are not logged (unlogged) will not be supported by the Plugin.

Point In Time recovery: Currently, the Plugin doesn’t support Point in Time recovery of PostgreSQL database
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Overview of Data Virtualization
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Delphix Engine Overview

What is Delphix?

Delphix is a data management platform that provides the ability to securely copy and share datasets. Using
virtualization, you will ingest your data sources and create virtual data copies, which are full read-write capable
database instances that use a small fraction of the resources a normal database copy would require.

Overview

The Delphix Engine links to source physical databases via standard APIs and asks the source databases to send
copies of their entire file and log blocks to it. The copy of the source database stored in the Delphix Engine, along
with all incremental updates, is referred to as the dSource in Delphix terminology.

After the initial loading, the Delphix Engine maintains synchronization with source databases based on a user-
defined policy. Once linked, Delphix maintains a Timeflow of the source database - a record of snapshots and log
changes. From any time within that Timeflow, a virtual database (referred to in Delphix terminology as a VDB) can
be instantly provisioned from the Delphix Engine. VDBs are served from the shared storage footprint of the dSource
database Timeflow, so no additional storage is required.

Multiple VDBs can be provisioned from any point in time in a Timeflow, down to the second. Once provisioned, a
VDB is an independent, read-write database, and changes made to the VDB by users or applications are written to
new, compressed blocks in Delphix storage. VDBs can be provisioned from other VDBs, and the data within VDBs
refreshed from its parent VDB or dSource.

Related Topics

+ Getting Started with Data Sources
+ Glossary of Major Delphix Concepts
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Getting Started with Data Sources

Delphix enables agile data management, but our users first need to learn how to use our platform. Learn more
about what data management looks like and how Delphix fits into the bigger picture. The following sections link to
the Getting Started section of our Datasets category. This category also has explanations of other components of
the Delphix platform, such as environments and policies.

Getting Started Outline

« Managing Environments and Hosts

« Managing Data Sources and Syncing Data

+ Provisioning and Managing Virtual Databases

» Hook Scripts for Automation and Customization
« Policies for Scheduled Jobs

Managing Data Sources and Syncing Data

This section explains how to manage your data sources and create dSources. It hopes to answer questions such as:
when you link a database, what happens? How does Delphix stay in sync with changes to a data source, and is there
any impact to that source?

Learn about how we link to your data sources to enable fast and secure data management.

Provisioning and Managing Virtual Databases

This section details the virtual database (VDB) functionality and explains how you can create, manage, and utilize
these data objects. This section will address questions such as: what is a virtual database, what makes them virtual?
What does it mean to provision?

Learn all about the objects we create and refer to as virtual databases or VDBs.

Related Topics

« Managing Environments and Hosts

« Managing Data Sources and Syncing Data

+ Provisioning and Managing Virtual Databases

» Hook Scripts for Automation and Customization
« Policies for Scheduled Jobs
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Delphix Product Information

Product Overview

The Delphix Engine is delivered and maintained as a closed virtual software appliance. Like all virtual appliances,
the Delphix Engine is a tightly integrated combination of a special-purpose operating system and business logic. A
single engine can be configured for data virtualization or data masking.

The product is delivered as a closed appliance because there are dependencies between software components
within the virtual appliance, which require end-to-end testing. As such, we do not provide administrative access to
the operating system for any reason, including installing software, make customizations, or perform security scans.
More details about the administrative model will be provided in later sections of this document.

Product Packaging

The DDDP product is delivered and maintained as a virtual software appliance. The mode of product delivery is
dependent on the hosting hypervisor platform described in the table below:

Hypervisor Platform Delivery Vehicle Notes
VMware ESXi OVAimage
Amazon AWS EC2 AMIimage Manual deployment to EC2
Amazon AWS EC2 Guest Machine Appliance Amazon Marketplace
Microsoft Azure Guest Machine Appliance Azure Marketplace
Google Cloud Platform Guest Machine Appliance
HyperV Hyperimage

Product Updates, Upgrades, and Versions

Regardless of the initial packaging used to deploy the Delphix Engine, updates are supplied as a single upgrade
image of the new release, and the same image can be used for any prior release from which an upgrade is
supported. This upgrade image delivers a completely new appliance, including both the operating system and
business logic components.

The upgrade process retains prior configuration and customer data such that no data or configuration is lost during
the upgrade process. The upgrade process retains a copy of the previous version of the components for automatic
recovery in case an upgrade fails. Installed versions older than the prior version are automatically deleted during
the upgrade.

Delphix characterizes software as Major Release, Minor Release, and Maintenance Release in the Delphix Support
Policies. These release types indicate the level of feature addition and change. For example, a Major Release may
introduce significant new features, interface changes, and many bug fixes. A Maintenance Release or Patch Release
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may deliver only a small number of bug fixes and no feature additions. In any case, each release delivers a complete
upgrade image of the appliance.

There is no component patching of the Delphix Engine; fixes are delivered in new versions of the software as a new
software appliance. There is no management of patches involved, and each Delphix Engine version is a consistent,
tested virtual appliance.

Product Administration

Administration of the Delphix Engine is effected through product interfaces only. These interfaces provide for the
proper configuration and testing of customer infrastructure components, such as network addresses, storage,
Domain Name Service (DNS) servers, authentication servers (LDAP), etc. The interfaces also control the business
logic and control of the overall platform, including how customer data is used and provisioned by the system.

Although the special-purpose operating system may be accessed by Delphix Support and Engineering personnel for
the purpose of diagnostics and problem remediation, there are no customer-accessible interfaces at the operating
system level. Customers are not provided access to the underlying operating system nor can any custom software
be installed on the appliance.

Product Customization

The product has several endpoints allowing customization for improved integration with customer environments,
local business workflow requirements, and alternative data sources.

Interface Functional Area Description

Data Plugins Data Virtualization Delivered by Delphix Services or Integration
partners. These plugins allow for supporting
additional data types including both structured
and unstructured data.

Privilege Elevation Profiles Data Virtualization Delivered by Delphix Services or Integration
Partners. These customizations allow for the use
of privilege mechanisms other than sudo on Linux
and Unix target environments. Sudo is the product
default.

Hook Scripts Data Virtualization These customer-managed scripts allow for custom
business logic to be applied to Oracle and SQL
Server data sources and virtual databases. The
scripts are not integrated into the appliance but
are referenced and invoked by the product during
data operations.

Custom Algorithms Data Masking Delivered by Delphix Services or Integration
Partners. Custom algorithms provide specialized
data transformations to secure or anonymize
sensitive data.

In addition to these endpoints, Delphix provides a robust set of application programming interfaces (APIs) that
enable business automation and fully integrated data operations into client workflows.
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Related Links
+ Delphix Product Security
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Glossary of Major Delphix Concepts

This glossary is your guide to exploring Delphix terms and definitions.

Products
Term Explanation
Delphix Virtualization The Delphix product to deliver data on-demand to application
developers and testers.
Delphix Masking The Delphix product to identify sensitive data and replace it with

realistic but fictitious data.

Functional Product Components

Term Explanation

Delphix Management The user interface for Delphix administrators to configure the
product

Delphix Self-Service The user interface designed specifically for project teams,

application developers and testers.

Delphix Virtualization Engine Terms

Delphix Virtualization Concepts

Term Explanation

Blocks or data blocks Relational Database Management System (RDBMS) databases are based
on files containing data blocks on disk. These are then backed up and
restored with traditional database tools or virtualized with Delphix.

Dataset A generic term for data in Delphix Virtualization. This can refer to sources
or copies of data across any file/database.
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The set of data, typically a database, that you would like to create copies
of. Data sources serve as the base from which you will create virtual
copies. The source may be a database, a cluster of databases, or a file
system.

Not to be confused with a dSource, which is a virtualized, compressed
duplicate of this database. (See below.)

A database that the Delphix Virtualization Engine uses to create and
update virtual copies of your database. As a virtualized representation of
your source data, it cannot be managed, manipulated, or examined by
database tools. Because dSources are simply sourced data, you must
provision a VDB in order to distribute/clone/test the data being pulled in.
VDBs can also later be refreshed from the same or other points in time
synced from the dSource.

A service that runs on a Windows host and enables the communication
between the Delphix Virtualization Engine and the Windows Target
Environment where it is installed.

The server and software required to run a data set. For example, a Linux
system running Postgres. This may either be an individual instance, or a
cluster like Oracle RAC.

Environments can either be a source (where data comes from), staging
(where data are prepared/masked) or target (where data are delivered
and used by developers and testers).

Mechanisms by which Delphix can run scripts or call external processes
during common Delphix operations. For example, running a particular
script during every VDB provision.

A standalone program that validates that environments are configured
correctly before the Delphix Virtualization Engine uses them for syncing
from data sources or provisioning VDBs.

HostChecker should run before adding any Environment to your Delphix
Virtualization Engine. It is available to download from the HostChecker
subfolder at download.delphix.com.

Replication enables creating a copy of specific data sets on a second
Delphix Virtualization Engine. This is used both for disaster recovery
purposes as well as scale-out. Replication is configured on a source
engine and the data are moved to a secondary engine. The source engine
then sends incremental updates manually or according to a schedule.
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Snapshots represent the state of a dataset at a specific moment in time.
Snapshots are created from policies or are generated by manual creation.
Snapshots allow you to choose a point in time from which to provision,
refresh, or rollback.

If you have LogSync enabled, you can provision refresh or rollback from a
point in time between the snapshots endpoints.

Note: Point in time provisioning is also dependent on log retention.

The standard process for importing data from a source into the Delphix
Virtualization Engine. An initial SnapSync is performed to create a
dSource on the Delphix Virtualization Engine. Incremental SnapSyncs are
performed to provide additional points in time to the dSource on the
Delphix Virtualization Engine.

This feature enables the ingestion and retention of more granular (log-
based) source change data. This more granular change data allows for
VDB point-in-time provision, refresh, or rollback.

The process that runs on a staging database within a Staging
Environment executes database cleanup and preparation. This is
recommended and results in faster and more predictable provisions and
refreshes, and which executes either before a snapshot is taken (SQL
Server) or after a snapshot is taken (Oracle).

The collection of snapshots for a particular data set. Virtual databases can
be provisioned from any snapshots in a Timeflow.

Data stored in a filesystem that is not part of a database Unstructured
files can consist of anything from a simple directory to the root of a
complex application like Oracle E-Business Suite. Like with other data
types, you can configure a dSource to sync periodically with a set of
unstructured files external to the Delphix Virtualization Engine.

A database provisioned from either a dSource or another VDB which is a
full read/write copy of the source data. A VDB is created and managed by
the Delphix Virtualization Engine.

A comprehensive term that includes VDBs and virtualized files.

Shorthand for “Virtual-to-Physical Provisioning”. This refers to the
process of moving a dataset from Delphix back to a full-size database.
This can be used in DR purposes or as part of a final performance test,
matching the production systems.
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The following terms are used by Delphix and are summarized here for clarity.

Term

Artifact directory

Auxiliary container database (CDB)

Exported keyfile

Key rotation

Keystore/wallet

Parent Keystore

Target Keystore

Dataset Operations

Definition

Directory on the target system (not on Delphix storage) which stores
keys needed to support Delphix workflows on TDE-enabled vPDBs. It
is located under the toolkit directory.

Provisioning an Oracle vPDB requires running recovery to bring the
snapshotted datafiles into a consistent state. This needs to be done
in the context of a container database, which is created on the target
system. After the recovery is complete, the vPDB is unplugged and
plugged into the target container, and the auxiliary container is
deleted.

File located on the target Oracle host which contains keys that have
been exported from the Keystore. It is encrypted with a secret that is
specified when it is exported. The exported keyfile itself cannot be
used as a Keystore, but its contents can be imported into a new
Keystore.

Process for changing the master encryption key in the keystore via
ADMINISTER KEY MANAGEMENT SET KEY. This does not remove the
original key, rather it adds a new key to the wallet and future data
will be encrypted with the new key.

File found on the Oracle host which stores the keys used to encrypt
and decrypt the internal table keys in a database. Every keystore has
a password that is set when it is first created and must be supplied
for operations on it.

Keystore with the keys used to encrypt the dSource PDB files.

Keystore for the target CDB into which the TDE-encrypted vPDB is
plugged.

The terms below describe actions you can perform on a Delphix Virtualization Engine.

Term

Explanation
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Link

Mask

Migrating a VDB

Provision

Refresh

Rewind

Staging Push

Disable

Enable

Stop

Start
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The process of establishing a relationship between a data source and the
Delphix Virtualization Engine. After linking a data source, the Delphix
Virtualization Engine can import data periodically and manage it as it
evolves over time. In the user interface, this accomplished via "Add
dSource."

Masking replaces sensitive data with fictitious data in non-prod
environments (such as VDBs). It provides realistic data with which to work
while reducing security risks. For more details about masking, see Masking
Terms below.

Moving a VDB to a new Target Environment.

Create a new VDB from a dSource or VDB.

Refreshing a VDB will re-provision it from the dSource. As with the normal
provisioning process, you can choose to refresh the VDB from a Snapshot or
a specific point in time. Refreshing a VDB will delete any changes that have
been made to the VDB prior to the refresh operation; you are essentially
resetting it to the state you select during the refresh process.

Rewinding a VDB rolls it back to a previous point in its Timeflow. The VDB
will no longer contain changes that occurred after the rewind point.

Allow users to control the staging database restore and the state of the
restored staging database.

Remove all evidence of a specific VDB from a target environment. This
action deletes the database and network pathway(s) on the target host. But
it leaves the current VDB filesystem and snapshot(s) intact in Delphix
Virtualization Engine so that VDB can later be enabled on a chosen target
environment.

Establish the network pathway for the VDB between Delphix Virtualization
Engine and the appropriate target environment, then start the specific VDB
database.

Leave network pathway (e.g., NFS or iSCSI) in place on the target
environment for VDB, but stop the specific VDB database on the target
environment.

Start a specific VDB database on the target environment. This will result in
no action for the network pathway and is assumed to be in place already.
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Delete Remove all evidence of specific VDB from the target environment and the
Delphix Virtualization Engine. This operation is intentionally destructive.

Delphix Virtualization Users and Privileges

Object User Privileges

Reader Access statistics on the dSource, VDB, or
Snapshot such as usage, history, and space
consumption

Provisioner « Access statistics on the dSource, VDB, or
Snapshot such as usage, history, and space
consumption

« Provision VDBs from owned dSources and
VDBs

Owner « Provision VDBs from owned dSources and
VDBs
« Perform Virtual to Physical (V2P) from
owned dSources
o Access the same statistics as a Reader
« Refresh or Rollback VDBs
+ Take Snapshots of dSources and VDBs

Data operator « Access statistics on the dSource, VDB, or
snapshot such as usage, history, and space
consumption

+ Refresh or rollback VDBs

Group Privileges

Access statistics on all dSources,
VDBs, or Snapshots in the group such
as usage, history, and space
consumption

« Access statistics on all dSources,
VDBs, or Snapshots in the group
such as usage, history, and space
consumption

+ Provision VDBs from all dSources
and VDBs in the group

« Provision VDBs from all dSources
and VDBs in the group

« Refresh or Rollback all VDBs in the
group

« Snapshot all dSources and VDBs in
the group

« Perform Virtual to Physical (V2P)
from owned dSources

« Apply custom policies to dSources
and VDBs

« Create template policies for the
group

« Assign Owner privileges for
dSources and VDBs

« Access the same statistics as a
Provisioner, Data Operator, or
Reader

« Access statistics on all dSources,
VDBs, or snapshots in the group
such as usage, history, and space
consumption

« Refresh orrollback all VDBs in the

group
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Administrator Manage all data objects: dSources, virtual Has privileges over all objects and
databases (VDBs), users, groups, and related users.
policies and resources." The “admin” user
manages the Delphix Virtualization Engine using
either the browser-based Delphix Management
application or the Command Line Interface

(CLI).
sysadmin Can perform typical system administration Has privileges for storage, upgrades,
duties such as: modifying NTP, SNMP, SMTP network, etc.

settings; managing storage; downloading
support logs for the Delphix Virtualization
Engine, and performing upgrades and patches.
The sysadmin user launches the initial Delphix
Setup configuration application and has access
to the Command Line Interface (CLI).

Types of Notification
Type

Event

Alert

Fault

Notification

Completion of some action in the Delphix Virtualization Engine. Examples include user-
initiated tasks such as snapshots or VDB provisioning, policy-based tasks, and
background monitoring and maintenance tasks.

Caused by a single event on a Delphix Virtualization Engine. Also known as a System
Event, and viewable through the System Event Viewer. Examples include warnings on
source/target environment settings, recoverable errors, or incorrect connection
settings.

Alert Levels: Informational, Warning, Critical

A persistent event on a Delphix Virtualization Engine that remains until the issue is
resolved. The fault may be marked resolved automatically or require that it be resolved
manually. Selecting to Ignore a fault will also ignore future faults of that exact type
against the same object.

System faults describe states and configurations that may negatively impact the
functionality of the Delphix Virtualization Engine and which can only be resolved
through active user intervention.

Examples: Delphix Virtualization Engine storage failure, communication failures
between the Delphix Virtualization Engine and a source or target environment/host

Fault Levels: Warning, Critical
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Delphix Self-Service Terms

Term Explanation

Administrator Has full access to all report data and can configure and administer
Delphix Self-Service. Additionally, can use the Delphix Virtualization
Engine to:

+ add/delete reports

« add/delete users

+ change tunable settings

+ add/delete tags

+ create and assign data templates and containers

Bookmark Alogical reference to a point in time on a branch. You can useitas a
point from which to fork new branches. It can also be the target of
policies - for example, you can arrange to keep this bookmark for two
years.

Bookmarks are a way to mark and name a particular moment of data on
a timeline. You can restore the active branch's timeline to the moment of
data marked with a bookmark. You can also share bookmarks with other
Delphix Self-Service users, which allows them to restore their own active
branches to the moment of data in your container. The data represented
by a bookmark is protected and will not be deleted until the bookmark is
deleted.

Branches Branches are task-specific groupings you can create within a data
container. A branch is used to track a logical task and contains a timeline
of the historical data for that task. As you work within your data
container, you can create more branches overtime to run or complete
separate tasks.

Branches represent a logical sequence of activity, separate from the
underlying data lineage. This is the main concept introduced in the core
engine and forms the basis of many higher-level primitives. Branches:

« Can have only one timeline active at any time
+ Can be user-visible (e.g. exported to a user target) or implementation
(e.g. just a staging source to run a series of transformations)

Branch group/target group A collection of multiple Branches that are treated as a single entity. The
system can determine compatibility automatically, or a template can be
used to create more complex orchestration.

Branch timeline A dynamic point-in-time interface for user actions within the Branch.
Common activities include re-setting Data Sources to run a test,
refreshing the Data Container with the most current source data, and
bookmarking data to share or track interesting moments of time along
the branch timeline.
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Data container

Data template

Data User

Related Topics

+ Delphix Engine Overview
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Consists of one or more Data Sources, such as databases, application
binaries, or other application data. Allows users to:

+ Undo any changes to their application data in seconds or minutes

« Have immediate access to any version of their data over the course of
their project

+ Share their data with other people on their team, without needing to
relinquish control of their own container

+ Refresh their data from production data without waiting for an
overworked DBA

Created by the Delphix Administrator, data templates consist of the data
sources users need in order to manage their data playground and their
testing and/or development environments. Data templates serve as the
parent for a set of data containers that the administrator assigns to
Delphix Self-Service users. Additionally, data templates enforce the
boundaries for how data is shared. Data can only be shared directly with
other users whose containers were created from the same parent data
template.

Delphix Self-Service data users have access to production data provided
in a data container. The data container provides these users with a
playground in which to work with data using the Self-Service Toolbar.

« Getting Started with Data Sources
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Product Icon Reference

This topic illustrates the icons that appear on dSources and virtual databases (VDBs) in the Delphix Engine graphic
user interface and describes the meaning of each, along with tips for clearing those that represent errors.

Icon Description

? Environment
% Host
Cluster

i)) dSource

VDB

vFiles

B
@ Masked VDB
[]

Live Source

Universal control for adding, creating users and objects

+ O

Provision a Virtual Database (VDB)

=

Refresh a VDB

Take a snapshot

2 P Q

Rewind or roll back a VDB to a point in time

rl Copy Virtual Database to a physical database (V2P)
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Icon Description
a Open Log Sync to create a dataset from a point in time
Y Filter control to narrow the results in a list view

> Toggle to expand the current state
v Toggle to collapse current state
® Timeflow view selector

There is a warning fault associated with the dataset

A Thereis a critical fault associated with the dataset

Related Topics

+ Delphix Engine Overview
+ Getting Started with Data Sources

Overview of Data Virtualization- 340



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Deployment

= unknown macro: 'navbox’
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Standard Deployment Architecture

At a high level, Delphix Virtualization works to efficiently ingest data off of a source host by creating a compressed
copy of that data, called a dSource, on the Delphix Engine. From there, the Delphix Engine can easily create multiple
virtual databases (VDBs) on a target host with a marginal increase in storage. At the highest level, that is how
Delphix Virtualization functions. From an architecture perspective, a few more details are required to explain how
an engine interacts with customer infrastructure.

Delphix Architecture - Infrastructure Level

Targer! Mgl

NFS

d!m: Contana:
ﬂ
C-enr.rallzed Stora

Architectural diagram of a common Delphix deployment (configurations vary depending on RDBMS platforms)

On an infrastructure level, Delphix Virtualization relies on a Source, Staging, and Target Hosts in addition to the
Delphix Engine all requiring specific compute requirements (outlined in the platform-specific requirements
section). Storage Requirements, like compute, vary by host type and are outlined in subsequent sections. Staging

and Target host storage is provided from the Delphix Engine which is mounted over the network similar to any
Target host (NFS/iSCSI).

Related Topics

» Deployment
» Checklist of Information Required for Installation and Configuration
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Checklist of Information Required for Installation and Configuration

Overview

This topic describes the information that is required for the initial installation and configuration of the Delphix
Engine.

(@ The attached InstallWorkbooks list all the values you need to capture, as well as sample values. Choose
the workbook for your hypervisor. In addition to required values, the InstallWorkbooks also list useful data
to document as part of the installation.

« InstallWorkbook AWS
« InstallWorkbook VMware
 InstallWorkbook Azure

Hypervisor Specific Options

As a virtual appliance, Delphix supports a number of different hypervisors and configurations. Your choice of
hypervisor and network configuration determines what data you need to gather for the first step in the installation
of Delphix.

Attribute Sample Data Used with the following Hypervisor Options

VMware with Static IP VMware with DHCP AWS Az

ure

Name mydelphix1 * * * *
Gateway IP 192.168.0.1 * * * *
Root Volume 300G * * * *
Size
ESX Hostname  thx1138 * *
Domain mydomain.com * * *
DNS server 10.80.1.1, * * *
IP(s), comma- 10.80.1.2
separated
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Attribute

Static IP and
Subnet Mask in
CIDR Notation

Number of
vSCSI
Controllers

VMDK/RDMs
and Sizes

Virtual Private
Cloud (VPC)
Name

Subnet

Auto-assign
Public IP

EC2 instance
type

Security
Groups

Root Volume
Type

Number of EBS
volumes

Size of EBS
volumes

Type of EBS
volumes

Sample Data

172.16.180.130/2
4

SAN 03-3TB,
SANO04-3 TB,
SANO5-3 TB &
SANO06-3 TB

vpc-673822a23

subnet-748391e2
6

disable

r3.8xlarge

sg-78sdg99879,

$g-8798s77009

Magnetic

500G

Provisioned IOPS
SSD
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Used with the following Hypervisor Options

*
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Attribute Sample Data Used with the following Hypervisor Options

IOPS set on 5,000 *
each volume

Encryption on TRUE *

EBS volumes

Virtual *
Network (vnet)

Subnet *

Network *
Interface w/
Static Public IP

VM Size Example: D8s_v3 *
Network *
Security Group

0OS Disk 300GB - *

Premium SSD

Data Disks Premium SSDs *

Optional Information Required for Initial Configuration

Class Attribute Sample Data
Time NTP Servers (Highly Recommended) 172.16.180.10,172.16.180.11
Timezone US/Pacific

Serviceability (Highly

Recommended)
Enable Phone Home? (Highly Yes
Recommended)
Web Proxy Server IP Address 192.168.1.200
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Authentication (Highly
Recommended)
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Attribute

Web Proxy Server Port

Web Proxy Server Username (If
Required)

Web Proxy Server Password (If
Required)

Enable SMTP Server (Highly
Recommended)

SMTP Server IP Address

SMTP Server Port Number

SMTP Server From Email Address

SMTP Server User (Optional)

SMTP Server Password (Optional)

SMTP Use TLS Authentication?
(Optional, Default=No)

SMTP Send Timeout (Optional,
Default=60)

LDAP Server IP Address

LDAP Server Port

Protect LDAP traffic with SSL/TLS
(true | false)

LDAP SSL Authentication (SIMPLE |
DIGEST_MD5)

Sample Data

8080

user

Yes

192.168.22.22

25

delphix@hostname.mydomain.co
m

user

No

60

192.168.7.7

389 (636 for SSL)

false

SIMPLE
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Class Attribute

SNMP Integration

SNMP Server IP Address

SNMP Server Port

SNMP Community

SNMP Use INFORM Instead of TRAP

SNMP Severity Level
(INFORMATIONAL, WARNING,
CRITICAL)

Splunk Integration (Highly

Recommended)
Splunk Server IP address
Splunk Server HEC Port Number
Splunk HEC Token
Index Name for Events
Index Name for Metrics

ADMIN
Email Address

SYSADMIN

Email Address

Related Topics

« Standard Deployment Architecture
+ Deployment

Sample Data

192.168.77.156

162

mycommunity

false

CRITICAL

192.168.8.8

8088

12345678-1234-1234-1234-123456
7890AB

delphix_events

delphix_metrics

ul2345@mydomain.com

ul2345@mydomain.com
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Deployment for VMware

The Delphix Engine is a virtual appliance that runs in a hypervisor. In this section, you’ll find requirements to run
Delphix on VMware including supported versions and instance configurations as well as recommended
configuration parameters for optimal performance.

The Delphix Engine is intensive both from a network and a storage perspective. If the Delphix Engine competes with
other virtual machines on the same host for resources it will result in increased latency for all operations. As such, it
is crucial that your ESXi host is not over-subscribed, as this eliminates the possibility of a lack of resources for the
Delphix Engine. This includes allowing a percentage of CPU resources for the hypervisor itself as it can de-schedule
an entire VM if the hypervisor is needed for managing 10 or compute resources.

This section has the following topics:

« Supported ESX Versions

« Virtual CPU Count

+ Memory

+ Network

+ SCSI Controller

+ General Storage

+ Delphix VM Configuration Storage

« Delphix Engine System Disk Storage

« Database Storage

« Additional VMware Configuration Notes

Supported ESX Versions

Requirements Notes
« VMware Cloud « More recent versions of VMware are preferred, such as ESX/ESXi 6.0 - 7.0
« VMware ESX/ESXi 7.0, 7.0 U1, U2
7.0U2

« VMware ESX/ESXi 6.7 U3

« VMware ESX/ESXi 6.5 U1, 6.5
U3

« VMware ESX/ESXi 6.0

& faminorrelease version is listed as supported, then all patch releases applicable to that minor release are
certified.

Virtual CPUs

Requirements Notes
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8 vCPUs

Never allocate all available
physical CPUs to virtual
machines

Memory

Requirements

128 GB vRAM (recommended)
64GB VRAM (minimum)

Never allocate all the available
physical memory to virtual
machines.

Memory for the ESX Server to
perform hypervisor activities
must be set aside before
assigning memory to Delphix and
other VMs.

Network

Requirements
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+ CPU resource shortfalls can occur both on an over-committed host as
well as competition for host resources during high 10 utilization.

+ CPU reservations are strongly recommended for the Delphix VM so
that Delphix is guaranteed the full complement of vCPUs even when
resources are overcommitted.

« Itissuggested to use a single core per socket unless there are specific
requirements for other VMs on the same ESXi host.

« CPU for the ESXi Server to perform hypervisor activities must be set
aside before assigning vCPUs to Delphix and other VMs.

+ We recommend that a minimum of 8-10% of the CPUs available are
reserved for hypervisor operation. (e.g. 12 vCPUs on a 128 vCore
system).

Notes

+ The Delphix Engine uses its memory to cache database blocks. More
memory will provide better read performance.

« Memory reservations is required for the Delphix VM. The performance
of the Delphix Engine will be significantly impacted by the over-
commitment of memory resources in the ESX Server.

+ Reservations ensure that the Delphix Engine will not be forced to swap
pages during times of memory pressure on the host. A swapped page
will require orders of magnitude more time to be brought back to
physical memory from the ESXi swap device.

+ The default ESX minimum free memory requirement is 6% of the total
RAM. When free memory falls below 6%, ESX starts swapping out the
Delphix guest OS. Delphix recommends leaving about 8-10% free to
avoid swapping.

+ For example, when running on an ESX Host with 512GB of physical
memory, no more than 470GB (92%) should be allocated to the Delphix
VM (and all other VMs on that host).

Failure to ensure sufficient memory for the host can result in a hard
memory state for all VMs on the host which will result in a block for memory
allocations.

Notes
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The ova is pre-configured to use
one virtual ethernet adapter of
type VMXNET 3.

A 10GbE NIC in the ESX Server is
recommended.

If the network load in the ESX
Server hosting the Delphix
engine VM is high, dedicate one
or more physical NICs to the
Delphix Engine.

SCSI Controller

Requirements
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Jumbo frames are highly recommended to reduce CPU utilization,
decrease latency and increase network throughput. (typically 10-20%
throughput improvement)

If additional virtual network adapters are desired, they should also be
of type VMXNET 3.

For VMs having only gigabit networks, it is possible to aggregate several
physical 1GbE NICs together to increase network bandwidth (but not
necessarily to reduce latency). Refer to the VMware Knowledge Base
article NIC Teaming in ESXi and ESX. However, it is not recommended to
aggregate NICs in the Delphix Engine VM.

Adding NICs only works if VMs are discovered using different interfaces.
The NFS/iSCSI mounts will only use the network associated with the
discovery.

See General Network and Connectivity Requirements for information
about specific port configurations, and Network Performance
ConfigurationOptions for information about network performance
tuning

Notes
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PVSCSI (default)/ LSI Logic
Parallel

General Storage
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When adding virtual disks make sure that they are evenly distributing the
load across the maximum of 4 virtual SCSI controllers. Spreading the disks
across available SCSI controllers evenly will ensure optimal 10 performance
from the disks. For example, a VM with 4 SCSI controllers and 8 virtual disks
should distribute the disks across the controllers as follows:

disk0 = SCSI(0:0) - System Disk on Controller 0 Port 0

(ignore for purposes of load balancing)

disk1 =SCSI(0:1) - Data Disk on Controller 0 Port 1

disk2 = SCSI(1:1) - Data Disk on Controller 1 Port 1

disk3 =SCSI(2:1) - Data Disk on Controller 2 Port 1

disk4 = SCSI(3:1) - Data Disk on Controller 3 Port 1

disk1 =SCSI(0:2) - Data Disk on Controller 0 Port 2

disk2 = SCSI(1:2) - Data Disk on Controller 1 Port 2

disk3 = SCSI(2:2) - Data Disk on Controller 2 Port 2

disk4 = SCSI(3:2) - Data Disk on Controller 3 Port 2

Note: For load purposes, we generally focus on the DB storage and ignore
the controller placement of the system disk.

@ VMware offers options for disk storage, which include "Independent - Persistent" and "Independent - Non-
g
persistent". The non-persistent setting is catastrophic to the Delphix platform when the VM reboots, thus,
Independent - Persistent is required for installation.

Requirements

Storage used for Delphix must be
provisioned from storage that
provides data protection.

Notes

For example, using RAID levels with data protection features, or equivalent
technology.

The Delphix engine product does not protect against data loss originating
at the hypervisor or SAN layers.

For more information refer to, Optimal Storage Configuration Parameters
for the Delphix Engine.
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Delphix Storage Options
There are three types of data that Delphix stores on disk, which are:

1. Delphix VM Configuration Storage: stores data related to the configuration of the Delphix VM. VM
Configuration Storage includes the VMware ESX configuration data as well as log files.

2. Delphix Engine System Disk Storage: stores data related to the Delphix Engine system data, such as the
Delphix .ova settings.

3. Database Storage: stores data used by Delphix objects such as dSources and virtual

databases (VDBs).

Delphix VM Configuration Storage

The Delphix VM configuration should be stored in a VMFS volume (often called a "datastore").

Requirements Notes

The VMFS volume should have If a memory reservation is not enabled for the Delphix Engine (in violation
enough available spaceto hold all =~ of memory requirements stated above), then space for a paging area equal
ESX configuration and log files to the Delphix Engine's VM memory must be added to the VMFS volume
associated with the Delphix containing the Delphix VM configuration data.

Engine.

Delphix Engine System Disk Storage

The VMFS volume must be located on shared storage in order to use vMotion and HA features.

Requirements Notes
The Delphix Engine system disk « The VMDK for the Delphix Engine System Disk Storage is often created
should be stored in a VMDK. in the same VMFS volume as the Delphix VM definition. In that case,

the datastore must have sufficient space to hold the Delphix VM
Configuration, the VDMK for the system disk, and a paging area if a
memory reservation was not enabled for the Delphix Engine.

The Delphix .ova file is configured « The VMFS volume where the .ova is deployed should, therefore, have
for a 127GB system drive. at least 127GB of free space prior to deploying the .ova.

Database Storage

Shared storage is required in order to use vMotion and HA features. In addition to making sure the latest VMware
patches have been applied, check with your hardware vendor for updates specific to your hardware configuration.
VMDKs (Virtual Machine Disks) or RDMs (Raw Device Mappings) operating in virtual compatibility mode can be used
for database storage.

Requirements Notes
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A minimum of 4 VMDKs or RDMs
should be allocated for database
storage.

If using VMDKs:

« Each VMDK should be the only
VMDK in its VMFS volume
« The VMFS volumes should be

assigned to dedicated physical

LUNs on redundant storage.

+ The VMDKs should be created
with the Thick Provision Lazy
Zeroed option.

The quantity and size of VDMKs or
RDMs assigned must be identical
across all 4 controllers

The physical LUNs used for VMFS
volumes and RDMs should be of
the same type in terms of
performance characteristics such
as latency, RPMs, and RAID level.

The physical LUNs used for VMFS
volumes can be thin-provisioned
in the storage array.

For best performance, the LUNs
used for RDMs should not be thin-
provisioned in the storage array
but should be thick-provisioned
with a size equal to the amount of
storage that will be initially
allocated to the Delphix Engine.
The RDM can be expanded in the
future when more storage is
needed.
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Allocating a minimum of 4 VMDKs or RDMs for database storage
enables the Delphix File System (DxFS) to make sure that its file
systems are always consistent on disk without additional serialization.
This also enables the Delphix Engine to achieve higher I/O rates by
queueing more /O operations to its storage.

Provisioning VMDKs from isolated VMFS volumes on dedicated
physical LUNs:

Reduces contention for the underlying physical LUNs

Eliminates contention for locks on the VMFS volumes from other VMs
and/or the ESX Server Console

Enables higher availability of the Delphix VM by allowing vSphere to
vMotion the VM to a different ESX host in the event of a failure of the
Delphix ESX host

If the underlying storage array allocates physical LUNs by carving
them from RAID groups, the LUNs should be allocated from different
RAID groups. This eliminates contention for the underlying disks in the
RAID groups as the Delphix engine distributes 10 across its storage
devices.

The total number of disk drives that comprise the set of physical LUNs
should be capable of providing the desired aggregate 1/0 throughput
(MB/sec) and IOPS (Input/Output Operations per Second) for all virtual
databases that will be hosted by the Delphix Engine.

If the storage array allocates physical LUNs from storage pools
comprising dozens of disk drives, the LUNs should be distributed
evenly across the available pools.

Using thin-provisioned LUNs in the storage array for VMFS volumes
can be useful if you anticipate adding storage to the Delphix engine in
the future. In this case, the LUNs should be thin-provisioned with a
size larger than the amount of storage that will be initially allocated to
the Delphix Engine. When you want to add more storage to the Delphix
engine, use vSphere to expand the size of the VMDKs. Be sure to
specify that the additional storage is also thick-provisioned and eager-
zeroed.

In addition to making sure the latest VMware patches have been applied, check with your hardware vendor for
updates specific to your hardware configuration.

Additional VMware Configuration Notes

« Running Delphix inside of vSphere is supported.
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+ Using vMotion on a Delphix VM is supported.
« Device passthrough is not supported.

Procedure to Install an OVA

Use the Delphix-supplied OVA file to install the Delphix Engine. The OVA file is configured with many of the
minimum system requirements. The underlying storage for the install is assumed to be redundant SAN storage.

1.

NouhMw

© o

10.

11.

12.

13.

14.

Download the OVA file from https://download.delphix.com. You will need a support login from your sales
team or a welcome letter.

a. Navigate to the Delphix Product Releases/<Current Version>/Appliance Images page.
Login using the vSphere client to the vSphere server (or vCenter Server) where you want to install the
Delphix Engine.
In the vSphere Client, click File.
Select Deploy OVA Template.
Browse to the OVA file.
Click Next.
Select a hostname for the Delphix Engine.
This hostname will also be used in configuring the Delphix Engine network.
Select the data center where the Delphix Engine will be located.
Select the cluster and the ESX host.
Select one (1) data store for the Delphix 0S. This datastore can be thin-provisioned and must have
enough free space to accommodate the 300GB comprising the Delphix operating system.
Select four (4) or more data stores for Database Storage for the Delphix Engine. The Delphix Engine will
stripe all of the Database Storage across these VMDKs, so for optimal I/O performance, each VMDK must be
equal in size and be configured Thick Provisioned - Eager Zeroed. Additionally, these VMDKs should be
distributed as evenly as possible across all four SCSI 1/0 controllers.
Select the virtual network you want to use.
If using multiple physical NICs for link aggregation, you must use vSphere NIC teaming. Do not add multiple
virtual NICs to the Delphix Engine itself. The Delphix Engine should use a single virtual network. For more
information, see Optimal Network Architecture for the Delphix Engine.
Click Finish.
The installation will begin and the Delphix Engine will be created in the location you specified.
Once the installation has completed, power on the Delphix Engine and proceed with the initial system
configuration as described in Setting Up Network Access to the Delphix Engine.

Related Topics

+ Optimal Storage Configuration Parameters for the Delphix Engine
+ Architecture Checklist

+ General Network and Connectivity Requirements

« Deployment
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Deployment for AWS EC2

This topic covers the virtual machine requirements, including memory and data storage, for the deployment of the
Delphix Engine on Amazon EC2 (Elastic Cloud Compute).

This section covers the following topics:

» Instance Types

+ Network Configuration

« EBS Configuration

« General Storage Configuration

« Additional AWS Configuration Notes

Once you understand the requirements listed on this page, you should view the next pages on AWS EC2
deployment:

» Prerequisites to Deploying in AWS
» Procedure for Deploying in AWS

Instance Types

The following is a list of instance types that are supported to deploy Delphix on AWS EC2. Delphix periodically
certifies new instance types, which will be added to the list here.

Requirements Notes
Large Memory Instances (Preferred): + The Delphix Engine most closely resembles a storage
R4 appliance and performs best when provisioned using a
storage-optimized instance type.
* R5n . - .
. R5b « Largerinstance types provide more CPU, which can prevent

resource shortfalls under high I/0 throughput conditions.
« Largerinstances also provide more memory, which the
Delphix Engine uses to cache database blocks. More
memory will provide better read performance.
« Recommended minimum size of 8 vCPU and 64G memory.

Network Configuration
It is recommended to enable Enhanced Networking to maximize performance, for more information view Enhanced

Networking on Linux.

Requirements Notes

Virtual Private Cloud You must deploy the Delphix Engine and all of the source and target
environments in a VPC network to ensure that private IP addresses are
static and do not change when you restart instances.

When adding environments to the Delphix Engine, you must use the
host's VPC (static private) IP addresses.
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Static Public IP

Security Group Configuration

EBS Configuration
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The EC2 Delphix instance must be launched with a static IP address;
however, the default behavior for VPC instances is to launch with a
dynamic public IP address - which can change whenever you restart
the instance. If you're using a public IP address for your Delphix
Engine, static IP addresses can only be achieved by using assigned
AWS Elastic IP Addresses.

The default security group will only open port 22 for SSH access. You
must modify the security group to allow access to all of the
networking ports used by the Delphix Engine and the various source
and target engines.

See Network Performance Configuration Options for information
about network performance tuning.

See General Network and Connectivity Requirements for information
about specific port configurations.

Deploying Delphix on AWS EC2 requires EBS volumes. Since EBS volumes are connected to EC2 instances via the
network, other network activity on the instance can affect throughput to EBS volumes. Delphix recommends EBS
General Purpose SSD (GP2 and GP3) or Provisioned IOPS SSD volumes to provide consistent and predictable
storage performance. For more information on EBS volumes, see external documentation on EBS Volume Types.

Recommendati Notes
ons

EBS Provisioned Delphix does not support the use of instance store volumes.

I0PS SSD Use EBS volumes with provisioned IOPs in order to provide consistent and predictable
Volumes L .
. performance. The number of provisioned IOPs depends on the estimated 10 workload on
(Highly the Delphix Engine
Recommended) ’
Provisioned IOPs volumes must be configured with a volume size to provisioned IOPs per
the EBS Volume Types guidelines.
EBS General Delphix supports GP2 and GP3 General Purpose SSDs. You can now migrate your Amazon
Purpose SSD EBS volumes from GP2 to GP3. For more details on migration, see the external
Volumes documentation on EBS Volumes Migration.

General Storage Configuration

Delphix recommends using a minimum of four disks to run your Delphix Engine. One disk is used for the Delphix File
System (DxFS) to ensure that its file systems are always consistent on disk without additional serialization. The
other three disks will be used for data storage. This also enables the Delphix Engine to achieve higher 1/0 rates by
queueing more |/O operations to its storage.

Requirements

Notes
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General Storage Configuration Allocate initial storage equal to the size of the physical source
database storage. For high redo rates and/or high DB change rates,
allocate an additional 10-20 %.

Add storage when storage capacity approaches 30% free.

Attach a minimum of three (3), equally sized, storage devices to the
Delphix Engine This enables the Delphix File System (DxFS) to make
sure that its file systems are always consistent on disk without
additional serialization. This also enables the Delphix Engine to
achieve higher 1/0 rates by queueing more 1/0 operations to its
storage.

Additional AWS Configuration Notes

+ Using storage other than EBS is not supported.
+ Limits on the number of volumes are dictated by the EBS instance type, and is generally advised that over 40
can be expected to cause issue on Linux VMs. More information can be found in the AWS Volume Limits
and AWS Volume Constraints articles. The maximum device limit imposed by AWS can be handled by the
Delphix Engine.
+ Cold HDD (sc1) volumes (not supported due to poor performance)
+ Using fast storage for EBS volumes is supported and recommended, including (in order of decreasing
speed):
« Provisioned IOPs SSD volumes (recommended)
+ General Purpose SSD volumes (supported)
» Throughput Optimized HDD (supported, not recommended due to performance)
+ Use of EBS volumes encrypted at creation is supported (during initial deployment from AMI, as well as
storage devices added post-deployment), but can have negative performance consequences. Conversion of
existing EBS volumes is possible in AWS but is not supported in Delphix at this time.

Related Topics
General Network and Connectivity Requirements
Network Performance Configuration Options

Configuration
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Prerequisites to Deploying in AWS

It is best if you have experience launching and configuring EC2 instances within your AWS environment. Read below
for specific tasks to complete before deployment.

Before deploying the Delphix Engine for AWS:

1. Review Checklist of Information Required for Installation and Configuration.

2. Make sure that the Amazon account you are using to deploy your Delphix Engine has an appropriate level of
enablement to subscribe to the Delphix Engine for AWS subscription.

3. Determine which virtual private cloud (VPC) you will use when launching the virtualization instance. To
maximize performance, deploy the Delphix Engine instance in the same VPC/subnet in which you will create
your virtual databases (VDBs).

(@ Provisioning a VDB requires a compute instance running the same database engine as the source.
Please note, however, that the target instance only needs storage to accommodate the OS,
database platform binaries, etc., because Delphix delivers all of the data files.

4. Make sure that the necessary ports are open.

(@ Using the Delphix Engine for AWS will require connections to source and target database servers.
Such connections require various ports to be open, enabling communications. For a detailed list of
the network and port requirements, click the link appropriate to your database platform:

» Network and Connectivity Requirements for Oracle Environments

» Network and Connectivity Requirements for SQL Server Environments

» Network and Connectivity Requirements for SAP ASE Base Environments
» Network and Connectivity Requirements for Db2 Environments

5. Update Security Group settings to accommodate the necessary connections.

a. Select the same Security Group that your current (or future) non-production EC2 compute nodes
utilize.

b. You must modify the Security Group to allow access to all of the networking ports used by the
Delphix Engine and the various source and target platforms. See links above for information about
specific port configurations.

6. Allocate storage.

a. To properly size the initial storage capacity and determine the number and size of EBS Provisioned
IOPs Volumes required, download and utilize the Delphix-Dynamic-Data-Platform-Storage-
Calculator.

@ 1tis helpful to first create a list of the data sources from which you intend to make dSources.
A data source is typically a production database that you link to the Virtualization Engine,
enabling you to create virtual, full, read-write copies of the source within minutes. The list
should include the database's name, platform (for example, Oracle or SQL Server), current
size (in GB), the estimated number of virtual copies, and retention period (in days) of
snapshots (backup copies).

b. All data storage volumes must be EBS volumes. Delphix recommends using a minimum total of four
disks to run your Delphix Engine. One disk is used for the boot device. The other three or more
equally sized disks will be used for data storage. This also enables the Delphix Engine to achieve
higher 1/0 rates by queueing more 1/O operations to its storage.

c. Provisioned I0Ps EBS volumes are highly recommended.

7. During the Manual Deployment option, use the guidelines outlined in Virtual Machine Requirements for AWS
EC2 Platform.
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Geographic Distribution in Regions and Availability Zones

The latency will be directly related to not just the Availability Zone configuration, but more specifically the
geographies of those zones. The latencies can vary from tens to hundreds of milliseconds if the zones are
geographically diverse (US West to US East would certainly be expected to perform better than US West to Europe).
AWS advertises that all AZs in a given region are interconnected with high-bandwidth and low-latency networking
per this AWS article.

Applications that are performance-sensitive will benefit from colocating the target servers and Engine in the same
region if possible. Another possibility is building a failover strategy for those highly sensitive servers, enabling them
to failover to another AZ in the instance where an Engine needs to be failed over. The architecture selected and
geographies will also naturally be dependent on your redundancy requirements (your organization may require
geographically diverse failover options beyond the ~60 miles advertised within a region).

Related Topics

+ Deployment for AWS EC2
» Procedure for Deploying in AWS
» Checklist of Information Required for Installation and Configuration
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Procedure for Deploying in AWS

Overview

This article covers procedures for deploying in AWS, via the Delphix Marketplace Image or Amazon Machine Imaage
(AMI).

+ Procedure to Install an AMI

+ Subscribe to the Delphix Virtualization Engine Marketplace Image
+ Launching the Delphix Engine

« Configuring the Delphix Engine

Delphix can be deployed with an AMI in the AWS Console or in the AWS Marketplace.

Procedure to Install an AMI
Use the Delphix-supplied AMI file to install the Delphix Engine.

1. Onthe Delphix download site, click the AMI you would like to share and accept the Delphix License
agreement. Alternatively, follow a link given by your Delphix solutions architect.
2. Onthe Amazon Web Services Account Details form presented:
a. Enter your AWS Account Identifier, which can be found here: https://console.aws.amazon.com/
billing/home?#/account. If you want to use the GovCloud AWS Region, be sure to enter the ID for the
AWS Account which has GovCloud enabled.
b. Select which AWS Region you would like the AMI to be shared in. If you would like the AMI shared in a
different region, contact your Delphix account representative to make the proper arrangements.
3. Click Share. The Delphix Engine will appear in your list of AMIs in AWS momentarily.

Subscribe to the Delphix Virtualization Engine Marketplace Image

1. Login to the AWS Console at https://aws.amazon.com/console.

Navigate to the AWS Marketplace.

In the Search field, enter Delphix.

Select the Delphix Dynamic Data Platform for AWS. Select the appropriate offer based on the data you will

ingest into the Delphix platform.

Review the information on the initial Marketplace page.

Click Continue to Subscribe.

Review the software subscription information and select the Manual Launch tab.

Select Accept Software Terms.

Your subscription will take a few minutes to become enabled.

9. From the Subscription page, click Return to Product Page. There you will see Launch with EC2 Console
enabled in all of the available regions.

Mo

© No W,

Launching the Delphix Engine

1. Inthe desired region, select Launch with EC2 Console.
Launching will direct you to the standard EC2 instance launch process.
2. Select the size of the virtual machine you want to deploy. For supported instance types and capabilities, see
Virtual Machine Requirements for AWS Platform.
3. Click Next: Configure Instance Details.
4. Configure instance details as follows:
a. Setthe number of instances to 1.
b. Purchasing option - Leave Request Spot Instances unchecked.
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Monitoring - Optional
EBS-optimized instance - Yes (select checkbox)

Tenancy - Shared - Run a shared hardware instance
Network Interfaces - Eth0O

will apply.
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i. Auto-assign (default if using DHCP)

5. Click Next: Add Storage.
6. By default, the Delphix Virtualization instance includes a 150GB OS volume. Ensure that this volume is set as

1.

a General Purpose SSD (GP2) type.

Network - Select the VPC into which the instance will be deployed.
Subnet - Select the Subnet into which the instance will be deployed.
Auto-assign Public IP - Select Disable.
Placement group - Optional. The default is No placement group.
IAM Role - None
Shutdown behavior - Stop
Enable termination protection - Yes (select checkbox). This ensures that the Delphix Engine is not

Enter static IP in Primary IP field (recommended for consistency)

This option will not appear if you chose a default subnet. In this case, the first option below

Using the Delphix Virtualization Engine Storage Calculator for AWS, enter information from your
predetermined inventory into the worksheet. This will automatically calculate the number, size, and IOPS
required for the EBS volumes.

Delphix Virtualization Engine - Storage Calculator for AWS Marketplace

Retention for Snapshots |

DB Name DB Type DB Source Size (GB) | Est. # of Virtual DBs (Days) Delphix Storage (GB) :
oradbl Oracle 2500 5 14 3000 i
sgldbl MS-SQL 1500 5 14 1800 :
sqldb2 MS-SQL 150 5 14 180 |
0 |

0 I

l

Totals 4150 4980 |
# of EBS Volumes 4 I
Size per Volume 1250 :
\OPspervolume [ | | | ] 1000 l

In the above example, there are three (3) source databases listed with their current sizes. Each is estimated
to have 5 virtual copies as well as a 14-day retention period for snapshots/backups. The calculator indicates
that you should add four (4) EBS-provisioned IOPS volumes, each being 1250GB with 1000 IOPS.

& This calculator is only for estimating your anticipated storage size and IOPS needs. A manual
adjustment may be required prior to or after launch depending on your storage and performance

needs.

Click Add New Volume. The new volume will be created using the specifications in the estimation provided.
The below values are sample values set for a Volume Type. See EBS Configuration for related information.

a. Volume Type -

EBS

b. Device - Use default provided
c. Size (GiB) - 1250
d. Volume Type - Provisioned IOPS SSD (101)
Delphix deploys as an EC2 instance on AWS using EBS volumes for storage. AWS provides the
following options for Elastic Block Storage (EBS) storage volumes, namely
i. Standard
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ii. General Purpose SSD (GP2)
iii. General Purpose SSD (GP3)
iv. Provisioned IOPS SSD (101)
e. 1OPS -1000
f. Delete on Termination - Optional. If you do not set this option and the Delphix Engine is terminated,
the EBS volumes will persist, and you will need to remove them manually.
Encrypted - Optional

9. Follow the above procedure for adding as many EBS volumes as specified in the calculator. Based on the

10

11.
12.

13.

14

15.

16

17.
18.
19.
20.
21.

example above, the storage configuration would look as follows:

Nl AWS v  Semvices v doug.smith @ 9004-9501-7565 ~  Oregan ~  Support =

1. Choose AMI 2. Choose Instance Type 3. Configune Instance 4, Add Storage 5. Tag Instance 6. Corfigune Security Group 7. Review

Step 4: Add Storage

“Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root vodume. You can also attach additional EBS wolumes after launching an instance, but not instance stare volumes. Leam more about
storage options in Amazon EC2,

Volume Type (i Deviee (i) Snapshot (i Size (GiB) (11 Volume Type (i 1oPS (i IT“";:I“""‘”‘ D’:‘"“‘“‘“""‘“"" L

Roat fdevixvda snap-1d44a945 150 General Purpose S80 (GP2) B 450/3000 MN/A a Not Encrypted

EBS B mwe B 1250 Provisianed I0PS S50 (101) B 1000 M [
EBS B e B 1250 Provisianed I0PS S50 (101) B 1000 WiA <]
EBS B oewsss B 1250 Pravisianed I0PS S50 (101) B 100 MA [x]
EBS B e B 1250 Provisianed I0PS S50 (101) B 1000 M e

Add New Volume

General Purpose (SSO) volumes provide the ability to burst 1o 3000 10PS per volume, independent of volume size, to meet the performance needs of
most applications and also deliver a consistent baseline of 3 I0PS/GIB. Sat my root volume to General Purpose (S50).

Fres tier efigible customens can get up to 30 GB of EBS General Purpose (S50) or Magnetic storage. Learn more about free usage tier eligibility and
usage restriclions

Gancel  Previous Review and Launch Next: Tag Instance

Verify that your storage configuration matches the output from the calculator.

Click Next: Tag Instance.

To provide a name for your Delphix Virtualization Instance, enter it in the Value field corresponding to the
Key Name.

Click Next: Configure Security Group.

Assign a security group. Do one of the following:

a. Create a new security group.

b. If an existing security group meets Delphix requirements, you can select it. For more details on
required and recommended ports for general Delphix usage, see General Network and Connectivity
Requirements.

Click Review and Launch.

Verify the Delphix Virtualization Instance details and click Launch.

Proceed without a key pair.

Select the 1 acknowledge checkbox.

Click Launch Instances.

Click View Instances.

To complete the initial Delphix Virtualization Engine configuration, wait for your instance to be up and
running. You can see its status on the Instances page. Note that it can take up to 15 minutes for the first
launch of Delphix, and even if the status of the server is “running” it may not yet be ready.
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Configuring the Delphix Engine

1. Connect to your running Delphix instance with a web browser. Use the IP address or DNS name noted in the
Instance Description.

2. Upon successful connection, the browser will automatically redirect to the Delphix Setup Page.
3. Referto the standard product deployment instructions to complete your Delphix deployment.

Logging in for the first time
The first time you login to the Delphix Engine, follow these steps:
1. Enter the default Administration User: sysadmin.
2. Enter the default password: the <Instance ID> for your Delphix Engine.

@ VYou can find your <Instance ID> in the Instances section of the AWS EC2 Management Console.

3. You will be redirected to enter the following as prompted:
a. Email address for the admin account.
b. Anew password. This password will be used for the Engine Administrator with the username
"admin".
¢. Confirm the new password.

& From now on, this is the password you will use to login to the Delphix Engine Administrator
interface to manage Datasets.

4. Click Continue.

Next Steps
Congratulations! You have successfully deployed the Delphix Virtualization Engine in AWS.
Use Delphix documentation to learn how to:

« configure your database source
« configure your target environments
« create virtual databases (VDBs)

Related Topics

» Deployment for AWS EC2
« Prerequisites to Deploying in AWS
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Deployment for Microsoft Azure

This topic covers the virtual machine requirements, including memory and data storage, for deploying the Delphix
Engine on the Azure public cloud and Government Cloud.

The following topics are covered:

+ Instance Types
+ Network Configuration
« Storage Configuration

Once you understand the requirements listed on this page, you should view the next pages on Azure deployment:

+ Prerequisites to Deploying in Microsoft Azure
» Procedure for Deploying in Microsoft Azure

Instance Types
The following is a list of instance types that are supported to deploy Delphix on Microsoft Azure. Delphix periodically
certifies new instance types, which will be added to the list here.

Requirements Notes

General Purpose

« Dsv2-series Network bandwidth and IOPS limits are specific to each instance
+ Dsv3-series type:

« See DSv3 specifications for more details.

Recommended minimum size of 8 vCPU and 64G memory.

Memory-Optimized

« Esv3-series Network bandwidth and IOPS limits are specific to each instance
+ Esv4-series type:

» Esvo-series « See DSv2 specifications for more details.

+ See ESv3 specifications for more details.

Recommended minimum size of 8 vCPU and 64G memory.

Network Configuration

The use of Azure Accelerated Networking is supported for Delphix Engines and is recommended to maximize
network performance. Accelerated Networking provides more bandwidth with more consistent and lower network
latencies.

Requirements Notes
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Azure Virtual Network (VNet)

Network Security Group (NSG)

Storage Configuration
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The Delphix Engine and all the source and target environments
must be accessible within the same virtual network.

You must modify the security group to allow access to all of the
networking ports used by the Delphix Engine and the various
source and target platforms. See General Network and
Connectivity Requirements for information about specific port
configurations. See Network Performance Configuration Options
for information about network performance tuning.

Delphix recommends using a minimum of four (4) disks to run your Delphix Engine. One disk is used for the Delphix
File System (DxFS) to ensure that its file systems are always consistent on disk without additional serialization. The
other three (3) disks will be used for data storage. This also enables the Delphix Engine to achieve higher I/O rates

by queueing more I/O operations to its storage.

Requirements

General Storage Configuration

Azure Premium Storage

Extensions

Notes

Allocate initial storage equal to the size of the physical source
databases. For high redo rates and/or high DB change rates,
allocate an additional 10-20% storage.

Add storage when storage capacity approaches 30% free.

Attach a minimum of three (3), equally sized, storage devices to
the Delphix Engine. This enables the Delphix File System (DxFS) to
make sure that its file systems are always consistent on disk
without additional serialization. This also enables the Delphix
Engine to achieve higher I/O rates by queueing more I/O
operations to its storage.

Maximize Delphix Engine RAM for a larger system cache to service
reads.

See Delphix Storage Migration.

Premium storage utilizes solid-state drives (SSDs). Ultra disk is
also supported.

Devices up to 32TB are supported

A maximum of 256TB is supported

Cache setting of NONE

I/O requests of up to 256 kilobytes (KB) are counted as a single I/O
operation (IOP) for provisioned IOPS volumes

IOPS vary based on storage size with a maximum of 20,000 IOPS

Azure VM Extensions are not currently supported.
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Related Topics

+ Prerequisites to Deploying in Azure

+ Procedure for Deploying in Azure

» General Network and Connectivity Requirements
» Network Performance Configuration Options

+ Delphix Storage Migration
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Prerequisites to Deploying in Azure

Before deploying the Delphix Engine for Azure:

1.
2.

Review Checklist of Information Required for Installation and Configuration.

Determine which virtual private cloud (VPC) you will use when launching the virtualization instance. To
maximize performance, deploy the Delphix Engine instance in the same VPC/subnet in which you will create
your virtual databases (VDBs).

@ Provisioning a VDB requires a compute instance running the same database engine as the source.
Please note, however, that the target instance only needs storage to accommodate the OS,
database platform binaries, etc., because Delphix delivers all of the data files.

Make sure that the necessary ports are open.

(@ Usingthe Delphix Engine for Azure will require connections to source and target database servers.
Such connections require various ports to be open, enabling communications. For a detailed list of
the network and port requirements, click the link appropriate to your database platform:

» Network and Connectivity Requirements for Oracle Environments
» Network Access Requirements for SQL Server

Update Security Group settings to accommodate the necessary connections.

a. Select the same Network Security Group that your current (or future) non-production Azure virtual
machines utilize.

b. You must modify the Network Security Group to allow access to all of the networking ports used by
the Delphix Engine and the various source and target engines. See links above for information about
specific port configurations.

Allocate storage.

@ 1tis helpful to first create a list of the data sources from which you intend to make dSources. A data
source is typically a production database that you link to the Delphix Engine, enabling you to create
virtual, full, read-write copies of the source within minutes. The list should include the database's
name, platform (for example, Oracle or SQL Server), current size (in GB), the estimated number of
virtual copies, and retention period (in days) of snapshots (backup copies).

a. All data storage disks must be comprised of Azure Premium Storage devices. We recommend using a
minimum total of four disks to run your Delphix Engine. One disk is used for the boot device. The
other three or more equally sized disks will be used for data storage. This also enables the Delphix
Engine to achieve higher I/O rates by queueing more |/O operations to its storage.

b. Azure premium storage devices have differing levels of guaranteed IOPs that vary from 120 I0Ps to

20,000 I0Ps. Please refer to Microsoft’s documentation to ensure that the selected
devices will meet the requirements for your deployment. UltraSDD disk storage is

supported for performance sensitive customers.
Itis highly recommended to use Azure-managed disks.
d. Usethe guidelines outlined in Deployment for Microsoft Azure.

o

Related Topics

+ Checklist of Information Required for Installation and Configuration
+ Network and Connectivity Requirements for Oracle Environments
» Network Access Requirements for SQL Server
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» Deployment for Microsoft Azure
+ Procedure for Deploying in Azure
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Procedure for Deploying in Azure

Deploying the Delphix Engine

1.
2.
3.

© No ok

10.
11.

12.
13.
14.

Navigate to the Azure Marketplace at https://azuremarketplace.microsoft.com.
In the Search field, enter Delphix.
Select the Delphix Virtualization for Azure (3TB) for hourly subscription or Delphix DataOps Platform for
Azure for customers with existing licenses.
Review the information on the initial Marketplace page.
Click GETIT NOW.
Click Create.
Follow the creation wizard to deploy the Delphix Engine.
Provide the basic information for the Delphix Engine.
a. Select a name for the virtual machine.
b. Forthe OS disk type, select Premium SSD.
c. Enter ausername and password.

@ This information is never used but is part of the built-in wizard used by the marketplace. Any
information provided in these fields is discarded.

d. Select your Subscription, Resource group, and Location.

e. Click OK.
Select the Size of the virtual machine you want to deploy. For supported instance types and capabilities, See
Virtual Machine Requirements for Azure Platform.

(@ Eachinstance type will determine the limits for:
« Network bandwidth
« Maximum data disk
« Total IOPS

Click Select.
Configure the Settings for this virtual machine:
Use managed disks.
Select or create a Virtual Network and Subnet.
Optional: select a Public IP address (note this will make your engine accessible over the internet)
Select or create a Network Security Group.
Extensions and High Availability sets are not currently supported. Please ensure that no extensions
or availability sets have been configured.
f. Enable Boot diagnostics.
Click OK.
Review the configuration in the Summary screen and click OK.
Review the offer details in the Buy screen and click Purchase to deploy the Delphix Engine.

O I

Configuring the Delphix Engine Virtual Machine

N

From the Azure Portal sidebar, select Virtual Machines. Your running virtual machines will be displayed.
Click the virtual machine's name to open its detailed information.

Click Disks to open the detailed panel.

Click Add data disk.

Create a new device:
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C.

d.
Once the device is created, change the Host Caching parameter for that device to None.
Repeat the above steps to create additional disks.

Once you have completed adding all the disks, click Save.
Optional: modify the virtual machine’s Network Security Group.

a.

b.

C.

© e N

d.
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In the Create disk drop-down menu, select Create managed disk. This will open the managed disk
wizard.

In the wizard, ensure that the Account type indicates Premium (SSD) and that the Source Type
shows None (empty disk).

Select the size of the device you want to create. Note that the device size will determine the IOPS
limit for that device.

Click Create.

From the side panel of the virtual machine’s detail screen, click Network interfaces.

Click the name of the network interfaces you want to modify.

From the Network interface details window, click the Network security group specified in the
Overview pane. In the example below, you would click delphix-engine-nsg:

From the Network security group details pane, modify the Inbound security rules and/or the
Outbound security rules by selecting from the side panel and clicking Add.

Add the appropriate rule and click OK. The screenshot below shows adding the inbound rule for the
Delphix Session Protocol.

Repeat the above steps for all the rules you want to add.

Configuring the Delphix Engine

1. Connectto your running Delphix instance with a web browser. Use the Public IP address or DNS name noted
in the Network Interface Panel. Upon successful connection, the browser will automatically redirect to the
Delphix Setup Page.

2. Referto the standard product deployment instructions to complete your Delphix deployment.

Next Steps

Congratulations! You have successfully deployed the Delphix Virtualization Engine in Azure.

Use Delphix documentation to learn how to:

« configure your database source
« configure your target environments

- create virtual databases (VDBs)

Related Topics

» Deployment for Microsoft Azure
« Prerequisites to Deploying in Azure
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Enabling Azure Accelerated Networking

If you have created a VM without Accelerated Networking, it is possible to enable this feature on an existing VM. The
VM must support Accelerated Networking by meeting the following prerequisites that are also outlined above:

« The VM must be a supported size for Accelerated Networking

« The VM must be a supported Azure Gallery image (and kernel version for Linux)

« Allindividual VMs or VMs in an availability set must be stopped/deallocated before enabling Accelerated
Networking on any NIC

For more information, please see the Azure documentation.

Individual VMs and VMs in an availability set
First stop/deallocate the VM or, if an Availability Set, all the VMs in the Set:

Azure CLI

az vm deallocate \
--resource-group myResourceGroup \
-—-name myVM

Important, please note, if your VM was created individually, without an availability set, you only need to stop/
deallocate the individual VM to enable Accelerated Networking. If your VM was created with an availability set, all
VMs contained in the availability set will need to be stopped/deallocated before enabling Accelerated Networking
on any of the NICs.

Once stopped, enable Accelerated Networking on the NIC of your VM:
Azure CLI

az network nic update \
--name myNic \
—-—-resource-group myResourceGroup \
—--accelerated-networking true

Restart your VM or, if in an Availability Set, all the VMs in the Set and confirm that Accelerated Networking is
enabled:

Azure CLI

az vm start --resource-group myResourceGroup \
-—name myVM

After the restart, the Mellanox VF (Virtual Function) device will be exposed to the VM.
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Deployment for Google Cloud Platform

This topic covers the virtual machine requirements, including memory and data storage, for the deployment of the
Delphix Engine on Google Cloud Platform (GCP).

This section covers the following topics:

+ Instance Types
+ Network Configuration
« Storage Configuration

Once you understand the requirements listed on this page, you should view the next pages on GCP deployment:

+ Prerequisites to Deploying in GCP
+ Procedure for Deploying in GCP

Machine Types

The following is a list of instance types that are supported to deploy Delphix on GCP. Delphix periodically certifies
new instance types, which will be added to the list here.

Recommendations Notes
« N2 standard + The Delphix Engine most closely resembles a storage appliance and
+ N2 high-mem performs best when provisioned using a storage-optimized
instance type.

« Largerinstance types provide more CPU, which can prevent
resource shortfalls under high 1/0 throughput conditions.

« Largerinstances also provide more memory, which the Delphix
Engine uses to cache database blocks. More memory will provide
better read performance.

« Recommended minimum size of 8 vCPU and 64G memory.

Network Configuration

Requirements Notes

Virtual Private Cloud » You must deploy the Delphix Engine and all of the source and
target environments in a VPC network to ensure that private IP
addresses are static and do not change when you restart
instances.

+ When adding environments to the Delphix Engine, you must use
the host's VPC (static private) IP addresses.

Static Public IP » The GCP Delphix instance must be launched with a static IP
address; however, the default behavior for VPC instances is to
launch with a dynamic public IP address - which can change
whenever you restart the instance. You can assign a static IP
address following the following steps here.
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Security Group Configuration + The default security group will only open port 22 for SSH access.
You must modify the security group to allow access to all of the
networking ports used by the Delphix Engine and the various
source and target engines.

+ See Network Performance Configuration Options for information
about network performance tuning.

+ See General Network and Connectivity Requirements for
information about specific port configurations.

Premium Networking It is recommended to use GCP Premium Tier Networking, for more
information click here

Storage Configuration

We recommend using a minimum of four disks to run your Delphix Engine. One disk is used for the Delphix File
System (DxFS) to ensure that its file systems are always consistent on disk without additional serialization. The
other three disks will be used for data storage. This also enables the Delphix Engine to achieve higher 1/0 rates by
queueing more |/O operations to its storage.

Requirements Notes

+ General Storage Configuration + Allocate initial storage equal to the size of the physical source
database storage. For high redo rates and/or high DB change
rates, allocate an additional 10-20 %.

+ Add storage when storage capacity approaches 30% free.

+ Attach a minimum of three (3), equally sized, storage devices to
the Delphix Engine. This enables the Delphix File System (DxFS) to
make sure that its file systems are always consistent on disk
without additional serialization. This also enables the Delphix
Engine to achieve higher I/O rates by queueing more I/O
operations to its storage.

Related Topics

+ Checklist of Information Required for Installation and Configuration
+ Prerequisites to Deploying in GCP
+ Procedure for Deploying in GCP

Deployment- 373


https://cloud.google.com/network-tiers/docs/overview

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Prerequisites to Deploying in GCP

It is best if you have experience launching and configuring Google Cloud Platform environments. Read below for
specific tasks to complete before deployment.

Before deploying the Delphix Engine for GCP:

1. Review Checklist of Information Required for Installation and Configuration.

2. Make sure that the Google account you are using to deploy your Delphix Engine has an appropriate level of
enablement to subscribe to the Delphix Virtualization for GCP subscription.

3. Determine which virtual private cloud (VPC) you will use when launching the virtualization instance. To
maximize performance, deploy the Delphix Engine instance in the same VPC/subnet in which you will create
your virtual databases (VDBs).

& Provisioning a VDB requires a compute instance running the same database engine as the source.
Please note, however, that the target instance only needs storage to accommodate the OS,
database platform binaries, etc., because Delphix delivers all of the data files

4. Make sure that the necessary ports are open.

& Using the Delphix Engine for GCP will require connections to source and target database servers.
Such connections require various ports to be open, enabling communications. For a detailed list of
the network and port requirements, click the link appropriate to your database platform:

» Network and Connectivity Requirements for Oracle Environments

» Network and Connectivity Requirements for SQL Server Environments

» Network and Connectivity Requirements for SAP ASE Base Environments
» Network and Connectivity Requirements for Db2 Environments

5. Update Security Group settings to accommodate the necessary connections.
a. Select the same Security Group that your current (or future) non-production compute nodes utilize.
b. You must modify the Security Group to allow access to all of the networking ports used by the
Delphix Engine and the various source and target platforms. See links above for information about
specific port configurations.
6. Allocate storage.
a. To properly size the initial storage capacity and determine the number and size of Provisioned I0Ps
Volumes required, download and utilize the Delphix-Dynamic-Data-Platform-Storage-Calculator.

@ Itis helpful to first create a list of the data sources from which you intend to make dSources.
A data source is typically a production database that you link to the Virtualization Engine,
enabling you to create virtual, full, read-write copies of the source within minutes. The list
should include the database's name, platform (for example, Oracle or SQL Server), current
size (in GB), the estimated number of virtual copies, and retention period (in days) of
snapshots (backup copies).

b. Allocate a minimum of four (4) SSD Data Disks to accommodate storage capacity needs. We
recommend using a minimum total of four disks to run your Delphix Engine. One
disk is used for the boot device. The other three or more equally sized disks will be
used for data storage. This also enables the Delphix Engine to achieve higher I/O
rates by queueing more |/O operations to its storage.
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Additional GCP Configuration Notes

+ Delphix supports both Zonal and Regional SSD persistent disks.
Related Topics

» Deployment for GCP
+ Procedure for Deploying in GCP

Deployment- 375



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Procedure for Deploying in GCP

Delphix can be deployed using a tar.gz file in the Google Cloud Console or in the Google Cloud Marketplace.

Deployment in Google Cloud Console

1.

abrwn

6.
7.

Download the latest Delphix Platform for GCP tar.gz file from Delphix.

Create a GCP storage bucket to be used to upload the file obtained in step 1.

Upload the Delphix file to the bucket created in step 2.

Once the upload is complete, navigate to Compute Engine > Images and select Create Image.

In the Create Image dialog you will need to provide the following:

Image Name

Source: Cloud Storage File

Select the bucket and newly uploaded Delphix File.

Location: Multi-Regional or Regional. (note if you want to be able to deploy Delphix in multiple

regions - select Multi-Region)

Family - optional

Description - optional

Labels - optional

Encryption - select based on your organization’s policy

Click - Create. (Note you will see the following at the bottom of the dialog once you’ve clicked

Create. Also, creating the image may take a considerable amount of time)

Once the image creation is complete. Select the newly created Image and create an instance from it.

Complete the instance creation dialog. Key items:

Identify and select the region and zone where you will run Virtual Databases.

Choose a supported machine type commensurate with your expected workload.

Change/Modify the Boot Disk to SSD Persistent Disk. (defaults to Standard Persistent Disk)

Add Data Disks (minimum of 3) with a total size at least equal to your total source DB sizes. Be sure to

utilize SSD Persistent Disks

e. Update Networking commensurate with the Network and Subnet(s) on which the target non-
production instances reside. (Note: a “target” is an instance running the DB platform identical to the
source DBs)

f. Once all of the necessary instance information has been completed, click Create.
Wait for the instance to be created/available and connect to the newly deployed Engine using the
assigned IP/hostname via the support web browser.

e noo

— 2@ -0

e nTo

Deployment in Google Cloud Marketplace

=

Ce~Nouthk~wh

Login to the Google Cloud Marketplace.

In the Search field, enter Delphix.

Select the Delphix Data Virtualization for GCP (3TB).

Review the information on the initial Marketplace page.

Click Launch.

Review the deployment configuration and software subscription information.
Accept Google Cloud’s and Delphix Corp’s Terms of Service

Click Deploy which will start the deployment of the instance.

After the deployment, add equally-sized data disks to the instance.
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Configuring the Delphix Engine

1. Connect to your running Delphix instance with a web browser. Use the IP address or DNS name noted in the
Instance Description.
Upon successful connection, the browser will automatically redirect to the Delphix Setup Page.

2. Referto the standard product deployment instructions to complete your Delphix deployment.

Next Steps
Congratulations! You have successfully deployed the Delphix Virtualization Engine in GCP.
Use Delphix documentation to learn how to:

« configure your database source
« configure your target environments
« configure virtual databases (VDBs)

Related Topics

+ Deployment for Google Cloud Platform
+ Prerequisites to Deploying in GCP
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Deployment for Hyper-V

The Delphix Engine is a virtual appliance that runs in a hypervisor. In this section, you’ll find requirements to run
Delphix on Hyper-V including supported versions and instance configurations as well as recommended
configuration parameters for optimal performance.

Contact your Delphix representative to request this capability. Delphix will assist you to review that all Hyper-V
requirements are met to successfully run a Delphix Engine with the most appropriate configuration for your Use
Cases.

The Delphix Engine is intensive both from a network and a storage perspective. If the Delphix Engine competes with
other virtual machines on the same host for resources it will result in increased latency for all operations. As such, it
is crucial that your Hyper-V host is not over-subscribed, as this eliminates the possibility of a lack of resources for
the Delphix Engine. This includes allowing a percentage of CPU resources for the hypervisor itself as it can de-
schedule an entire VM if the hypervisor is needed for managing 1/0 or compute resources.

This section has the following topics:

« Supported Versions

+ Virtual CPU Count

+  Memory

+ Network

» SCSI Controller

+ General Storage

« Delphix VM Configuration Storage

« Delphix Engine System Disk Storage
« Database Storage

« Additional Configuration Notes

Supported Versions

« Hyper-V Version: 10.0 and later
« Virtual Machine: Gen 1 only is supported

Virtual CPUs

Requirements Notes

8 vCPUs + CPU resource shortfalls can occur on an Over-committed
host as well as competition for host resources during
high 10 utilization.

+ CPU reservations are strongly recommended for the
Delphix VM so that Delphix is guaranteed the full
complement of CPUs even when resources are
overcommitted.

+ Itis suggested to use a single core per socket unless
there are specific requirements for other VMs on the
same Hyper-V host.
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Requirements Notes
Never allocate all available physical CPUs to « CPU for the Hyper-V Server to perform hypervisor
virtual machines. activities must be set aside before assigning vCPUs to

Delphix and other VMs

« We recommend that a minimum of 8-10% of the CPUs
available are reserved for hypervisor operation. (e.g. 12
vCPUs on a 128 vCore system).

Memory
Requirements Notes
128 GB vRAM (recommended) + The Delphix Engine uses its memory to cache

database blocks. More memory will provide better
read performance.

« Memory reservations are required for the Delphix VM.
The performance of the Delphix Engine will be
significantly impacted by the over-commitment of
memory resources in the Hyper-V Server.

+ Reservations ensure that the Delphix Engine will not
be forced to swap pages during times of memory
pressure on the host. A swapped page will require
orders of magnitude more time to be brought back to
physical memory from the Hyper-V swap device.

64GB vRAM (minimum)

Memory for the Hyper-V Server to perform Failure to ensure sufficient memory for the host can result
hypervisor activities must be set aside before in a hard memory state for all VMs on the host which will
assigning memory to Delphix and other VMs. result in a block for memory allocations.

Network
Requirements Notes
Virtual ethernet adapter requirements. + SR-I0V recommended for all virtual ethernet

adapters that will be used for Delphix data I/O.
« Jumbo frames recommended.
« A 10GbE NIC in the Hyper-V Server is
recommended.

Deployment- 379



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Requirements Notes
If the network load in the Hyper-V Server hosting the « Adding NICs only works if VMs are discovered using
Delphix engine VM is high, dedicate one or more different interfaces. The NFS/iSCSI mounts will only

physical NICs to the Delphix Engine.

SCSI Controller

Requirements

IDE Controller for boot drive

SCSI Controller for database storage

General Storage

use the network associated with the discovery.

» See General Network and Connectivity
Requirements for information about specific port
configurations, and Network Performance
Configuration Options for information about
network performance tuning.

Notes

Per Hyper-V Storage I/O Performance Tuning Guidelines; For
optimal performance, it is recommended that you attach multiple
disks to a single virtual SCSI controller and create additional
controllers only as they are required to scale the number of disks
connected to the virtual machine.

For example, a VM with 3 virtual disks should distribute the disks
across the single SCSI controller as follows:

« IDE Controller 1
« Boot Drive
« SCSI Controller
o diskl
o disk2
o disk3

Note: For load purposes, we generally focus on the DB storage
and ignore the controller placement of the system disk.

Delphix recommends using a minimum of four disks to run your Delphix Engine. One disk is used for the Delphix File
System (DxFS) to ensure that its file systems are always consistent on disk without additional serialization. The
other three or more equally sized disks will be used for data storage. This also enables the Delphix Engine to achieve
higher 1/0 rates by queueing more 1/O operations to its storage.
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Requirements Notes
Storage used for Delphix must be provisioned from For example, using RAID levels with data protection
storage that provides data protection. features, or equivalent technology.

The Delphix Engine does not protect against data loss
originating at the hypervisor or SAN layers.

For more information refer to, Optimal Storage
Configuration Parameters for the Delphix Engine.

Delphix Storage Options

There are two types of data that Delphix stores on disk which must be stored on NTFS volumes: :

1. Delphix Engine System Disk Storage: which is the system boot drive.
2. Database Storage: stores data used by Delphix objects such as dSources and virtual databases (VDBs).

Delphix Engine System Disk Storage

Requirements Notes

The Delphix Engine disks must be stored on  The volume for the Delphix Engine System Disk Storage is often

NTFS volume(s). created on the same volume as the Delphix VM definition. In that
case, the volume must have sufficient space to hold the Delphix
VM Configuration, the virtual disk for the system disk, and a
paging area if a memory reservation was not enabled for the
Delphix Engine.

The Delphix .vhdx file is configured for a The volume where the .vhdx is deployed should, therefore, have
128GB system drive. at least 127GB of free space prior to deploying the .vhdx.

Database Storage

In addition to making sure the latest Hyper-V patches have been applied, check with your hardware vendor for
updates specific to your hardware configuration. VHDXs (virtual machine disks).

Requirements Notes
A minimum of 3 VHDXs should be allocated for Allocating a minimum of 3 VHDXs for database storage
database storage. enables the Delphix File System (DxFS) to make sure that

its file systems are always consistent on disk without
additional serialization. This also enables the Delphix
Engine to achieve higher I/O rates by queueing more /O
operations to its storage.
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Requirements Notes
If using VHDXSs: Provisioning VHDXs from isolated volumes on dedicated
« Each VHDX should be the only VHDX on its physical LUNs:
NTFS volume + Reduces contention for the underlying physical LUNs
+ The VHDX volumes should be assigned to + Eliminates contention for locks on the volumes from
dedicated physical LUNs on redundant other VMs and/or the Hyper-V Server Console
storage.

If the underlying storage array allocates physical LUNs by
carving them from RAID groups, the LUNs should be
allocated from different RAID groups. This eliminates
contention for the underlying disks in the RAID groups as
the Delphix engine distributes 10 across its storage
devices.

The physical LUNs used for NTFS volumes should The total number of disk drives that comprise the set of

be of the same type in terms of performance physical LUNs should be capable of providing the desired
characteristics such as latency, RPMs, and RAID aggregate 1/0 throughput (MB/sec) and I0Ps (Input/Output
level. Operations per Second) for all virtual databases that will

be hosted by the Delphix Engine

Disk types supported by the physical LUNs used If the storage array allocates physical LUNs from storage
for NTFS volumes are: Fixed-size and Dynamically ~ pools comprising dozens of disk drives, the LUNs should
expanding. be distributed evenly across the available pools.

Related Topics

» Optimal Storage Configuration Parameters for the Delphix Engine
+ Architecture Checklist

+ General Network and Connectivity Requirements

« Procedure for Deploying with Hyper-V
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Procedure for Deploying with Hyper-V

Creating a Delphix Engine VM

1.
2.
3.

>

N

Download the image from https://download.delphix.com and copy it to your VM directory.

Start the Hyper-V Manager and specify Name and Location and then select Next.

Select Generation 1, configure memory and then select Next.

Memory: 64 GB (minimum), 128 GB (recommended)

Set up Networking by selecting vNIC then select Next.

Attach the downloaded image as a boot disk. Create a unique boot disk for each image. Note: Boot disks
cannot be shared.

Use an existing virtual hard disk.
Browse to the location of VM.
Select the Image.

« Select Finish, the VM will appear in the inventory.

Customize the VM by selecting Settings

N

Delphix recommends having the IDE be the first device to boot from (under BIOS setting).

Adjust the number of CPU (min 8)

Add a minimum of 3 equal-sized Hard Drives for the database storage. Use VHDX formatted disks.
Recommend Fixed Size disk type. Note: Differencing Disk Types are not supported.

Connect to the console and start the VM.

Once the installation has completed, power on the Delphix Engine and proceed with the initial system
configuration as described in Setting Up Network Access to the Delphix Engine.

Related Topics

» Deployment for Hyper-V

Deployment- 383


https://download.delphix.com/

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Deployment for OCI

This topic covers the virtual machine requirements, including memory and data storage, for deploying the Delphix
DataOps Platform, colloquially known as a Delphix Engine, on Oracle Cloud Infrastructure (OCl).

This section covers the following topics:

+ Image Types

« Shapes

+ Network Configuration

« Storage Configuration

« Additional OCI Configuration Notes

Once you understand the requirements listed on this page, you should view the next pages on OCI deployment:

+ Prerequisites to Deploying in OClI
» Procedure for Deploying in OCI

Compute Image Types

Delphix distributes product images, for OCI, using the QCOW2 image type. Compute Images must be imported into
OCl using the Paravirtualized launch mode; currently, images using the Emulated launch mode are not supported.

Supported Shapes
The following is a list of shapes that are supported to deploy Delphix on OCI.
Requirements Notes
Large Memory Instances (preferred) + The Delphix Engine most closely resembles a storage appliance

and performs best when provisioned using a storage-
optimized shape.

« Larger shapes provide more CPU, which can prevent resource
shortfalls under high 1/0 throughput conditions.

« Larger shapes also provide more memory, which the Delphix
Engine uses to cache database blocks. More memory will
provide better read performance.

« Recommended minimum size of 8 vCPU and 64G memory.

« VM.Standard2
« VM.Standard.E4.Flex

Deployment- 384



Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

Network Configuration

Requirements Notes

Virtual Cloud Network (VCN) + You must deploy the Delphix Engine and all of the source and
target environments in a VCN to ensure that private IP addresses
are static and do not change when you restart instances.

+ By default, OCl subnets are considered public. When defining a
subnet, we encourage configuring it as private. Unless required
by your environment, your VCN should not include a Public
Subnet.

+ When adding environments to the Delphix Engine, you must use
the host's VCN (static private) IP addresses.

Static Private IP + The Delphix instance should be launched with a static private IP
address. For security reasons, it is encouraged to avoid
configuring your engine with a Public IP address; but, in some
cases, it may be ok to use a dynamic Public IP address in addition
to a static Private IP address if your environment requires such
access.

Security Rules Configuration « OCl allows two firewall features: Network Security Groups (NSGs)
and Security Lists. Oracle recommends the use of NSGs over
Security Lists because “NSGs let you separate the VCN's subnet
architecture from your application security requirements.”

« However, a VCN will use a Security List to define default rules. By
default, the security list will only open port 22 for SSH access. You
must modify the security list, or create NSGs, to allow access to all
of the networking ports used by the Delphix Engine and the
various source and target engines.

« This dual implementation of firewall, or security, rules may be
different from other clouds. Please see OCl documentation for
best practices.

+ See Network Performance Configuration Options for information
about network performance tuning.

« See General Network and Connectivity Requirements for
information about specific port configurations.

General Storage Configuration

We recommend using a minimum of four (4) disks to run your Delphix Engine. One disk is used for the Delphix File
System (DxFS) to ensure that its file systems are always consistent on disk without additional serialization. The
other three, or more, equally sized disks will be used for data storage. This also enables the Delphix Engine to
achieve higher 1/0 rates by queueing more I/O operations to its storage.
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Notes

Allocate initial storage equal to the size of the physical source
database storage. For high redo rates and/or high DB change
rates, allocate an additional 10-20 %.

Add storage when storage capacity approaches 30% free.
Attach a minimum of three (3), equally sized, storage devices to
the Delphix Engine. This enables the Delphix File System (DxFS) to
make sure that its file systems are always consistent on disk
without additional serialization. This also enables the Delphix
Engine to achieve higher 1/0 rates by queueing more |/0
operations to its storage.

Must use Block Volume for data storage.

Block Volumes must be attached using Paravirtualized
mode.

Currently supported Shapes only support Block Volumes; File
Storage is not supported.

Paravirtualized block devices are required; currently, iSCSI devices
are not supported.

Elastic Performance Configuration Options (aka Volume
Performance Policy): use Higher Performance.

Additional OCI Configuration Notes

« When running low on storage space, Delphix recommends adding additional equivalently sized block
storage volumes, or devices, instead of resizing existing volumes.

» If you must expand existing storage volumes, then this must be done using the “online” resizing strategy
specified in OCI documentation; “offline” storage resizing is not supported and may lead to unexpected
downtime. If an existing storage volume is expanded, then use the Setup, or sysadmin, interface to expand
each storage “device,” or volume. The additional storage, as a result of a resize, will not be available for use
until the storage devices are explicitly instructed to make use of the additional space.

+ If expanding storage volumes, it is recommended that all volumes are expanded to the same size. When
storage volumes, or devices, are the same size the Delphix product is able to balance I/0 distribution among

the disks for optimal performance.

« Hotremoval of storage volumes is not supported.

Related Topics

» Network Connectivity Requirements
+ Prerequisites to Deploying in OCI
+ Procedure for Deploying in OCI

« Oracle Matrix
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Prerequisites to Deploying OCI

It is best if you have experience launching and configuring shapes within your OCI environment. Read below for
specific tasks to complete before deployment.

Before deploying the Delphix Engine for OCI:

1. Contact your Delphix representative to request this capability. Delphix will assist you to review that all
Oracle Cloud requirements are met to successfully run a Delphix Engine with the most appropriate
configuration for your Use Cases.

2. Review Checklist of Information Required for Installation and Configuration.

Oracle’s Creating an Instance documentation

4. Make sure that the Oracle account you are using to deploy your Delphix Engine has an appropriate level of
permissions to upload files to a Bucket in Object Storage and use that object to produce a Custom Image.

5. Determine which virtual cloud network (VCN) you will use when launching the virtualization instance. To
maximize performance, deploy the Delphix Engine instance in the same VCN/subnet in which you will create
your virtual databases (VDBs).

w

& Provisioning a VDB requires a compute instance running the same database engine as the source.
Please note, however, that the target instance only needs storage to accommodate the OS,
database platform binaries, etc., because Delphix delivers all of the data files.

6. Make sure that the necessary ports are open.

(@ Using the Delphix Engine for OCI will require connections to source and target database servers.
Such connections require various ports to be open, enabling communications. For a detailed list of
the network and port requirements, click the link appropriate to your database platform:

» Network and Connectivity Requirements for Oracle Environments

» Network and Connectivity Requirements for SQL Server Environments
» Network and Connectivity Requirements for SAP ASE Environments

» Network and Connectivity Requirements for Db2 Environments

7. Update Security Group (or Security List) settings to accommodate the necessary connections.

1. Select the same Security Group that your current (or future) non-production compute nodes utilize.
2. You must modify the Security Group to allow access to all of the networking ports used by the Delphix
Engine and the various source and target platforms. See links above for information about specific port

configurations. Reference: Link to Oracle Network Security Groups

« Allocate storage.
a. To properly size the initial storage capacity and determine the number and size of Provisioned I0Ps
Volumes required, download and utilize the Delphix-Dynamic-Data-Platform-Storage-Calculator.

& tis helpful to first create a list of the data sources from which you intend to make dSources.
A data source is typically a production database that you link to the Virtualization Engine,
enabling you to create virtual, full, read-write copies of the source within minutes. The list
should include the database's name, platform (for example, Oracle or SQL Server), current
size (in GB), the estimated number of virtual copies, and retention period (in days) of
snapshots (backup copies).

b. Delphix only supports using Block Volume devices for data storage. These block
devices must be attached to the Delphix Engine using the Paravirtualized attach
mode (iSCSl is not currently supported). Block Volumes must be provisioned in the
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same Availability Domain as the Delphix Engine, otherwise, they will not be
discoverable. Block Volumes should be configured to use the “Higher Performance”
performance option. All Block Volumes attached to a single Delphix Engine should

be of the same size. A minimum of four (4) Block Volumes should be attached to a
Delphix Engine.

+ During the Manual Deployment option, use the guidelines outlined in Virtual Machine Requirements for OCI.

Related Topics

» Deployment for OCI

» Checklist of Information Required for Installation and Configuration
» Procedure for Deploying in OCI
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Procedure for Deploying in OCI

The following sections will detail how to:

Retrieve a Delphix Engine Image

Upload and Create a Custom Compute Image
Launch a Delphix Engine

Create and Attach Block Storage Volumes
Configure the Delphix Engine

Download and Verify the Delphix Engine Image

1.
2.

3.

Contact your account manager to request access to the OCl variant of the Delphix product.

Follow the link given by your Delphix solutions architect. Download the
Delphix_6.x.x.x_....Standard_OCl.qcow?2 file and the SHA256SUMS file.

Once both files have finished downloading and assuming both files were downloaded to the same directory,
you can run the following command to verify the download:

$ grep -i OCl.qcow2 ./SHA256SUMS | sed -E 's,Appliance_Ilmages/(Controlled_Availability/)?,,g' | sha256sum
--check

Upload the Delphix Engine Image as an Object

Authenticate with OCI and navigate to the Infrastructure Console.

Use the navigation menu to reach the Object Storage Buckets, Core Infrastructure, page (Hamburger Menu >
Object Storage > Object Storage).

Remember to set your List Scope Compartment. This will depend on your organization’s strategy for
managing OCl resources.

Create a storage bucket or select an existing bucket.

Click the blue Upload button.

In the Upload Objects modal window, specify an optional prefix and choose the OCI specific QCOW?2 file that
was previously downloaded.

Click the blue Upload button.

Creating a Custom Compute Image from an Object

. Authenticate with OCI and navigate to the Infrastructure Console.

Use the navigation menu to reach the Compute Custom Images, Core Infrastructure, page (Hamburger Menu
> Compute > Custom Images).

Remember to set your List Scope Compartment. This will depend on your organization’s strategy for
managing OClI resources.

Click the blue Image Import button.

In the Import Image modal window, select a suitable compartment in the Create In Compartment field
that conforms to your organization’s strategy on managing OCl resources.

In the Name field enter a unique name to identify the Custom Compute Image. You may want to use the
same, name of the image object from the previous step, Upload the Delphix Engine Image as an Object.
For Operating System select Linux.

Next, identify an object by specifying its Compartment, Bucket, and Object Name. Or, specify an Object
Storage URL.

& The Object Details will identify this value as URL Path (URI).

For Image Type select QCOW2.
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For Launch Mode select Paravirtualized Mode.

For organizations that have a tagging policy for cloud-based resources, expand the Tagging Options
section, and define tags.

Click the blue Import Image button.

Launching the Delphix Engine

1.
2.

10.

11.
12.

13.

14.

Authenticate with OCl and navigate to the Infrastructure Console.

Use the navigation menu to reach the Compute Instances, Core Infrastructure, page (Hamburger Menu >
Compute > Instances).

Remember to set your List Scope Compartment. This will depend on your organization’s strategy for
managing OClI resources.

Click the blue Create Instance button.

In the Create Compute Instance window pane, specify a unique name for the VM.

For the Create In Compartment field, select a suitable compartment that conforms to your organization’s
strategy on managing OClI resources.

In the Image or operating system section, click the Change Image button. Switch to the Custom Images
tab. Find the Delphix image that corresponds to the instance you wish to deploy. Click the blue Select Image
button.

& fthe Delphix Custom Image is not visible, look for the Change Compartment option near the top
of the current window pane.

Each Availability Domain has its own quota, it is ok to use AD-1, AD-2, or AD-3 - but, be sure to make note of
which Availability Domain you are using.

& Compute Instances and attached Storage will need to be in the same Availability Domain.

In the Shape section click the Change Shape button. For Instance type specify Virtual Machine and for
Shape series use Intel Skylake. Then select an OCI Shape that is supported by Delphix.

Continue on to the Configure networking section. This part is critical, if the network isn’t specified
correctly, you are likely to run into firewall issues; please consult your IT or DevOps teams. If your
organization is using Network Security Groups (NSGs), mark the Use Network Security Groups to Control
Traffic checkbox; again, please consult your IT or DevOps teams. Lastly, select the Do Not Assign a Public IP
Address radio button; if you must deviate from this guidance then you are highly encouraged to engage your
IT or DevOps teams.

You may skip the Boot Volume section.

In the Add SSH Keys select the No SSH Keys radio option. The Delphix product is a closed appliance and
manages users independently.

In general, you can skip all of the Advanced Options. For organizations that have a tagging policy for cloud-
based resources, expand into the Advanced Management section, and look for the Tagging sub-section to
define tags.

Click the blue Create button - wait about 2-5 minutes for the Delphix Engine instance to boot.

Create Block Storage Volumes

1.
2.

3.

Authenticate with OCl and navigate to the Infrastructure Console.

Use the navigation menu to reach the Block Volumes, Core Infrastructure, page (Hamburger Menu > Block
Storage > Block Volumes).

Remember to set your List Scope Compartment. This will depend on your organization’s strategy for
managing OCI resources.

Click the blue Create Block Volume button.

Deployment- 390


https://console.us-phoenix-1.oraclecloud.com/
https://console.us-phoenix-1.oraclecloud.com/compute/instances
https://console.us-phoenix-1.oraclecloud.com/
https://console.us-phoenix-1.oraclecloud.com/block-storage/volumes

10.

11.

12.
13.

Documentation 6.0.10.0 - Delphix Engine 6.0.10.0 Documentation

In the Create Block Volume modal window, specify a unique name for this Block Volume. It can be helpful if
this name is descriptive or identifies the VM it is intended to be attached to and ends in a sequence number.
For the Availability Domain, this value MUST be the same Availability Domain used for the Delphix Engine
instance, otherwise, this volume will not be available for use.

In the Volume Size and Performance section, select the Custom option. Set the size of the volume to be
sufficiently large, with room for growth, to support the databases that will be virtualized, or masked, by this
Delphix Engine. And, set the Default Volume Performance to the Higher Performance setting.

A Backup Policy is not required and can be left blank or No Backup Policy Selected. However, depending
on your organization’s needs, you may consider selecting a Backup Policy.

For Encryption, it is ok to use the default option, Encrypt Using Oracle-Managed Keys. Optionally, if you
want, or need, to manage encryption keys independently then use the Encrypt Using Customer-Managed
Keys option.

For organizations that have a tagging policy for cloud-based resources, expand the Tagging Options
section, and define tags.

Uncheck the checkbox that says View Detail Page After This Block Volume is Created. This will prevent
you from navigating away from the Block Volumes page, because, more often than not, you will need to
create multiple Block Volumes at the same time.

Click the blue Create Block Volume button.

A Delphix Engine requires a minimum of three (3) equally sized Block Volumes for data storage. Repeat Steps
4-12 as many times as necessary.

Attach Block Storage Volumes

10.

11.
12.

. Authenticate with OCI and navigate to the Infrastructure Console.

Use the navigation menu to reach the Block Volumes, Core Infrastructure, page (Hamburger Menu > Block
Storage > Block Volumes).

Remember to set your List Scope Compartment. This will depend on your organization’s strategy for
managing OClI resources.

From the list of pre-existing Block Volumes, identify the resources you wish to attach to a Delphix Engine and
wait until the volume’s state becomes Available.

Select one of the Block Volumes to enter the Block Volume Details page.

On the left-hand side, locate the Resources menu and select Attached Instances.

If the Block Volume has not been previously attached to another VM, then you will be able to click the blue
Attach to Instance button.

In the Attach to Instance modal window, specify the Attachment Type as Paravirtualized. Currently, iSCSI
is not supported.

For Access Type use the READ/WRITE option.

Next, identify a Delphix Engine by selecting an instance, or by specifying an instance OCID. If you don’t see
the Delphix Engine instance in the Select an Instance drop-down menu, you may need to use the Change
Compartment option. Block Volumes can only be attached to VM instances that were created in the same
Availability Domain - if these values do not match, you will need to either re-provision Block Volumes or the
Delphix Engine, in the correct Availability Domain.

Click the blue Attach button.

Repeat Steps 4-11 until all associated Block Volume resources have been attached to the Delphix Engine
instance.

Configuring the Delphix Engine

1.

2.

Connect to your running Delphix Engine instance with a web browser. Use the IP address or FQDN noted in
the Instance Description.

Upon successful connection, the browser will display a login prompt to enter the Delphix Setup Page.
Refer to the standard product deployment instructions to complete your Delphix deployment.
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Next Steps
Congratulations! You have successfully deployed a Delphix Engine in OCI.
Use Delphix documentation to learn how to:

« configure your database source
« configure your target environments
« create virtual databases (VDBs)

Related Topics

» Deployment for OCI
« Prerequisites to Deploying in OCI
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Deployment for IBM Cloud

This topic covers the virtual machine requirements, including memory and data storage, for the deployment of the
Delphix Engine on IBM Cloud.

This section covers the following topics:

+ Databases

« Profile (instance type)

+ Network Configuration

« Storage Configuration

« Additional IBM Cloud Configuration Notes

Once you understand the requirements listed on this page, you should view the next pages on IBM deployment:

+ Prerequisites for Deploying in IBM Cloud
» Procedure for Deploying in IBM Cloud

Supported Profiles
The following is a list of profiles that are supported to deploy Delphix on IBM Cloud.

Requirements Notes

« mx2 + The Delphix Engine most closely resembles a storage appliance and
performs best when provisioned using a storage-optimized profile.
Larger profiles provide more CPU, which can prevent resource
shortfalls under high 1/0 throughput conditions.

Larger profiles also provide more memory, which the Delphix Engine
uses to cache database blocks. More memory will provide better
read performance.

« Recommended minimum size of 8 vCPU and 64G memory.

Network Configuration

Requirements Notes

Virtual Server Instances + You must deploy the Delphix Engine and all of the source and
target environments in the same VPC network.
+ When adding environments to the Delphix Engine, you must use
the host’s VPC IP addresses.
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Requirements Notes

Security Configuration « The default security group will only open port 22 for SSH access.
You must modify the security group to allow access to all of the
networking ports used by the Delphix Engine and the various
source and target engines.

« See Network Performance Configuration Options for information
about network performance tuning.

+ See General Network and Connectivity Requirements for
information about specific port configurations.

+ Reference: IBM Cloud Security and Compliance documentation

& Port Requirements

Using the Delphix Engine for IBM Cloud will require connections to source and target database servers.
Such connections require various ports to be open, enabling communications. For a detailed list of the
network and port requirements, click the link appropriate to your database platform:

« Network and Connectivity Requirements for Oracle Environments

» Network and Connectivity Requirements for SQL Server Environments

+ Network and Connectivity Requirements for SAP ASE Environments

+ Network and Connectivity Requirements for Db2 Environments

General Storage Configuration

We recommend using a minimum of four disks to run your Delphix Engine. One disk is used for the Delphix File
System (DxFS) to ensure that its file systems are always consistent on disk without additional serialization. The
other three disks will be used for data storage. This also enables the Delphix Engine to achieve higher 1/0 rates by
queueing more /O operations to its storage.

Requirements Notes

General Storage Configuration + Allocate initial storage equal to the size of the physical source
database storage. For high redo rates and/or high DB change
rates, allocate an additional 10-20 %.

+ Add storage when storage capacity approaches 30% free.

+ Attach a minimum of three (3), equally sized, storage devices to
the Delphix Engine. This enables the Delphix File System (DxFS) to
make sure that its file systems are always consistent on disk
without additional serialization. This also enables the Delphix
Engine to achieve higher I/O rates by queueing more I/O
operations to its storage.

+ Reference: IBM Block Storage Documentation.

Additional IBM Configuration Notes

« Expandable volume is a beta feature that is available for evaluation and testing purposes. This feature is
available in the US South, US East, London, and France regions. Contact your IBM Sales representative if you
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are interested in getting access, https://cloud.ibm.com/docs/vpc?topic=vpc-expanding-block-storage-
volumes.

« After performing an “online” resize/expansion of a storage volume using IBM Cloud tools, then use the
Delphix sysadmin interface to “Expand” the storage device; otherwise, the newly allocated storage space,
from the resize/expansion, will not be used.

+ Resize/expansion of a storage volume using IBM Cloud is not supported while the delphix engineisin a
stopped state.

+ Removing a storage volume should be done while the machine is running. First use the Delphix sysadmin CLI
interface to “Unconfigure” the storage device, then remove it from IBM Cloud.

Related Topics

» Network Connectivity Requirements
» Procedure for Deploying in the IBM Cloud
» Support Matrix
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Prerequisites for Deploying in IBM Cloud

Before deploying the Delphix Engine for IBM Cloud:

el

You require a license to use Delphix software. If you are a new customer, contact Delphix to get started.
Review Checklist of Information Required for Installation and Configuration.

Review IBM’s cloud documentation for IBM Cloud specific information.

Determine which virtual private cloud (VPC) you will use when launching the virtualization instance. To

maximize performance, deploy the Delphix Engine instance in the same VPC/subnet in which you will create

your virtual databases (VDBs).

& Provisioning a VDB requires a compute instance running the same database engine as the source.
Please note, however, that the target instance only needs storage to accommodate the OS,
database platform binaries, etc., because Delphix delivers all of the data files.

Make sure that the necessary ports are open.

& Using the Delphix Engine for IBM Cloud will require connections to source and target database
servers. Such connections require various ports to be open, enabling communications. For a
detailed list of the network and port requirements, click the link appropriate to your database
platform:

» Network and Connectivity Requirements for Oracle Environments

» Network Access Requirements for SQL Server

» Network and Connectivity Requirements for SAP ASE Environments
» Network and Connectivity Requirements for Db2 Environments

Update Security Group settings to accommodate the necessary connections.

Select the same Network Security Group that your current (or future) non-production Azure virtual machines
utilize.

You must modify the Network Security Group to allow access to all of the networking ports used by the
Delphix Engine and the various source and target engines. See links above for information about specific
port configurations.

Allocate storage.

@ Itis helpful to first create a list of the data sources from which you intend to make dSources. A data
source is typically a production database that you link to the Delphix Engine, enabling you to create
virtual, full, read-write copies of the source within minutes. The list should include the database's
name, platform (for example, Oracle or SQL Server), current size (in GB), the estimated number of
virtual copies, and retention period (in days) of snapshots (backup copies).

a. All data storage disks must be comprised of Premium Storage devices. Allocate a minimum of three
(4) premium storage devices to accommodate storage capacity needs.

b. Premium storage devices have differing levels of guaranteed IOPs that vary from 120 I0Ps to 7500
IOPs. Please refer to IBM Cloud documentation to ensure that the selected devices will meet the
requirements for your deployment.

c. Usethe guidelines outlined in Procedure for Deploying in IBM Cloud.
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Related Topics

+ Deployment for IBM Cloud
» Procedure for Deploying in IBM Cloud
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Procedure for Deploying in the IBM Cloud

The following sections will detail how to:

+ Retrieve a Delphix Engine Image

+ Upload and Create a Custom Compute Image

«+ Launch a Delphix Engine
« Create and Attach Block Storage Volumes
« Configure the Delphix Engine

Deploying Delphix in the IBM Cloud

There are two methods for deploying a Delphix Engine in the IBM Cloud using the Software Catalog or Manually

Uploading the Delphix Image.

Deploying from the IBM Software Catalog

1. Navigate to the IBM Software Catalog and search for Delphix.
2. Select the Delphix Data Virtualization Tile or Masking Tile for the Masking product.
3. Scroll down to the Deployment Values section and input the specifics for your environment.

Required Parameters

hostname

profile

ssh_key

subnet_id

volumecount

volumeprofile

volumesize

vpcname

Zzone

Description

The name of the VSI you will use to deploy Delphix.

Compute profile to be used for deploying Delphix (see
recommended profiles).

Your public SSH key to be used when provisioning the VSI.

The id of the subnet where the VSI will be provisioned.

Number of block storage volumes

Block storage profile to use (recommended is >= 10 IOPS/GB

Block storage volume size.

The name of your VPC where the VSl is provisioned.

VPC zone to provision your environment.
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Manually Downloading and Deploying the Delphix Image

Downloading the Delphix Image

& Contact your account manager to request access to the IBM variant of the Delphix product.

1.

Follow the link given to you by your Delphix solutions architect. Download the
Delphix_Verson...._Standard_IBM.qcow?2 file and the SHA256SUMS file.

Once botbh files have finished downloading and assuming both files were downloaded to the same directory,
you can run the following command to verify the download:

$ grep -i IBM.qcow2 ./SHA256SUMS | sed -E 's,Appliance_Images/

(Controlled_Availability/)?,,g' | sha256sum --check

Uploading the Delphix Engine Image as an Object

1.
2.

Authenticate with the IBM Cloud and navigate to the Dashboard.

Use the navigation menu to reach the Resource List page. The Resource List Page can be navigated from the
Dashboard by clicking on “Storage” within the “Resource summary” pane.

Expand Storage from the menu and select the appropriate resource group. You should have created a
resource group depending on your organization’s strategy for managing IBM resources.

Create a storage bucket or select an existing bucket.

Click the blue Upload button and select Files.

A pop-up menu appears to select the transfer type. Aspera High-Speed Transfer is required for large files.
For this, you will need to install the plugin. It will automatically navigate you through the steps to install the
plugin.

In the Upload Files (objects) window, click on the Select Files (objects) button and choose the IBM specific
QCOW?2 file that was previously downloaded.

Click the Upload button.

Creating a Custom Image

©No kW

10.

Authenticate with IBM Cloud and navigate to the Dashboard.

Use the navigation menu to reach the Custom images page for VPC within the VPC infrastructure (IBM Cloud
pull-down menu, upper left, VPC Infrastructure > Custom images).

Click the blue Create button.

In the Import custom image page, specify a unique name for the image.

From the Resource Group drop-down, select your organization’s resource group.

Optional: In the Tags section, provide appropriate tags to organize your resources.

Select the appropriate Region.

Select the Cloud Object Storage bucket containing the uploaded image by selecting the appropriate Cloud
Object Storage instances > Location > Bucket from the drop-down menus. The downloaded QCOW2
image should appear in the pane below the three drop-down menus.

Within the Operating system section, click on the Ubuntu Linux tile and select ubuntu-18-04-amd64 from
the drop-down menu.

Once all the parameters are entered, in the right pane click on the blue button to Import custom image.

Launching the Delphix Engine

1.
2.

3.

Authenticate with IBM Cloud and navigate to the Dashboard.

Use the navigation menu to reach the Virtual Server Instances page within the VPC Infrastructure (IBM Cloud
pull-down menu, upper left, VPC Infrastructure > Virtual Server Instances). Note: To maximize performance,
deploy the Delphix Engine instance in the same VPC/subnet in which you will create your virtual databases
(VDBs).

Click the blue Create button.
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10.
11.

12.
13.
14.
15.

16.
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In the New Virtual Server for VPC page, specify a unique name for the VM.

From the Virtual Private Cloud drop-down, select your organization’s VPC.

From the Resource Group drop-down, select your organization’s resource group.

Optional: In the Tags section, provide appropriate tags to organize your resources.

Select the Location of your IBM Cloud resources.

In the Operating System section, click on the Select Custom Image link within the Custom Image block.
In the pop-menu, select the IBM specific image you previously uploaded.

Within the Profile section, click on View all profiles. Select one of the supported instance types and click
Save.

You can skip the User data section.

You can also skip the Boot Volume section since it would already have the default values.

You can create block storage volumes later, so skip that for now. It will be discussed in the next section.
Continue on to the Network Interfaces section. If you already have a subnet configured in your zone and
VPC, then this section will already have a default network interface. Otherwise, you need to create a subnet
with the appropriate security groups. This part is critical, if the network isn’t specified correctly, you are
likely to run into firewall issues; please consult your IT or DevOps teams. Configure Network Security Groups
(NSGs) for your subnet as required; again, please consult your IT or DevOps teams.

Click the Create virtual server instance button on the right panel. This will take a couple of minutes.

Creating Block Storage Volumes

1.
2.

>

O e~ U

10.
11.
12.

Authenticate with IBM Cloud and navigate to the Dashboard.

Use the navigation menu to reach the Block Storage Volumes within VPC Infrastructure (IBM Cloud pull-
down menu > VPC Infrastructure > Block Storage Volumes).

Click the blue Create button.

In the Block Storage Volume for VPC modal window, specify a unique name for this Block Volume. It can be
helpful if this name is descriptive or identifies the VM it is intended to be attached to and ends in a sequence
number.

From the Resource Group drop-down, select your organization’s resource group.

Optional: In the Tags section, provide appropriate tags to organize your resources.

Select the Location of your IBM Cloud resources.

Enter the required IOPS. The recommended supported IOPS is 10/GB.

Enter the storage size in GB. Set the size of the volume to be sufficiently large, with room for growth, to
support the databases that will be virtualized, or masked, by this Delphix Engine.

For Encryption, you can let it be the default, e.g. Provider Managed.

Click the blue Create Volume button.

A Delphix Engine requires a minimum of three (3) equally sized Block Volumes, in addition to the Boot
volume which was automatically created while creating the virtual server instance. Repeat Steps 3-11 as
many times as necessary.

Attaching Block Storage Volumes

. Authenticate with IBM Cloud and navigate to the Dashboard.

Use the navigation menu to reach the Block Storage Volumes within VPC Infrastructure (IBM Cloud pull-
down menu > VPC Infrastructure > Block Storage Volumes).

From the list of pre-existing Block Volumes, identify the volumes you wish to attach to a Delphix Engine and
wait until the volume’s state becomes Available.

Note that the volumes you wish to attach have Attachment Type set as a hyphen.

The right side of the volume row shows an Expandable menu. Click on it and select Attach to Instance.
In the Attach Virtual Server Instance modal window, select your virtual server instance (Delphix Engine)
from the drop-down menu.

Click on the blue Attach Volume button.

Repeat Steps 3-7 until all associated Block Volume resources have been attached to the Delphix Engine
instance.
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Configuring the Delphix Engine

1. Connect to your running Delphix Engine instance with a web browser. Use the IP address or DNS name noted
in the Instance Description.

Upon successful connection, the browser will display a login prompt to enter the Delphix Setup Page.
2. Referto the standard product deployment instructions to complete your Delphix deployment.

Next Steps
Congratulations! You have successfully deployed a Delphix Engine in IBM Cloud.
Use Delphix documentation to learn how to:

« configure your database source
« configure your target environments
« create virtual databases (VDBs)

Related Topics
+ Deployment for IBM Cloud
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Network Connectivity Requirements

This topic covers the general network and connectivity requirements for the Delphix Engine, including connection
requirements, port allocation, and firewall and Intrusion Detection System (IDS) considerations. For platform-
specific network and connectivity requirements, see the relevant topics under the Requirements section for each
platform.

General Outbound from the Delphix Engine Port Allocation

Protocol Port Numbers Use

TCP 25 Connection to a local SMTP server for sending email
TCP/UDP 53 Connections to local DNS servers

UbP 123 Connection to an NTP server

UDP 162 Sending SNMP TRAP messages to an SNMP Manager
TCP 443 HTTPS connections from the Delphix Engine to the

Delphix Support upload server
TCP/UDP 636 Secure connections to an LDAP server

TCP 8415 Connections to a Delphix replication target. See
Configuring Replication.

TCP 50001 Connections to source and target environments for
network performance tests.

General Inbound to the Delphix Engine Port Allocation

Protocol Port Number Use

TCP 22 SSH connections to the Delphix Engine

TCP 80 HTTP connections to the Delphix GUI

UDP 161 Messages from an SNMP Manager to the Delphix Engine
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Protocol Port Number Use

TCP 443 HTTPS connections to the Delphix Management
Application

TCP 8415 Delphix Session Protocol connections from all DSP-based

network services including Replication, SnapSync for
Oracle, V2P, and the Delphix Connector.

TCP 50001 Connections from source and target environments for
network performance tests via the Delphix CLI.

Firewalls and Intrusion Detection Systems (IDS)

Production databases on source environments (for dSources) are often separated from the non-production
environment by firewalls. Firewalls can add milliseconds to the latency between servers. Accordingly, for best
performance, there should be no firewalls between the Delphix Engine and the virtual database (VDB) target
environments. If the Delphix Engine is separated from a source environment by a firewall, the firewall must be
configured to permit network connections between the Delphix Engine and the source environments for the
application protocols (ports) listed above.

Intrusion detection systems (IDSs) should also be made permissive to the Delphix Engine deployment. IDSs should
be made aware of the anticipated high volumes of data transfer between dSources and the Delphix Engine.

Related Topics

» Configuring Replication
« Deployment
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Setting Up Network Access to the Delphix Engine

Prerequisites

Follow the initial installation instructions in Installing the Delphix Engine.

Procedure

1. Power on the Delphix Engine and open the Console.
2. Wait for the Delphix Management Service and Delphix Boot Service to come online.

This might take up to 10 minutes during the first boot. Wait for the large orange box to turn green.
3. Press any key to access the sysadmin console.

4. Enter sysadmin forthe usernameand sysadmin forthe password.
5. You will be presented with a description of available network settings and instructions for editing.

Delphix Engine Network Setup

To access the system setup through the browser, the system must first be
configured for networking in your

environment. From here, you can configure the primary interface, DNS, hostname,
and default route. When DHCP is

configured, all other properties are derived from DHCP settings.

To see the current settings, run "get." To change a property, run "set
<property>=<value>." To commit your changes,
run "commit." To exit this setup and return to the standard CLI, run "discard."

defaultRoute IP address of the gateway for the default route -- for
example, "1.2.3.4."

dhcp Boolean value indicating whether DHCP should be used for
the primary dinterface. Setting this value
to "true" will cause all other properties (address,
hostname, and DNS) to be derived from the DHCP

response
dnsDomain DNS Domain -- for example, "delphix.com"
dnsServers DNS server(s) as a list of IP addresses -- for example,
"1.2.3.4,5.6.7.8."
hostname Canonical system hostname, used in alert and other logs --

for example, "myserver"

primaryAddress Static address for the primary interface in CIDR notation
-- for example, "1.2.3.4/22"

Current settings:
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defaultRoute: 192.168.1.1

dhcp: false

dnsDomain: example.com
dnsServers: 192.168.1.1
hostname: Delphix
primaryAddress: 192.168.1.100/24

6. Configurethe hostname . If you are using DHCP, this step can be skipped.

delphix network setup update *> set hostname=<hostname>

& Use the same hostname you entered during the server installation.

7. Configure DNS. If you are using DHCP, this step can be skipped.

delphix network setup update *> set dnsDomain=<domain>

delphix network setup update *> set dnsServers=<serverl-ip>[,<server2-ip>,...

8. Configure either a static or DHCP address:
DHCP Configuration

delphix network setup update *> set dhcp=true

Static Configuration

delphix network setup update *> set dhcp=false
delphix network setup update *> set primaryAddress=<address>/<prefix-len>

& The static IP address must be specified in CIDR notation (for example, 192.168.1.2/24 ).

9. Configure a default gateway. If you are using DHCP, this step can be skipped.

delphix network setup update *> set defaultRoute=<gateway-ip>

10. Commit your changes. Note that you can use the get command prior to committing to verify your desired

configuration.

delphix network setup update *> commit

Successfully committed network settings. Further setup can be done through the

browser at:

http://<address>
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Type 'exit' to disconnect, or any other commands to continue using the CLI.

11. Check that the Delphix Engine can now be accessed through a Web browser by navigating to the displayed IP
address, or hostname if using DNS.
12. Exit setup:

delphix> exit

Related Topics
« Upgrade
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Validating Host Deployment with HostChecker

Delphix has developed a hostchecker script that contains standardized checks for source and target hosts - these
checks generally fall into three buckets

« 0OSand Host permissions/access
+ Network Port Checks
« DB-specific functionality

0S and Host permissions/access and network port checks can (and should) be performed prior to Delphix
installation to ensure a smooth deployment.

Each DB should have a specifically associated hostchecker - you can find detailed documentation on the DB-specific
hostchecker page.

1. Download the appropriate HostChecker tarball for your engine from https://
download.delphix.com/. Tarballs follow the naming convention "hostchecker_<OS>_<processor>.tar". For
example, if you are validating a linux x86 host you should download the hostchecker_linux_x86.tar tarball.
2. Create a working directory and extract the HostChecker files from the HostChecker tarball.

mkdir dlpx-host-checker
cd dlpx-host-checker/
tar —-xf hostchecker_linux_x86.tar

3. Runthe sh script contained within:

sh hostchecker.sh

This will extract the JDK included in the tarball (if necessary) and invoke the HostChecker.

0ral0205@bbdhcp: /home/oral0205/hostchecker-> sh hostchecker.sh
Extracting the JDK from the tarball jdk-6u45-1linux-i586.tar.gz.

© Don'tRun as Root

Do not run the HostChecker as root; this will cause misleading or incorrect results from many of the
checks.

4. Select which checks you want to run.

@ Run Tests without the Interface

You can also run checks without spawning the interface. Enter ——he'lp to get a list of arguments
you can pass to the HostChecker.

5. Asthe checks are made, enter the requested arguments.

6. Read the output of the check.
The general format is that severity increases as you scroll down the output. First comes informational
output, then warnings, then errors.
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& Internal Errors

If you see a message that starts with Internal Error ,forward itto Delphix Support
immediately. This represents a potential bug in the HostChecker, and not necessarily a problem
with your environment.

. Error or warning messages will explain any possible problems and how to address them. Resolve the issues
that the HostChecker describes. Do not be surprised or undo your work if more errors appear the next time
you run HostChecker, because the error you just fixed may have been masking other problems.

. Repeat steps 3 -7 until all the checks return no errors or warnings.
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Installation and Initial System Configurations

This section covers the following topics:

« Initial Setup
« Customizing the Delphix Engine System Settings
« Installing an OVA or AMI
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Initial Setup

Delphix runs as a virtual appliance deployed in various types of infrastructure as described above. When you first
login to an instance, the setup wizard will help you configure the initial setup for network, storage, authentication
and more. If you have just deployed, read this section to understand each step of the setup wizard.

Once you have deployed Delphix in the platform of your choice, you will need to set up the engine’s initial
configuration, which includes settings such as system time, storage, and authentication. This page describes each
step in the setup process and will outline and the various options available.

The setup procedure uses a wizard to take you through the following configuration screens:

+ Welcome

« Administrators

« Time

+ Network

« Network Security
» Storage

« Outbound Connectivity
« Authentication

« Kerberos

+ Registration

« Summary

When you first connect to the Delphix Engine via any supported browser, you must enter the default sysadmin login,
whose credentials are sysadmin/sysadmin. On the first login, you will be prompted to change the initial default
password for security purposes.

@ Info

Alogin failure issue could occur if the Delphix Engine clock is not in sync with the IDP clock. To resolve the
issue, either use the NTP clock or set up the skew time property in SSO (Single Sign-On) configuration.

Welcome

The Welcome tab asks users to select the engine type for setup. You can select from Virtualization or Masking. This
document explains the setup for Virtualization engines. For Masking engines, please visit our Masking
documentation.
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DELPHIX SETUF

Virtualization Setup

*  Wolcoma Welcome

Choasa angine typa 1o satup:

Administrators © Virtualization
Masking
Time This wizard will 5889 you through the setup, During this process you will complata the following:

« Create your password for the default *sysadmin® user
+ Sal the systam time

Network = Configure network and services
« Configure the siorage poal
+ Configura proxies, SMTP, and LDAP (thase are aplional)

Network Security Register your software
After setup is complate, you will have two adminisirators defined:

Storage + The sysiam sdminisirator, “sysadmin® with the password you defined. This will be tha system
adrministrator for the instance.
= The engine administrator, "sdmin® with the password you defined. This is typically a DBA wha
Serviceability will administer all thi data managed by the instance,

Whan sotup s complate, leg in as engine administrator o begin using your angine
Autheriication

Karberos
Registration

Summary

Administrators
Each Delphix Virtualization engine has two default accounts:

« System Administrator: ‘sysadmin’ with a password that users can define. This will be the system
administrator for the instance.

« Engine Administra